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Copyright Notice

©2003 SonicWALL, Inc. All rights reserved.

Under the copyright laws, this manual or the software described within, can not be copied, in
whole or part, without the written consent of the manufacturer, except in the normal use of the
software to make a backup copy. The same proprietary and copyright notices must be affixed
to any permitted copies as were affixed to the original. This exception does not allow copies
to be made for others, whether or not sold, but all of the material purchased (with all backup
copies) can be sold, given, or loaned to another person. Under the law, copying includes
translating into another language or format.

SonicWALL is a registered trademark of SonicWALL, Inc.

Other product and company names mentioned herein can be trademarks and/or registered
trademarks of their respective companies.

Specifications and descriptions subject to change without notice.

LIMITED WARRANTY

SonicWALL, Inc. warrants the SonicWALL Internet Security Appliance (the Product) for one
(1) year from the date of purchase against defects in materials and workmanship. If there is
a defect in the hardware, SonicWALL will replace the product at no charge, provided that it is
returned to SonicWALL with transportation charges prepaid. A Return Materials Authorization
(RMA) number must be displayed on the outside of the package for the product being
returned for replacement or the product will be refused. The RMA number can be obtained
by calling SonicWALL Customer Service between the hours of 8:30 AM and 5:30 PM Pacific
Standard Time, Monday through Friday.

Phone:(408) 752-7819

Fax:(408) 745-9300

Web: <http://www.sonicwall.com/support>

This warranty does not apply if the Product has been damaged by accident, abuse, misuse,
or misapplication or has been modified without the written permission of SonicWALL.

In no event shall SonicWALL, Inc. or its suppliers be liable for any damages whatsoever
(including, without limitation, damages for loss of profits, business interruption, loss of
information, or other pecuniary loss) arising out of the use of or inability to use the Product.
Some states do not allow the exclusion or limitation of implied warranties or liability for
incidental or consequential damages, so the above limitation or exclusion can not apply to
you. Where liability can not be limited under applicable law, the SonicWALL liability shall be
limited to the amount you paid for the Product. This warranty gives you specific legal rights,
and you can have other rights which vary from state to state.

By using this Product, you agree to these limitations of liability.

THIS WARRANTY AND THE REMEDIES SET FORTH ABOVE ARE EXCLUSIVE AND IN
LIEU OF ALL OTHER WARRANTIES, ORAL OR WRITTEN, EXPRESS OR IMPLIED.

No dealer, agent, or employee of SonicWALL is authorized to make any extension or addition
to this warranty.
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About this Guide

Thank you for purchasing the SonicWALL Internet Security appliance. The SonicWALL
protects your PC from attacks and intrusions, filters objectional Web sites, provides private
VPN connections to business partners and remote offices, and offers a centrally-managed
defense against software viruses.

This manual covers the configuration of the SonicWALL SonicOS 2.0s and its features.

Organization of this Guide

Chapter 1, Introduction - describes the features and applications of the SonicWALL.
Chapter 2, Configuring Network Settings Using the Setup Wizard, has detailed
instructions for using the Setup Wizard to configure the SonicWALL for Internet connectivity.
Chapter 3, Registering at mySonicWALL.com - provides details on registering your
SonicWALL appliance in the product registration database.

Chapter 4, System Settings, describes the configuration of the SonicWALL IP settings, time,
and password as well as providing instructions to restart the SonicWALL, import and export
settings, upload new firmware, and perform diagnostic tests.

Chapter 5, Network, outlines configuring network settings manually for the SonicWALL as
well as static routes and RIPv2 advertising on the network. Setting up the SonicWALL to act
as the DHCP server on your network is also covered in this chapter.

Chapter 6, Firewall, explains how to permit and block traffic through the SonicWALL, set up
One-to-One NAT, and configuring automatic proxy forwarding.

Chapter 7, SonicWALL VPN, explains how to create a VPN tunnel between two
SonicWALLs and creating a VPN tunnel from the VPN client to the SonicWALL.

Chapter 8, Users, describes the configuration of user level authentication as well as the setup
of RADIUS servers for user authentication.

Chapter 9, Security Services, provides configuration instructions for Content Filtering
Service and licensing.

Chapter 10, SonicWALL Anti-Virus, configuring Anti-Virus protection on the SonicWALL.
Chapter 11, Logging and Alerts, illustrates the SonicWALL logging, alerting, and reporting
features.

Chapter 12, Configuring Your Wireless Connectivity, describes the wireless features of
your SonicWALL TZW and configuring wireless access using a Deployment Scenario
Wizard.

Chapter 13, SonicWALL Options and Upgrades, presents a brief summary of the
SonicWALL's subscription services, firmware upgrades and other options.

Appendix A, Troubleshooting Guide - lists solutions to commonly encountered issues.
Appendix B, SonicWALL Support Solutions - describes available support packages from
SonicWALL.

Appendix C, Introduction to Networking - provides an overview of the Internet, TCP/IP
settings, IP security, and other general networking topics.

Appendix D, IP Port Numbers - offers information about IP port numbering.

Appendix E, Configuring TCP/IP Settings - provides instructions for configuring your
Management Station's IP address.
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Appendix F, Basic VPN Terms and Concepts - covers VPN terminology and configuration
concepts.

Appendix G, Erasing the Firmware - describes the reset firmware procedure.

Appendix H, Configuring RADIUS and ACE Servers - provides vendor-specific
configuration instructions for RADIUS and ACE servers. The appendix also includes a
RADIUS Attributes Dictionary.

Product Features

SonicOS 2.0s provides the same functionality to the SOHO TZW, TZ 170, and the PRO 3060.
However, the SOHO TZW provides wireless connectivity to your network. Certain features
are only available on the SOHO TZW. These features are clearly marked in the text. The
terms, WLAN and DMZ, can be used interchangeably except in the chapters on wireless
connectivity.

SonicWALL Technical Support

For fast resolution of technical questions, please visit the SonicWALL Tech Support Web site
at <http://www.sonicwall.com/support>. There, you will find resources to resolve most
technical issues and a Web request form to contact one of the SonicWALL Technical Support
engineers.

Firmware Version

This manual is updated and released with firmware version SonicOS 2.0s. Always check
<http:www.sonciwall.com/products/documentation.html> for the latest version of this manual
as well as other upgrade manuals.

Icons Used in this Manual

A

Alert! Importantinformation about features that can affect firewall performance, security features,
or cause potential problems with your SonicWALL.

Tip!  Useful information about security features and configurations on your SonicWALL.

£

\&L

Note: Information not contained in the body of the manual, but should be noted.
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1 Introduction
SonicWALL SonicOS 2.0s Overview

The SonicWALL SonicOS 2.0s, the standard version of SonicWALL firmware, provides a
complete security solution that protects your network from attacks, intrusions, and malicious
tampering. In addition, the SonicWALL filters objectionable Web content and logs security
threats. SonicWALL VPN provides secure, encrypted communications to business partners
and branch offices.

The SonicWALL SonicOS 2.0s uses stateful packet inspection to ensure secure firewall
filtering. Stateful packet inspection is widely considered to be the most effective method of
filtering IP traffic. MD5 authentication is used to encrypt communications between your
Management Station and the SonicWALL Web Management Interface. MD5 Authentication
prevents unauthorized users from detecting and stealing the SonicWALL password as it is
sent over your network.
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SonicWALL Internet Security Appliance Features

Internet Security

ICSA-Certified Firewall

After undergoing a rigorous suite of tests to expose security vulnerabilities, SonicWALL
Internet security appliances have received Firewall Certification from ICSA, the
internationally-accepted authority on network security. The SonicWALL uses stateful
packet inspection, the most effective method of packet filtering, to protect your LAN from
hackers and vandals on the Internet.

Hacker Attack Prevention

The SonicWALL automatically detects and thwarts Denial of Service (DoS) attacks such
as Ping of Death, SYN Flood, LAND Attack, and IP Spoofing.

Network Address Translation (NAT)

Network Address Translation (NAT) translates the IP addresses used on your private
LAN to a single, public IP address that is used on the Internet. NAT allows multiple
computers to access the Internet, even if only one IP address has been provided by your
ISP.

Network Access Rules

The default Network Access Rules allow traffic from the LAN to the Internet and block
traffic from the Internet to the LAN. You can create additional Network Access Rules that
allow inbound traffic to network servers, such as Web and e-mail servers, or that restrict
outbound traffic to certain destinations on the Internet.

Autoupdate

The SonicWALL maintains the highest level of security by automatically notifying you
when new firmware is released. When new firmware is available, the SonicWALL Web
Management Interface displays a link to download and install the latest firmware.

Wireless Connectivity - SonicWALL SOHO TZW

The SonicWALL SOHO TZW combines three networking components to offer a fully
secure wireless firewall: an 802.11b Access Point, a secure wireless gateway, and a
stateful firewall with flexible NAT and VPN termination and initiation capabilities. With this
combination, the SOHO TZW offers the flexibility of wireless without compromising
network security.

SNMP (Simple Network Management Protocol) Support

SNMP is a network protocol used over User Datagram Protocol (UDP) that allows
network administrators to monitor the status of the SonicWALL Internet Security
Appliances and receive notification of any critical events as they occur on the network.

Page 12 SonicWALL SonicOS 2.0s Administrator's Guide



Content Filtering

SonicWALL Content Filtering

You can use the SonicWALL Web content filtering feature to enforce your company's
Internet access policies. The SonicWALL blocks specified categories, such as violence
or nudity, using an optional Content Filter Service. Users on your network can bypass the
Content Filter Service by authenticating with a unique user name and password.

Log and Block or Log Only

You can configure the SonicWALL to log and block access to objectionable Web sites, or
to log inappropriate usage without blocking Web access.

Filter Protocols

In addition to filtering access to Web sites, the SonicWALL can also block Newsgroups,
ActiveX, Java, Cookies, and Web Proxies.

Logglng and Reporting

Log Categories
You can select the information you wish to display in the SonicWALL event log. You can

view the event log from the SonicWALL Web Management Interface or receive the log as
an e-mail file.

Syslog Server Support

In addition to the standard screen log, the SonicWALL can write detailed event log
information to an external Syslog server. Syslog is the industry-standard method to
capture information about network activity.

ViewPoint Reporting (optional)

Monitoring critical network events and activity, such as security threats, inappropriate
Web use, and bandwidth levels, is an essential component of network security.
SonicWALL ViewPoint complements the SonicWALL security features by providing
detailed and comprehensive reports of network activity.

SonicWALL ViewPoint is a software application that creates dynamic, Web-based
network reports. ViewPoint reporting generates both real-time and historical reports to
offer a complete view of all activity through your SonicWALL Internet Security Appliance.
E-mail Alerts

The SonicWALL can be configured to send alerts of high-priority events, such as attacks,
system errors, and blocked Web sites. When these events occur, alerts can be
immediately sent to an e-mail address or e-mail pager.
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Dynamic Host Configuration Protocol (DHCP)
« DHCP Server
The DHCP Server offers centralized management of TCP/IP client configurations,
including IP addresses, gateway addresses, and DNS addresses. Upon startup, each

network client receives its TCP/IP settings automatically from the SonicWALL DHCP
Server.

« DHCP Client

The DHCP Client allows the SonicWALL to acquire TCP/IP settings (such as IP address,
gateway address, DNS address) from your ISP. This is necessary if your ISP assigns you
a dynamic IP address.

e DHCP over VPN
DHCP over VPN allows a Host (DHCP Client) behind a SonicWALL obtain an IP address
lease from a DHCP server at the end of a VPN tunnel. In some network deployments, it
is desirable to have all VPN networks residing in one IP subnet address space. This
facilitates address administration for the networks using VPN tunnels.

Easy Installation and Configuration

e Multiple Wizards
The SonicWALL provides multiple wizards to configure features such as VPN Policies
Associations and Access Rules as well as a Deployment Wizard for wireless networks.
A Set Up Wizard guides you step by step through configuring the SonicWALL on your
network.

e Online help
SonicWALL help documentation is provided by our web-based help. A basic
troubleshooting and configuration help file is provided on the SonicWALL to get you
quickly and easily connected to the Internet.

IPSec VPN
e SonicWALL VPN
SonicWALL VPN provides a simple, secure tool that enables corporate offices and
business partners to connect securely over the Internet. By encrypting data, SonicWALL
VPN provides private communications between two or more sites without the expense of
leased site-to-site lines.
¢ VPN Client Software for Windows

Mobile users with dial-up Internet accounts can securely access remote network
resources with the SonicWALL VPN Client. The SonicWALL VPN Client establishes a
private, encrypted VPN tunnel to the SonicWALL, allowing users to transparently access
network servers from any location.
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Contact Information

Contact SonicWALL, Inc. for information about the Content Filter List, Network

Anti-Virus subscriptions, and other upgrades.
Web: http://www.sonicwall.com
E-mail: sales@sonicwall.com
Phone: (408) 745-9600
Fax:(408) 745-9300
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2 Configuring Network Settings Using the

Tip!

Setup Wizard

The SonicWALL provides you with a comprehensive set of wizards to configure features
quickly and easily. The Setup Wizard takes you step by step through network configuration
for Internet connectivity. There are four types of network connectivity available: Static IP with
NAT, DHCP, PPPoE, and PPTP. Instructions for configuring the SonicWALL with a static IP
address begin on this page. DHCP instructions begin on page 24. PPPoE instructions begin
on page 29. PPTP instructions begin on page 35.

Configuring a Static IP Address with NAT Enabled

If this is the first time you have logged into the SonicWALL, the Setup Wizard is launched
automatically. To launch the Setup Wizard from the SonicWALL, log into the SonicWALL
using your admin name and password. Click Wizards and select Setup Wizard.

Using NAT to set up your SonicWALL eliminates the need for separate IP addresses for all
computers on your LAN. It is a way to conserve IP addresses available from the pool of IPv4
addresses for the Internet. If you do not have enough individual IP addresses for all
computers on your network, you can use NAT for your network configuration.

Essentially, NAT translates the IP addresses in one network into those for a different network.
As a form of packet filtering for firewalls, it protects a network from outside intrusion from
hackers by replacing the internal (LAN) IP address on packets passing through a SonicWALL
with a “fake” one from a fixed pool of addresses. The actual IP addresses of computers on
the LAN are hidden from outside view.

This section describes configuring the SonicWALL appliance in the NAT mode. If you are
assigned a single IP address by your ISP, follow the instructions below.

Be sure to have your network information including your WAN IP address, subnet mask,
and DNS settings ready. This information is obtained from your ISP.
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Setup Wizard

A SonicWALL - Setup Wizard - Microsoft Intemnet Explor ided by SonicWALL, INC_

‘Welcome to the SonicWALL Setup Wizard

Mexd = Cancel

P
LN

Note: Your Web browser must be Java-enabled and support HTTP uploads in order to fully
manage SonicWALL. Internet Explorer 5.0 and above as well as Netscape Navigator 4.0

and above are recommended.
1. Read the instructions on the Welcome window and click Next to continue.

Step 1: Change Password

2 SonicWALL - Setup Wizard - Miciosoft Internet Explorer provided by SonicWALL . INC.

Step 1: Change Password
You must change

nation af

To continue, ¢

= Back Mest = Cancel
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2. To set the password, type a new password in the New Password and Confirm New
Password fields. Do not select Managed by SGMS unless instructed by your
administrator.

Tip! Itis very important to choose a password which cannot be easily guessed by others.

Step 2: Change Time Zone

2 SonicWALL - Setup Wizard - Miciosft Intemet Explorer provided by SonicWALL, INC.

SONICWALL> <Back |  New= | cancel |

3. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to
continue.

Step 3: WAN Network Mode

A SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

Step 3: WAN Network Mode

user narme,

To continue, click Next

SONICWALL> <Back Next » cancel
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4. Confirm that you have the proper network information necessary to configure the
SonicWALL to access the Internet. Click the hyperlinks for definitions of the networking
terms. Select Assigned you a single static IP address, if your ISP has provided you
with a single, valid IP address.

5. Click Next.
Step 4: WAN Network Mode: NAT Enabled

2 SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicwALL, INC.

Step 4: WAN Network Mode: NAT Enabled
Fillinthe

1o the Internet.

255.255.255.0

10.0.0.254
10.50.128.52
CHHN 10 50,128 53]

To continue, click Next

SONICWALL> <Back | Med» | | cancal |

6. Enter the public IP address provided by your ISP in the SonicWALL WAN IP Address,
then fill in the rest of the fields: WAN/DMZ Subnet Mask, WAN Gateway (Router)
Address, and DNS Server Addresses. Click Next to continue.

Step 5: LAN Settings

‘A SonicWALL - Setup Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Step 5: LAN Settings

192 16816617
265 255 265 0

i

To continue, click Next

W =< Back Nest = cancel
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7. The Fill in information about your LAN page allows the configuration of the
SonicWALL LAN IP Addresses and the LAN Subnet Mask.The SonicWALL LAN IP
Addresses are the private IP address assigned to the LAN port of the SonicWALL. The
LAN Subnet Mask defines the range of IP addresses on the LAN. The default values
provided by the SonicWALL work for most networks. If you do not use the default
settings, enter your IP address and subnet mask in the fields and click Next to continue.

Enter a private IP address and subnet mask for the SonicWALL LAN. The default values
work well for most networks.

Step 6: LAN DHCP Settings

A SonicWALL - Selup Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

1192.168.168.17)

SONICWALL> <Back | net> | | canel |

8. The Optional-SonicWALL DHCP Server window configures the SonicWALL DHCP
Server. If enabled, the SonicWALL automatically configures the IP settings of computers
on the LAN. To enable the DHCP server, select Enable DHCP Server, and specify the
range of IP addresses that are assigned to computers on the LAN.

9. If Disable DHCP Server is selected, you must configure each computer on your network
with a static IP address on your LAN. Click Next to continue.
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Step 7: SonicWALL Configuration Summary

A SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

m = Back | Apply | Cancel |

10. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the Connecting
to the Internet window. If the configuration is correct, click Next to proceed to the
Storing SonicWALL Configuration window.

Storing SonicWALL Configuration

A SonicWALL - Setup Wizard - Miciosoft Internet Explorer provided by SonicWALL. INC.

Storing Soni

Please wait while the SonicWALL configuration is updated.
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Setup Wizard Complete

A SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Setup Wizard Complete

Congratulations!

SONICWALD Resta

The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations
window, is used to log in and manage the SonicWALL.

11. The SonicWALL stores the network settings.

Y

Note: The final window provides important information to help configure the computers on the
LAN. Click Print this Page to print the window information.

12. The SonicWALL takes approximately 90 seconds or longer to restart. During this time,
the yellow Test LED is lit. Click Close to exit the SonicWALL Wizard.
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Configuring DHCP Networking Mode

DHCP is a networking mode that allows you to obtain an IP address for a specific length of
time from a DHCP server. The length of time is called a lease which is renewed by the DHCP
server typically after a few days. When the lease is ready to expire, the client contacts the
server to renew the lease. This is a common network configuration for customers with cable
or DSL modems. You are not assigned a specific IP address by your ISP.

1. Click System, then Wizards. Click Setup to launch the Installation Wizard.

2 SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicwALL, INC.

‘Welcome to the SonicWALL Setup Wizard

m Mext = Cancel
2. Read the instructions on the Welcome window and click Next to continue.

Step 1: Change Password

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicwWALL, INC.

Step 1: Change Password

You must change the

mbination of

SONICWALL® <Back | met> | | caneel |

3. To set the password, enter a new password in the New Password and Confirm New
Password fields.
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Step 2: Change Time Zone

A SonicWALL - Setup Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

To continue, click Next

SONICWALL> <ack | met» | | cancal |

4. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to
continue.

Step 3: WAN Network Mode

A SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

Step 3: WAN Network Mode

To continue, click Next

SONICWALL> <Back Next » cancel

5. Select the option, Automatically assigns you a dynamic IP address (DHCP), the
Obtain an IP address automatically window is displayed.

The Obtain an IP address automatically window states that the ISP dynamically
assigns an IP address to the SonicWALL. To confirm this, click Next.
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Step 4: WAN Network Mode: NAT with DHCP Client

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

SONICWALL> < Back Nest » Cancel

6. An IP address is automatically assigned to the SonicWALL by your ISP. DHCP-based
configurations are most common with cable modem connections.

Step 5: LAN Settings

A SonicWALL - Selup Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

192 168 168.17
it

SONICWALL> < Back Next > Cancal

7. The Fill in information about your LAN page allows the configuration of SonicWALL
LAN IP Addresses and Subnet Masks. SonicWALL LAN IP Addresses are the private IP
addresses assigned to the LAN of the SonicWALL. The LAN Subnet Mask defines the
range of IP addresses on the networks. The default values provided by the SonicWALL
are useful for most networks.
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Step 6: DHCP Settings

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

‘fou can enahle

SONICWALL> <Back | Net» | | cancal |

8. The Optional-SonicWALL DHCP Server window configures the SonicWALL DHCP
Server. If enabled, the SonicWALL automatically configures the IP settings of computers
on the LAN. To enable the DHCP server, select Enable DHCP Server, and specify the
range of IP addresses that are assigned to computers on the LAN.

If Disable DHCP Server is selected, the DHCP Server is disabled. Click Next to
continue.

Configuration Summary

A SonicWALL - Setup Wizard - Miciosoft Internet Explorer provided by SonicWALL. INC.

Z Interface
Gonflgure the

Toal

SONICWALL> <Back | Aoy | | cancel |

9. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the
Connecting to the Internet window. If the configuration is correct, click Apply.
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Storing SonicWALL Configuration

A SonicWALL - Selup Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

Please wait while the SonicWAL L configuration is updated.

Setup Wizard Complete

A SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

m < Back | Apply | Cancel |

10. Click Restart to restart the SonicWALL. The SonicWALL takes 90 seconds to restart.
During this time, the yellow Test LED is lit.

The final window provides important information to help configure the computers on the
LAN. Click Print this Page to print the window information.
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Tip!  The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations
window, is used to log in and manage the SonicWALL.

Configuring NAT Enabled with PPPoE

NAT with PPPoE Client is a network protocol that uses Point to Point Protocol over Ethernet
to connect with a remote site using various Remote Access Service products. This protocol
is typically found when using a DSL modem with an ISP requiring a user name and password
to log into the remote server. The ISP may then allow you to obtain an IP address
automatically or give you a specific IP address.

1. Click Wizards. Click Setup to launch the Installation Wizard.

‘A SonicWALL - Setup Wizar i xplor ovided by SonicWALL, INC.

Welcome to the SonicWALL Setup Wizard

SONICWALL> Next » cancel

2. Read the instructions on the Welcome window and click Next to continue.
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Step 1: Change Password

2 SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicwALL, INC.

: Change Password

hould be a combination of

Confirm;

SONICWALL> <Back | Med» | | cancal |

3. To set the password, enter a new password in the New Password and Confirm New
Password fields.

Step 2: Change Time Zone

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

Step 2: Change Time Zohe

omn the pull- nenu

Pacific Tirme (US & Canada) (GMT-8:00)

g time.

SONICWALL> <Back | Net» | | cancal |

4. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to
continue.
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Step 3: WAN Network Mode

2 SonicWALL - Setup Wizard icrosoft Internet Explorer provided by SonicwALL. INC.

N Network Mode

18 ap

To continue, elick Next

SONICWALL> < Back Nest » Cancel

5. Select PPPOE: Your ISP provided you with desktop software, a user name and

password, if your ISP has provided you with desktop software, a user name and
password information.

6. Click Next to proceed to the next step.

Step 4: WAN Network Mode: NAT with PPPoE Client

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

e to connectto the Internet,

SONICWALL> < Back Nest » Cancel

7. Type the User Name and Password provided by your ISP into the User Name and
Password fields.

Configuring Network Settings Using the Setup Wizard Page 31



Step 5: LAN Settings

A SonicWALL - Setup Wizard - Miciosoft Internet Explorer provided by SonicWALL. INC.

Step 5: LAN Settings

SONICWAIL> <Back | nNet> | | cancel |

8. The LAN Settings page allows the configuration of SonicWALL LAN IP Addresses and
LAN Subnet Mask.The SonicWALL LAN IP Address is the private IP address assigned
to the LAN port of the SonicWALL. The LAN Subnet Mask defines the range of IP
addresses on the LAN. The default values provided by the SonicWALL are useful for

most networks. If you do not use the default settings, enter the IP addresses in the fields
and click Next to continue.

Step 6: DHCP Server

A SonicWALL - Setup Wizard - Miciosoft Internet Explorer provided by SonicWALL. INC.

8192 168, 166.18 {192 168168 .42

SONICWAIL> <Back | nNet> | | cancel |

9. The Optional-SonicWALL DHCP Server window configures the SonicWALL DHCP
Server. If enabled, the SonicWALL automatically configures the IP settings of computers
on the LAN. To enable the DHCP server, select Enable DHCP Server, and specify the
range of IP addresses that are assigned to computers on the LAN.
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If Disable DHCP Server is selected, you must configure each computer on your network
with a static IP address on your LAN. Click Next to continue.

Step 7: SonicWALL Configuration Summary

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

‘WAN Interface - NAT with PPPoE Client Enabled

LAN Interface - Enabled

DMZ Interface
Ci the

SONTWALL® <Back | Aoy | | cancal |

10. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the
Connecting to the Internet window. If the configuration is correct, click Next to proceed
to the Congratulations window.

Storing SonicWALL Configuration

A SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Storing SonicWALL Configuration
urati

Please wait while the SonicWAL L configuration is updated.
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Tip!  The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations
window, is used to log in and manage the SonicWALL.

Setup Wizard Complete

21 SonicWALL - Setup Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Setup Wizard Complete

Congratulations!

admin
<set as previoushs

To restart

SONCWALD Resta

Tip!  The final window provides important information to help configure the computers on the
LAN. Click Print this Page to print the window information.

12. The SonicWALL takes approximately 90 seconds or longer to restart. During this time,
the yellow Test LED is lit.
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Configuring PPTP Network Mode

NAT with PPTP Client mode uses Point to Point Tunneling Protocol (PPTP) to connect to a
remote server. It supports older Microsoft implementations requiring tunneling connectivity.

1. Click Wizards. Click Setup to launch the Installation Wizard.

A SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Welcome to the SonicWALL Setup Wizard

1o secure

ement Interface

SONICWALL> Hext = Cancel

2. Read the instructions on the Welcome window and click Next to continue.
Step 1: Change Password

A SonicWALL - Setup Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Step 1:

To continue, click Next

SONICWALL> <ack | met» | | cancal |

3. To set the password, enter a new password in the New Password and Confirm New
Password fields.

Configuring Network Settings Using the Setup Wizard Page 35



Step 2: Change Time Zone

A SonicWALL - Setup Wizard - Miciosoft Internet Explorer provided by SonicWALL. INC.

Step 2:

from the pull-do

Pacific Time (S & Canads) (Gl

SONICWAIL> <Back | nNet> | | cancel |

4. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to
continue.

Step 3: WAN Network Mode

2 SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicwALL, INC.

Step 3: WAN Network Mode

SONICWALL> < Back Mest » Cancel

5. Select PPTP: Provided you with a server IP address, a user name and password.
6. Click Next.
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Step 4: WAN Network Mode: NAT with PPTP Client

2 SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicwALL, INC.

N Network Mode: NAT with DHCP Client

To continue, click Next

SONICWALL> < Back Mest » Cancel

7. Type the User Name and Password provided by your ISP into the User Name and
Password fields.

Step 5: LAN Settings

2 SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

LAN Settings

SONICWALL> <Back | Net» | | cancal |

8. The LAN Settings page allows the configuration of SonicWALL LAN IP Addresses and
LAN Subnet Mask.The SonicWALL LAN IP Address is the private IP address assigned
to the LAN port of the SonicWALL. The LAN Subnet Mask defines the range of IP
addresses on the LAN. The default values provided by the SonicWALL are useful for
most networks. If you do not use the default settings, enter the IP addresses in the fields
and click Next to continue.
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Step 6: DHCP Server

A SonicWALL - Setup Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

SONICWALL> <ack | me» | | cancal |

9. The Optional-SonicWALL DHCP Server window configures the SonicWALL DHCP
Server. If enabled, the SonicWALL automatically configures the IP settings of computers
on the LAN. To enable the DHCP server, select Enable DHCP Server, and specify the

range of IP addresses that are assigned to computers on the LAN.

If Disable DHCP Server is selected, you must configure each computer on your network
with a static IP address on your LAN. Click Next to continue.

Step 7: SonicWALL Configuration Summary

A SonicWALL - Setup Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Interface
Configure the DMZ from the et

| Toal by

m <Back Apply cancel

10. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the
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Connecting to the Internet window. If the configuration is correct, click Next to proceed
to the Storing SonicWALL Configuration window.

Storing SonicWALL Configuration

A SonicWALL - Selup Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

Storing SonicWALL Configura

Please wait while the SonicWAL L configuration is updated.

Tip!  The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations
window, is used to log in and manage the SonicWALL.

Setup Wizard Complete

21 SonicWALL - Setup Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Setup Wizard Complete

Congratulations!

ame: admin

d:  <set as previoushs

To restartthe

SONCWALD Resta

11. Click Restart to restart the SonicWALL.
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The final window provides important information to help configure the computers on the
LAN. Click Print this Page to print the window information.

12. The SonicWALL takes approximately 90 seconds or longer to restart. During this time,
the yellow Test LED is lit.
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3 Registering at mySonicWALL.com

After you complete the initial installation and configuration of your SonicWALL, you should

register your SonicWALL Internet Security Appliance at <http://www.mysonicwall.com>.

MySonicWALL.com delivers a convenient, centralized way to register all your SonicWALL

Internet Security appliances and Security Services. It eliminates the need to individually

register SonicWALL appliances and upgrades to streamline the management of all your

SonicWALL security services.

You can do the following with mySonicWALL.com:

« Centrally register all your SonicWALL appliances and services.

« Access firmware and security service updates.

e Get SonicWALL alerts on services, firmware, and products.

« Check status of your SonicWALL services and upgrades linked to each registered Son-
iCWALL Internet security appliance.

« Manage (activate, change, or delete) your SonicWALL security services online.

Alert! You must register your SonicWALL on mySonicWALL.com to access technical support. By
registering your SonicWALL, you provide the initial information necessary for technical
support if any problems arise during installation.

Creating a New User Account

If you currently have a mySonicWALL.com user account, you can skip this section and
proceed to Adding New Appliances or Services.
1. Type <https://www.mysonicwall.com> into your Web browser.

1S Your AN

[E6one T

2. As anew user, locate the statement, “If you are not a registered user, click here.” Click
the link, and an information form appears.
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Account Information

Soluton Center | Channl Partners

L.COM SUBSCRIPTION

Fields marked by (*) are Required

Passward should be 6 to 30 characters in length
assword *

Canfirm Password *

et Question, which you will

2. PERSONAL INFORMATION

First Name * Last Name *

Company Title

r——————

—

3. Allfield marked with an * are required fields. Be sure to fill out the form completely before
submitting to the user database. Create a User Name and password for your
mySonicWALL account. Confirm the password by typing it in the Confirm Password

field. For your convenience, you can record the information below.
User Name: Password:

mySonicWALL 1.6.24

Alert! You must remember your user name and password until you have activated your account.
If you forget your password before your user account is active, you must create a new user
account.

Tip!  If your security policy doesn't allow you to write down passwords, write down a hint or a
prompt for your password.

4. Create a Secret Question and Answer to prompt you for your password if you forget it.
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Personal Information

5. Complete the Personal Information section of the Registration form.

=] @60 |

you can reset £ your passwar:

il ask you the Secret Question, which you will =
your password

2. PERSONAL INFORMATION

mySonicWALL 1.6.24

First Name * Last Name *

Company Title

Street Address *

city

e —

State * Pravince -
{1f n the United States) (1f outside the United States)

Select One <

Country * Pastal Cade *

[United States | [

Phone Number * Fax Number

ritp s

3. PREFERENCES

™ Ho, T do not want to be
M 1 would like to

' 1 would like to receive Product Information from SonicWALL

s T  E s

one [(GMT-08:00)Pacific Time(US & Canada).Tjuana

Be sure to type the correct e-mail address as the subscription code for your SonicWALL user
account is e-mailed to you. The subscription code is necessary to activate your account.
6. Select your time zone from the Time Zone menu, and then select any or all of the

following options:

* Yes, | would like to be a Beta Tester.
* No, I do not want to be contacted by SonicWALL via e-mail.
« lwould like to receive security alerts from SonicWALL.

e lwould like to receive product information from SonicWALL.

7. Click Submit.

8. Review your information carefully to ensure that it is accurate. Click Back on your Web
browser navigation bar to go back to the form and re-type any information.
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|| Fie Edi Yiw Favortes Toos Heb

$Back - 4 - () [2] 4| QSeach (dFavoites PMeda 4 B S - 22 m R

A3 [ @) s /2w mysoriowall comRiegistalion asp =] Pt |
COMPREHENSIVE HOME | NEWS | WHERE 10 8UY | CONTACT U5 [
INTERNET SECURITY SOLUTIONS
Products Solution Center | Channel Partners Technical Support Download Center Company

CONFIRM MYSONICWALL.COM SUBSCRIPTION

Please confirm the information provided. If you would like to modify any
information, use the browser's Back buttan, Plsase note that the password is not
displayed for security reasons.

User Name: SonicWALL_User
Personal Information:  Contact Information:

Jane Doe Time Zone: (GMT-05:00)Facific Time(Us &
1234 Any Strest Canada);Tijuana
Anytown, CA, 94588 Phone: 025-555-1212
United States Email: anyone@anycompany.com
Every Campany,
IT Manager

http i/
Secret Question: Warld Series
Answer: Winning_Team

/&) Done

- |
I [5 [ intemet 7

9. If all the information is correct, click OK. A confirmation message appears notifying you
that your account must be activated within 72 hours of creating it. You also receive an
e-mail with your subscription code in it. Write your subscription code below:
Subscription code:

Fo g4 v S —
omeny | orepyiont | yronad | B 05 X[ - w - A4 7 U »)

Secki Mo 12/32001 1054 A0
T Lasrhiles

o
bt Your ysicwelcon Subsrpton

Note: For security reasons, the subscriber name and part of the subscription code are
masked.

10. Return to the mySonicWALL.com login screen, or alternatively, click on the link in the
e-mail message to provide your subscription code to activate your account.
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COMPREHENSIVE HOME [ NEWS | WHERE T0 BUY I CONTACT Us
INTERNET SECURITY SOLUTIONS
| channetpartners Technical Support Company

USER LOGIN - PLEASE LOGIN T0 REGISTER AND UPGRADE YOUR SONICWALL PRODUCT.

To complete the subscription process, please enter the Subseription Cade, which has been emailed to
you

VIRUS ALERT:
W32/NIMDA@MM

Subscription Code:
" IS YOUR ANTI-VIRUS
[ suur I cucn | SOFTWARE UP T0 DATE?

I |
Z

[en [ 3 [ ntemet

11. Type the subscription code you received via e-mail into the Subscription Code field, and
click Submit.

12. Your Account Management interface appears and you can now register SonicWALL
Internet Security Appliances or Services. You can also delete or transfer appliances from
your user account.

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

Logged in: LAP_Wente
Status and Options =

mySonicWALL 16,24 Su
(e

ucts
umbers & Registration Codes)

N K

&1 s

[ [ 1B @ eret
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Problems Creating a mysonicWALL.com User
Account?

If you're having trouble creating a user account on the mySonicWALL.com Web site, be sure
to check the following items in your browser:

¢ Accept Cookies

« Internet Explorer 5.0 or higher

« Netscape 4.5 or higher

e Allow Java scripts

e Correct Password for mysonicWALL.com

User Name and Password Functions

If you forget your user name, you must send an e-mail message to Tech Support requesting
your user name. Be sure to include the e-mail address used to create the mysonicWALL.com
account.

If you forget your password, use the Forget Password? Click here link to use your Secret
Question and Answer to remember your password. If you did not set up a Secret Question
and Answer for your password, a link appears allowing you to reset your password. Be sure
to use the same user name and e-mail address as your mysonicWALL.com user account.

Registering Your SonicWALL Internet Security Appliance

To register your SonicWALL Internet Security Appliance, click the hyperlink, Click Here, in
the Registered SonicWALL Products section. Or to quickly register your appliance, type

the Activation Key of a service, or a SonicWALL Internet Security Appliance serial number
into the field in the Quick Register section.
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Click Here Registration

If you use the hyperlink, Click Here, a My Products page appears, and you can register your
appliance by entering the Serial Number in the Add New Product field. You can also create
a Friendly Name, such as San Francisco Office, to identify the SonicWALL. Using Friendly
Names can help you to manage multiple SonicWALL appliances.

SONICWALL> ﬁ%’?&’&é?é’éi‘;ﬁ.w Sorions

&) [ [ 5 @i

N

Quick Registration

To quickly register a SonicWALL Internet Security Appliance, type the serial number in the
field under the Quick Register section, and click Go. The serial number automatically
appears in the Serial Number field. You can then create a Friendly Name for the appliance.
If you type the incorrect serial number into the Serial Number field, a message stating that
the appliance is previously registered may be returned. Write your SonicWALL serial number
below.

SonicWALL Serial Number:

Fie Edl Vew Favoies Toos Help |
ek - » - @ [ 4] Dssech GiFavoies @i BB B - EHD B

Aditess [ €] htps:/ /s mysericwal com/Profie/HomePage.asp = oo

SONICWALL

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

R
Logged in: LAP_Wente
Status and Options

mySenicwALL 1.6,24  Summary of froducts
i Tal Numbers & Registration Codes)

N K

&1 s

[ [ 1B @ eret
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After you register the SonicWALL, the Friendly Name appears as a hyperlink under
Registered SonicWALL Products. Click on the Friendly Name to view the services
activated on the appliance.

Fle Edt Toos Help

“Back ~ =& - @[] A | QSearch GFavoites GiMeda 3| - B - H 2B R
agies [ &) Bl
’—\ COMPREHENSIVE HOME | NEWS | WHERE T0 8UY I CONTACT US
SONICWALL ”? IS e A

SERVICE MANAGEMENT

Logged in: LAP_Wente
You can manage this product by clicking the apprapriate button;

MANAGE PRODUCT
PRO-VX

oo ©)

APPLICABLE SERVICES

N K

[&10oe [ [ 1B @ eret

A

Note: Services may vary from model to model and may not have the same activated fields as the
above appliance. Also, the serial number, registration code, and activation keys are
masked for security reasons.
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Status and Options

Click Status and Options underneath the login information to search for the status and

options relating to a particular SonicWALL appliance. Type the SonicWALL serial number to
search for the related information.

WA COMPREHENSIVE HOME | NEWS | WHERE T0 8UY | CONTACT US
SONICWALL

INTERNET SECURITY SOLUTIONS

h for status of Product
I number of the product o view the status of related options

(0040XxXX%XXX) 12 digit number on bottom of unit

[&Toore [ I8 [ emet

f Options and Upgrades - Mictosoft Intemet Explorer

5]

dbess 2] e o

SONICWALL

CelFovoiles GMeda (BN S35 - H 2 %

o/ServeeSltus/seachib = =l o

COMPREHENSIVE HOME | NEWS | WHERE TO BUY | CONTACT US
INTERNET SECURITY SOLUTIONS

STATUS OF OPTIONS AND UPGRADES

This product is registered

PRO-VX

Unlimited

Enabled
(Uparade Key
Enabled (Expires: 27 Feb 2002 )

Enabled (Expires: 27 Feb 2002 )
Enabled (Expires: 06 Aug 2002 )

Enabled
(Uparade Key
Enabled

(Uparade Key

SonicWALL Authentication Activated
Service

N[5

Eibone I

Information displayed includes
e Serial Number

e Product
« Registration Code
* Node Support Upgrade Key

There is also a list of applicable services with their activation keys as well as expiration dates
for subscriptions.
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Managing Your SonicWALL

You can rename your SonicWALL, transfer your SonicWALL, or delete your SonicWALL in
this section of Services Management.

Renaming Your SonicWALL

You can rename your SonicWALL at any time in order to manage your SonicWALLs. To
rename your SonicWALL, click Rename in the Manage Products section. Type the new
name in the Friendly Name field, and click Submit.

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY I CONTACT US
INTERNET SECURITY SOLUTIONS

RENAME PRODUCT: PRO-VX

Logged in: LAP_Wente
Please enter the new friendly name for the product.
0040100F1566

[PRO-VX

(Ex. San Jose Branch Office) May be up to 30 characters.

I |
Z

& [ [ 1B @ eret

After clicking Submit, a new page appears with the message that you have successfully
renamed your SonicWALL.

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY I CONTACT US
INTERNET SECURITY SOLUTIONS

SONICWALL>

MY PRODUCTS
Logged in: LAP_Wente

Product has been successfully renamed.
Manage or register new products.

REGISTERED PRODUCTS
he services of a product, please click on the appropriate product link.

NAME SERIAL NUMBER REGISTRATION CODE
PRO 300 0040100F1566 01425436
Vulnerability Scanning Service

f the new product to be registered. You may also
iame for the product,

Serial Number;

(D040XXXXXXXX) 12 digit number on bottom of unit
Friendly Name

(Ex. San Jose Branch Office) May be up to 30 characters.

N K

[&10oe [ [ 1B @ eret
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Transferring a SonicWALL Product

You can transfer a SonicWALL to another mySonicWALL.com user at any time. Transferring
a SonicWALL is necessary if you sell the appliance to another user, or if you want to transfer
it to another person in your company. For example, the sales manager for the East Coast has
left, and you were managing the services for his SonicWALL. However, another manager
may have an immediate need for the SonicWALL, and requests that you transfer the
appliance to him. To transfer a SonicWALL to another user, click Transfer in the Manage

Product section.

COMPREHENSIVE

SONICWALL>

INTERNET SECURITY SOLUTIONS

HOME | NEWS | WHERE TO BUY | CONTACT US

TRANSFER PRODUCT: PRO-VX

Logged in: LAP_Wente

New User Name

E-mail 1D

Please specify the
sent.

username and E-mail address. An E-mail confirmation will be

—

|

D

T8 @ intemet 7

Type the User Name of the new owner, and the e-mail address ID in the appropriate fields.
Click Submit. A page is returned with the message that you've successfully transferred the

SonicWALL to the new user.

COMPREHENSIVE

MY PRODUCTS
Logged in: LAP_Wente

INTERNET SECURITY SOLUTIONS

HOME | NEWS | WHERE TO BUY | CONTACT US

, please click on the appropriate product link.

SERIAL NUMBER REGISTRATION CODE

Ple:

ADD NEW PRODUCT

ber of the new product ta be registered. You may als
or the product.

(Ex. San Jose Branch Office) May be up to 30 characters.
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Also, an e-mail message is sent to both the old and new user as a notification that the
appliance was transferred.

¥ SonicWALL Transfer Product - Message [Plain Text] 9 [=] B3

JEile Edit View |nset Fomat Toolz Actions Help
| BoRel o ReptoAl | ofFowed G P2 D% % |4 - % - 4@,

From: Registration Sent: Mon 12/3/2001 3:49 PM
To: Laura Phillips; Laura Philips

o

Subject:  SonicWALL Transfer Product

jajzs 2

Dear Customer,

Thiz iz to confirm that the device with Serial Nuwber "0040100F1566"
has
been transferred from User "LAP Wente" to "MaryMoon 2001".

Thank you,

SonicWALL Support Team.

Tip!  You can only transfer a SonicWALL to another registered user of mySonicWALL.com.

Delete Product

You can also delete a SonicWALL from your mySonicWALL.com user account. Click on the
Friendly Name for the appliance, and then click Delete. A confirmation message appears in
the next window, and you have successfully deleted a SonicWALL from your user account.
You can add the SonicWALL back to your account at any time.
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Managing Services for Your SonicWALL

In the Applicable Services section of mySonicWALL.com, a list of installed and inactivated
services for your SonicWALL is displayed.

Ele Edt View Favotes Ioos Hep |
GBack + = - () [2) 4| Qoeach (ilFavortes Gmeda F| BN b - ] 9w
Address [€] PRODUCTID=188SE RIALNUMBER=0040100F 1566 =
YYD ] COMPREHENSIVE HOME [ NEWS | WHERETO
SONICWALL ”? TS e A

SERVICE MANAGEMENT
Logged in: LAP_Wente

S DS EHE
g o)
i TSR S T ST
soune ©)
Expiry/Key

06 Aug 2002

12, Support 845 AenwTe 69}
13. Suppart 247 Henwre 6}
14, 1ot Support e 6)

Activated services are indicated by the Installed icon with a green check mark.

Inactive services are indicated by the Activate icon with a red arrow.
Activated service names are also hyperlinked to an information page with

Activation Status and the Expiration Date of the service. Services can also be renewed by
clicking on the name, and entering the activation key into the Activation Key field.

GFavoites Pieda J(EN-FEHA-H2 W R

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY I CONTACT US
INTERNET SECURITY SOLUTIONS

SONICWALL>

STATUS - CONTENT FILTER

Logged in: LAP_Wente

Mlosour | > activation Status: Enabled

> Expiration Date: 8/6/2002 6:52:00 PM

RENEW SERVICE

[EE= I e

N K

[&10oe [ [ 1B @ eret
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Activating Services Using mySonicWALL.com

To activate a service such as Content Filter, use the following steps:
1. Log into mySonicWALL.com using your username and password. Select the appliance
to be upgraded with the Content Filter List subscription, and click the name.

2. Click Activate next to Content Filter. The following screen appears with an Activation
Key field, and a Terms and Conditions message.

3. Type the Activation Key into the Activation Key field, and select | have read and
agreed to all of the above terms and conditions. Click Submit.

4. The Content Filter List subscription is now active, and you can download the Content
Filter List through your SonicWALL appliance.
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Tip!

System Settings

All management functions on the SonicWALL are performed through a Web browser using
the SonicWALL management interface. Any computer on the same network as the
SonicWALL can be used to access the management interface. A computer used to manage
the SonicWALL is referred to as the “Management Station.”

The Web browser used to access the management interface must be Java-enabled and
support HTTP uploads in order to fully manage the SonicWALL. If your Web browser does
not support these functions, certain features such as uploading firmware and saved
preferences files are not available.

Microsoft Internet Explorer 5.0 or higher, or, Netscape Navigator 4.5 or higher are two
recommended Web browsers.

System>Status

The Status page contains four sections: System Messages, System Information, Most
Recent Alerts, Subscribed Services, and Network Interfaces.

System > Status Wizards... |[?]
System Warnings

‘The password hasn't been changed, I

WARNING: The Defalt Key for Simple Provisioring of VPN Clisnt usss is enabled.
Log messages cannot: be sent because you have not specified an outbound SMTP server ardress.

| System Information | Subscribed Services
Model: S0HO TZW Your SonicWALL is not registered.
Clek here to Redister your SonicWLL,
Serial Number: OD4D10153SFF - AEMY-7B3Y o1 to manualy regster, remember your serial number (undefined!)
Firmware Version: 11000 and g0 to the SonCWALL Web ste
EOgversion;] S50 You will be given a registration code, which you should enter below:
CPU Type: Toshba 3927 H2
Available Memory: 16MB RAM, 4VE Flash | Update |
UP Time: 0 Days, 2 Hours, 12 Minutes, 5 Seconds
Gurrent Connections: 0
Registration Code: ]
Network Interfaces
Most Recent Events -
T Name 1P Address Link
e INICEC J [Bwen 00017 11 Mps Halfuplex
) woan 17216311 802.11b Access Point - 11 Mbps T4
CEswall B Lan 192.168.168.17 100 Mbps Fulbduplex

VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: The configuration has been updated.

& [ @ inemet /

System Messages

Any information considered relating to possible problems with configurations on the
SonicWALL such as password, log messages, etc.
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System Information
The following information is displayed in this section:

Model - type of SonicWALL product
Serial Number - also the MAC address of the SonicWALL

Authentication Code - the alphanumeric code used to authenticate the SonicWALL on
the registration database at <https://www.mysonicwall.com>.

Firmware Version - the firmware version loaded on the SonicWALL.
ROM Version - indicates the ROM version.

CPU - displays the type and speed of the SonicWALL processor.
Memory - indicates the amount of RAM and flash memory.

VPN Hardware Acceleration - when enabled, it allows better throughput for VPN
connections.

Uptime - the length of time, in days, hours, and seconds the SonicWALL is active.
Registration Code - the registration code is generated when your SonicWALL is
registered at <http://www.mysonicwall.com>.

Current Connections - the number of network connections currently existing on the
SonicWALL.

Subscribed Services

A list of available services for the SonicWALL are listed in this section with the status of
unsubscribed or subscribed. Services requiring subscriptions include Content Filtering
Service, Anti-Virus, E-mail Filtering, and ViewPoint. Clicking the arrow displays the
System>Licenses page.

Most Recent Alerts

Any messages relating to system errors or attacks are displayed in this section. Attack
messages include AV Alerts, forbidden e-mail attachments, fraudulent certificates, etc.
System errors include WAN IP changed and encryption errors.

Network Interfaces
The following information is contained in this section:

WAN - network speed, for example 100 Mbps, and devices connected to the WAN link.
LAN - network speed and network address mode
DMZ - network speed and network address mode
WLAN (SOHO TZW) - transmission speed, for example 11 Mbps, and if NAT is activated.

Clicking the arrow displays the Network>Settings page.
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System>Licenses

The System>Licenses page provides links to activate, upgrade, or renew services. It also
has links to free trials of SonicWALL services.

s ] 715215 168 1o it

Liks £]Rado Paradie €] Custonize ks @1Free Hotmsil @] Windows Media €] Windows @ Reslayer

Network

Wireless
Firewall
VPN

Users

Log

Security Services

wWizards
Help
Logout

Status: Ready

System > Licenses

Security Services Summary

Server Ant-Virus

E-Mail Fiter

Node Upgrade Subscribed
CFS (Content Filter)

ViewPoint

Glahal VPN Client Subscribed
VPN Subscribed
Anti-virus

Summary

To Activate, Upgrade, or Renew services, click here.
For Free Trials, click here

Manual Node Upgrade

Enter upgrade key:

&l

Security Services Summary

Subscribed Services

A list of currently available services through mysonicwall.com is displayed. Subscribed
services are displayed with Subscribed in the Status column. If the service is limited to a
number of users, the number is displayed in the Nodes column. The service expiration date
is displayed in the Expiration column.

Summary

Click the link to activate, upgrade, or renew services. You can also click a link to get free trial

subscriptions to Content Filter Service and Anti-Virus Service.

Manual Node Upgrade

To add more nodes to your SonicWALL, type your upgrade key from mysonicwall.com in the

Enter upgrade key.
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System>Administration

GBack - = - @ [3) 4 | Q@Seach G Favortes @iMeda 3 | BN S - =2 B D
e [ 7152 168158 17t o e |
Links &]Radio Paradie ] Custor e Hotmal £]wi i &]Windows @)ReaPlyer

SONICWALL -

System > Administration Apply Cancel |[?]

Firewall Name

Firewall Narme: jooaninisasFs

Name/Password

Admistrator Name: [admin
Old Password

New Password

Canfrm Password

Login Security

The Administrator will be logged out after (minutes):
T~ Enable User Lockaut

Failed login attempts per minute before lockout

N

Lockout Period (minutes)

Management Protocol

Network

wreless ¥ wre ¥ Tes

I Y por s

VeN
Cerlifate Comman Name: [192.168.168.165
Users
| Security Services | Advanced Management
Log

Configurs
s ™ Enable SNMP i -
L Helb | Enable Management Using GMS Confiyure

Logout |

Status: The configuration has been updated.

21 Done [ (@ iemet /

Firewall Name

The Firewall Name uniquely identifies the SonicWALL and defaults to the serial number of
the SonicWALL. The serial number is also the MAC address of the unit. To change the
Firewall Name, type a unique alphanumeric name in the Firewall Name field. It must be at
least 8 characters in length.

Name/Password
Administrator Name
The Administrator Name can be changed from the default setting of admin to any word
using alphanumeric characters up to 32 characters in length. To create an new administrator

name, type the new name in the Administrator Name field. Click Apply for the changes to
take effect on the SonicWALL.

Changing the Administrator Password

To set the password, Type the old password in the Old Password field, and the new
password in the New Password field. Type the new password again in the Confirm New
Password field and click Apply. Once the SonicWALL has been updated, a message
confirming the update is displayed at the bottom of the browser window.
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Login Security

The Administrator Inactivity Timeout setting allows you to set the length of inactivity time
that elapses before you are automatically logged out of the Web Management Interface. By
default, the SonicWALL logs out the administrator after 5 minutes of inactivity.

Tip!  Ifthe Administrator Inactivity Timeout is extended beyond 5 minutes, you should end every
management session by clicking Logout to prevent unauthorized access to the SonicWALL
Web Management Interface.

Type the desired number of minutes in the Administrator Inactivity Timeout section and
click Update. The Inactivity Timeout can range from 1 to 99 minutes. Click Apply, and a
message confirming the update is displayed at the bottom of the browser window.

Login Failure Handling

You can configure the SonicWALL to lockout an administrator or a user if the login credentials
are incorrect. Select the Enable User Lockout on login failure checkbox to prevent users
from attempting to log into the SonicWALL without proper authentication credentials. Type
the number of failed attempts before the user is locked out in the Lock out user after
failed login attempts in a 1 minute period field. Type the length of time that must elapse
before the user attempts to log into the SonicWALL again in the Lockout Period (minutes)
field.

A

Alert! If the administrator and a user are logging into the SonicWALL using the same source IP
address, the administrator is also locked out of the SonicWALL. The lockout is based on the
source |IP address of the user or administrator.

Logging in as an Administrator from the WLAN

Logging in as the Administrator from the WLAN is strictly controlled by a set of Firewall

Access Rules on the SonicWALL.

« WGS-related Enforcement - when Wireless Guest Services are enabled on the Son-
iCWALL, administrator login is disabled even if you create more permissive HTTP Man-
agement rules on the SonicWALL.

* WiFiSec-related Enforcement - When WiFiSec is enforced on the WLAN, administrator
login is only permitted with a VPN connection over the WLAN. HTTPS Management is
also denied without a VPN connection.

Tip!  This feature is available only on the SOHO TZW.
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Management Protocol

The SonicWALL can be managed using HTTP or HTTPS and a Web browser. Both HTTP
and HTTPS are enabled by default. The default port for HTTP is port 80, but you can
configure access through another port. Type the number of the desired port in the Port field,
and click Update. However, if you configure another port for HTTP management, you must
include the port number when you use the IP address to log into the SonicWALL. For
example, if you configure the port to be 76, then you must type <LAN IP Address>:76 into the
Web browser, i.e. <http://192.168.168.1:76>

The default port for HTTPS management is 443, the standard port. You can add another layer
of security for logging into the SonicWALL by changing the default port. To configure another
port for HTTPS management, type the preferred port number into the Port field, and click
Update. For example, if you configure the HTTPS Management Port to be 700, then you
must log into the SonicWALL using the port number as well as the IP address, for example,
<https://192.168.168.1:700> to access the SonicWALL.

The HTTPS Management Certificate Common Name field defaults to the SonicWALL LAN
Address. This allows you to continue using a certificate without downloading a new one each
time you log into the SonicWALL.

Advanced Management
Enable SNMP

SNMP (Simple Network Management Protocol) is a network protocol used over User
Datagram Protocol (UDP) that allows network administrators to monitor the status of the
SonicWALL and receive natification of critical events as they occur on the network. The
SonicWALL supports SNMP v1/v2c and all relevant Management Information Base Il (MIB)
groups except egp and at. The SonicWALL replies to SNMP Get commands for MIBII via any
interface and supports a custom SonicWALL MIB for generating trap messages. The custom
SonicWALL MIB is available for download from the SonicWALL Web site and can be loaded
into third-party SNMP management software such as HP Openview, Tivoli, or SNMPC. To
enable SNMP on the SonicWALL, log into the Management interface and click System, then
Administration. Select the Enable SNMP checkbox, and then click Configure.
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A Configure SNMP - Microsolt Internet Explorer provided by SonicWALL... IEE E3

Systern Mame:

Systermn Contact:

Systemn Location:

Get Community Mame: public

Trap Community Mame:

Host 1:

Host 2:

Host 3:

Host 4:

\ Ready

QK | Cancel | Help |

1. Type the host name of the SonicWALL in the System Name field.

2. Type the network administrator's name in the System Contact field.

3. Type an e-mail address, telephone number, or pager number in the System Location
field.

4. Type a name for a group or community of administrators who can view SNMP data in the
Get Community Name field.

5. Type a name for a group or community of administrators who can view SNMP traps in
the Trap Community Name field.
6. Type the IP address or host name of the SNMP management system receiving SNMP

traps in the Host 1 through Host 4 fields. You must configure at least one IP address or
host name, but up to four addresses or host names can be used.

7. Click OK.
Configuring Log/Log Settings for SNMP

Trap messages are generated only for the alert message categories normally sent by the
SonicWALL. For example, attacks, system errors, or blocked Web sites generate trap
messages.

If none of the categories are selected on the Log Settings page, then no trap messages are
generated.

Configuring SNMP as a Service and Adding Rules

By default, the SonicWALL responds only to Get SNMP messages received on its LAN
interface. Appropriate rules must be configured to allow SNMP traffic to and from the WAN
interface. SNMP trap messages can be sent via the LAN or WAN. See Chapter 6, Firewall,
for instructions on adding services and rules to the SonicWALL.

If your SNMP management system supports discovery, the SonicWALL agent automatically
discover the SonicWALL appliance on the network. Otherwise, you must add the SonicWALL
to the list of SNMP-managed devices on the SNMP management system.
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Enable Management Using SonicWALL GMS

You can configure the SonicWALL to be managed by SonicWALL Global Management
System (GMS). Select the Enable Management Using GMS checkbox, then click
Configure. The Management Method window is displayed.

GMS Host Name or IP Address

GMS Syslog Server Port: 514

™ Send Heartheat Status Messages Only
" GMS over VPN

™ GMS behind NAT Device

MAT Device IP Address 0.0.0.0

Security Association Information

InboundiOutbound SFI.  [101535FF

A

Encryption Key [a46ad7 401915267

0 0

Authentication Key |49|‘379ccfﬁ’ah1 3h132f576865e9925

| Ready

QK Cancel Help

1. Type the host name or IP address of the GMS Console in the GMS Host Name or IP
Address field.
2. Type the port in the GMS Syslog Server Port field. The default value is 514.

3. Select Send Heartbeat Status Messages Only to send only heartbeat status instead of
log messages.

4. Select GMS over VPN if the SonicWALL is managed through a VPN connection. Use the
information in the Security Association Information section to configure the SA in GMS.

5. Select GMS behind NAT Device if the GMS Console is placed behind a device using
NAT on the network. Type the IP address of the NAT device in the NAT Device IP
Address field.

6. Click OK. The SonicWALL is now managed by GMS.
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System>Time

Set Time
The SonicWALL uses the time and date feature to timestamp log events, automatically
update Content Filtering Services, and other internal purposes.
To configure the time settings on the TZW, click System, then Time.

2] Done =T ® Inenet Z

1. Select your time zone from the Time Zone list.

2. Click Apply to update the SonicWALL.

You can also select Automatically adjust clock for daylight savings time changes,
Display UTC in logs (instead of local time), Display time in International format, and
Use NTP to set time automatically. Automatically adjust clock for daylight savings time
changes and Use NTP to set time automatically are selected by default.

To set the time and date manually, clear the check boxes and type the time, in 24-hour format,
and the date.

NTP Settings
Network Time Protocol (NTP) is a protocol used to synchronize computer clock times in a
network of computers. NTP uses Coordinated Universal Time (UTC) to synchronize
computer clock times to a millisecond, and sometimes, to a fraction of a millisecond. The
SonicWALL has an internal list of NTP servers so manually entering a NTP server is optional.
Select Use NTP to set time automatically if you want to use your local server to set the
SonicWALL clock. You can also configure Update Interval (minutes) for the NTP server to
update the SonicWALL. The default value is 60 minutes.
To add an NTP server to the SonicWALL configuration, click Add. The Add NTP Server
window is displayed. Type the IP address of an NTP server in the NTP Server field. Click Ok.
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Then click Apply on the System>Time page to update the SonicWALL. To delete an NTP
server, highlight the IP address and click Delete. Or, click Delete All to delete all servers.

System>Settings
Links &) Windows @FReaPlayer e
;(a:ns‘mecnnﬁgummnhzsheenupdmed. — = |
Settings
Import Settings
To import a previously saved preferences file into the SonicWALL, follow these instructions:
1. Click Import Settings to import a previously exported preferences file into the
SonicWALL. The Import Settings window is displayed.
2. Click Browse to locate the file which has a *.exp file name extension.
3. Select the preferences file.
4. Click Import, and restart the firewall.
Export Settings
To export configuration settings from the SonicWALL, use the instructions below:
1. Click Export Settings.
2. Click Export.
3. Click Save, and then select a location to save the file. The file is named “sonicwall.exp”
but can be renamed.
4. Click Save. This process can take up to a minute. The exported preferences file can be

imported into the SonicWALL if it is necessary to reset the firmware.
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Restore Defaults

You can restore the SonicWALL to its factory default settings by clicking Restore Defaults.
This affects all settings except the administrator name and password, the WAN IP address,
and the DMZ IP address as well as the subnet mask.

Click Restore Defaults, and a message is displayed asking if you are sure you want to reset
the SonicWALL. Click Yes to restore the default settings or No to cancel this action. New
Firmware

To receive automatic notification of new firmware, select the Notify me when new firmware
is available check box. If you enable this feature, the SonicWALL sends a status message
to the SonicWALL firmware server daily with the following information:

e SonicWALL Serial Number

e Product Type

e Current Firmware Version

¢ Language

e Currently Available Memory

« ROM Version

e Options and Upgrades

Alert! After the initial 90 days from purchase, firmware updates are available only to registered
users with a valid support contract. You must register your SonicWALL at
<https://www.mysonicwall.com>.

Updating Firmware Manually
Click Upload New Firmware to load new firmware in the SonicWALL. A message is
displayed warning you that your settings may be erased. You should export your current
SonicWALL settings to a preferences file before uploading new firmware. Click OK to
continue the upload process.

A

Alert! When uploading firmware to the SonicWALL, you must not interrupt the Web browser by
closing the browser, clicking a link, or loading a new page. If the browser is interrupted, the
firmware may become corrupted.
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System>Diagnostics

The SonicWALL has several diagnostic tools which help troubleshoot network problems.
Click System on the menu bar, and then click Diagnostics.

ss [ 7152 163 165 7 mon
Liks £]Radio Paadie £]Cu ee Homal £] da €]Widows @ ReaPlayer

SONICWALL>

aaaaaaaa Geds 35 - B D

F—— B

Select Diagnostic Tool

DNS Name Lookup -

DNS Name Lookup

DNS Serer 1 [i0.0.15.203
DNS Server 2 05012852
DNS Server 3 05012852
Look up the name: e |

Status: Ready Logout Help

[ | @ et 7

Select Diagnostic Tool
DNS Name Lookup

The SonicWALL has a DNS lookup tool that returns the IP address of a domain name. Or, if
you type an IP address, it returns the domain name for that address.

1. Type the host name or IP address in the Look up name field. Do not add http to the host
name.

2. The SonicWALL queries the DNS Server and displays the result in the Result section. It
also displays the IP address of the DNS Server used to perform the query.

The DNS Name Lookup section also displays the IP addresses of the DNS Servers
configured on the SonicWALL. If there is no IP address or IP addresses in the DNS Server
fields, you must configure them on the Network>Settings page.

Find Network Path

Find Network Path indicates if an IP host is located on the WAN, WLAN, DMZ, or the LAN.
This can diagnose a network configuration problem on the SonicWALL. For example, if the
SonicWALL indicates that a computer on the Internet is located on the LAN, then the network
or Intranet settings may be misconfigured. Find Network Path can be used to determine if a
target device is located behind a network router and the Ethernet address of the target

device. It also displays the gateway the device is using and helps isolate configuration
problems.
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Ping

The Ping test bounces a packet off a machine on the Internet and returns it to the sender.
This test shows if the SonicWALL is able to contact the remote host. If users on the LAN are
having problems accessing services on the Internet, try pinging the DNS server, or another
machine at the ISP location. If the test is unsuccessful, try pinging devices outside the ISP. If
you can ping devices outside of the ISP, then the problem lies with the ISP connection.

1. Select Ping from the Diagnostic Tool menu.

2. Type the IP address or host name of the target device and click Go.

3. Ifthetestis successful, the SonicWALL returns a message saying the IP address is alive
and the time to return in milliseconds (ms).

Packet Trace

The Packet Trace tool tracks the status of a communications stream as it moves from source
to destination. This is a useful tool to determine if a communications stream is being stopped
at the SonicWALL, or is lost on the Internet.

To interpret this tool, it is necessary to understand the three-way handshake that occurs for
every TCP connection. The following displays a typical three-way handshake initiated by a
host on the SonicWALL LAN to a remote host on the WAN.

1. TCP received on LAN [SYN]

From 192.168.168.158 / 1282 (00:a0:4b:05:96:44a)
To 204.71.200.74 / 80 (02:00:cf:58:d3:6a)

The SonicWALL receives SYN from LAN client.
2. TCP sent on WAN [SYN]

From 207.88.211.116 / 1937 (00:40:10:0c:01:4€)
To 204.71.200.74 / 80 (02:00:cf:58:d3:6a)

The SonicWALL forwards SYN from LAN client to remote host.
3. TCP received on WAN [SYN,ACK]

From 204.71.200.74 / 80 (02:00:cf:58:d3:6a)
To 207.88.211.116 / 1937 (00:40:10:0c:01:4e)

The SonicWALL receives SYN,ACK from remote host.
4. TCP sent on LAN [SYN,ACK]

From 204.71.200.74 / 80 (02:00:cf:58:d3:6a)
To 192.168.168.158 / 1282 (00:a0:4h:05:96:4a)

The SonicWALL forwards SYN,ACK to LAN client.
5. TCP received on LAN [ACK]

From 192.168.168.158 / 1282 (00:a0:4b:05:96:4a)
To 204.71.200.74 / 80 (02:00:cf:58:d3:6a)
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Client sends a final ACK, and waits for start of data transfer.
6. TCP sent on WAN [ACK]

From 207.88.211.116 / 1937 (00:40:10:0c:01:4e
To 204.71.200.74 / 80 (02:00:cf:58:d3:6a)

The SonicWALL forwards the client ACK to the remote host and waits for the data transfer to
begin.

When using packet traces to isolate network connectivity problems, look for the location
where the three-way handshake is breaking down. This helps to determine if the problem
resides with the SonicWALL configuration, or if there is a problem on the Internet.

Select Packet Trace from the Diagnostic tool menu.

Tip!  Packet Trace requires an IP address. The SonicWALL DNS Name Lookup tool can be used
to find the IP address of a host.

7. Type the IP address of the remote host in the Trace on IP address field, and click Start.
You must type an IP address in the Trace on IP address field; do not type a host name,
such as “www.yahoo.com”. The Trace is off turns from red to green with Trace Active
displayed.

8. Contact the remote host using an IP application such as Web, FTP, or Telnet.

9. Click Refresh and the packet trace information is displayed.

10. Click Stop to terminate the packet trace, and Reset to clear the results.

Captured Packets

The Captured Packets table displays the packet number and the content of the packet, for
instance, ARP Request send on WAN 42 bytes.

Packet Detail
Select a packet in the Captured Packets table to display packet details. Packet details

include the packet number, time, content, source of the IP address, and the IP address
destination.

Tech Support Report

The Tech Support Report generates a detailed report of the SonicWALL configuration and
status, and saves it to the local hard disk. This file can then be e-mailed to SonicWALL
Technical Support to help assist with a problem.

A

Alert! You must register your SonicWALL on mySonicWALL.com to receive technical support.

Before e-mailing the Tech Support Report to the SonicWALL Technical Support team,
complete a Tech Support Request Form at <https://www.mysonicwall.com>. After the form is
submitted, a unique case number is returned. Include this case number in all
correspondence, as it allows SonicWALL Technical Support to provide you with better
service.
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In the Tools section, select Tech Support Report from the Select a diagnostic tool menu.

Four Report Options are available in the Tech Support Report section:

* VPN Keys - saves shared secrets, encryption, and authentication keys to the report.

« ARP Cache - saves a table relating IP addresses to the corresponding MAC or physical
addresses.

« DHCP Bindings - saves entries from the SonicWALL DHCP server.

« IKE Info - saves current information about active IKE configurations.

Generating a Tech Support Report

1. Select Tech Support Report from the Choose a diagnostic tool menu.

2. Select the Report Options to be included with your e-mail.

3. Click Save Report to save the file to your system. When you click Save Report, a
warning message is displayed.

4. Click OK to save the file. Attach the report to your Tech Support Request e-mail.

Trace Route
Trace Route is a diagnostic utility to assist in diagnosing and troubleshooting router
connections on the Internet. By using Internet Connect Message Protocol (ICMP) echo
packets similar to Ping packets, Trace Route can test interconnectivity with routers and other
hosts that are farther and farther along the network path until the connection fails or until the
remote host responds.
Type the IP address or domain name of the destination host. For example, type yahoo.com
and click Go.
A second window is displayed with each hop to the destination host.
By following the route, you can diagnose where the connection fails between the SonicWALL
and the destination.
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System>Restart
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SONICWALL

System > Restart 7]
Restart
Warning! Restarting wil disconnect al users.
The restaring process takes about 1 minute. Remermber that fyou made
any changes 1 the sefings, youll nee 1o anply them hefore you restart
Network
Wirsless
Firewall
Ve
Users
Securty Services
Log
Wizards
Help
Logout
Status: Ready
&I Dore [ 11 [® enet /

Click Restart to display the System>Restart page. The SonicWALL can be restarted from
the Web Management interface. Click Restart SonicWALL and then click Yes to confirm the
restart.

The SonicWALL takes approximately 90 seconds to restart, and the yellow Test light is lit
during the restart. During the restart time, Internet access is momentarily interrupted on the
LAN.
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5 Network

This chapter describes the Network section of the management interface and the

configuration of the SonicWALL Internet Security appliance Network settings. The Network
menu includes

Settings - select your network mode and manually configure the network settings on the
SonicWALL.

One-to-One NAT - map internal IP addresses to public IP addresses using One-to-One
NAT.

« Routing - view the Route Table, ARP Cache and configure Static Routes.

ARP - view the ARP settings and clear the ARP cache as well as configure ARP cache
time.

DHCP Server - configure the SonicWALL as a DHCP Server on your network to dynam-
ically assign IP addresses to computers on your network.

Network>Settings

If you are unsure about configuring network settings manually, click Setup Wizard. The
Setup Wizard takes you step by step through configuring your network.

tdhess [T 1p.//132.162.168.17/main il
rks &) Radio Paradise & Customize Links & Free Holmal & Windows Media  &]Windows @) RealPlayer

Network > Settings Setup Wizard... Apply Cancel |[7]

Interfaces

Name

Mode 1P Address Subnet Mask Status
wan [NATEnabled 5] 1009317 25625500 Speed =100 Mbps, half duplex

192.168.18817 256.256.255.0 sheed=100 Mbps, ful duplex b}
17218311

Configure

268.266.265.0 speed=11 Mbps, half duglex

DNS Settings

DN Server 1: [10.2.6.151
DS Server 2: [10.50.128.53
DG Server 3: [0.0.0.0

To pass these DNS settings to corputers on the LAN, you must nable the DHCP Sarver in the DHCP Senver page
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Firewall
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Users
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Logout
tatus: Ready
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Network Addressing Mode

The Network Addressing Mode menu determines the network address scheme of your

SonicWALL. It includes five options: NAT Enabled, NAT with DHCP Client, NAT with

PPPoE, NAT with L2TP Client, and NAT with PPTP Client.

e Standard mode requires valid IP addresses for all computers on your network, but al-
lows remote access to authenticated users. Your public WAN IP address is visible to the
Internet.

« NAT Enabled mode translates the private IP addresses on the network to the single, val-
id IP address of the SonicWALL. Select NAT Enabled if your ISP assigned you only one
or two valid IP addresses.

« NAT with DHCP Client mode configures the SonicWALL to request IP settings from a
DHCP server on the Internet. NAT with DHCP Client is a typical network addressing
mode for cable and DSL customers.

« NAT with PPPoE mode uses PPPOE to connect to the Internet. If desktop software and
a user name and password is required by your ISP, select NAT with PPPoE.

« NAT with L2TP Client mode uses IPSec to connect a L2TP server and encrypts all data
transmitted from the client to the server. However, it does not encrypt network traffic to
other destinations.

« NAT with PPTP Client mode uses Point to Point Tunneling Protocol (PPTP) to connect

to a remote server. It supports older Microsoft implementations requiring tunneling con-
nectivity.

= g
e [ i 7152 168156 17t o e |
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SONICWALL>

Network Network > Settings Apply Cancel |[?]

Interfaces

1P Address  Subnet Mask

Status Configure

1008317 2562662650 speed=100 Mhps, half duplex
19216816817 2552552660  speed =100 Maps, full duplex
17218314

2562662650 speed=11 Mhps, half duplex

NAT with PPTP Client

DNS Settings

DNS Server 1: [10.50.128.62
DNS Server 2: [10.50.128.53
DNS Server 3: [10.0.15.203

To pass these DNS seftings to computers on the LAN, you must enabls the DHCF Server in the DHCP Server page.

Wireless

Firewall
VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: Ready
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Interfaces

The Interfaces table lists the IP Addresses, Subnet Mask, and Status information for the
WAN, LAN, WLAN or DMZ links. To configure the WAN, LAN, WLAN or DMZ settings, click
the Notepad icon in the Configure column.

Configuring WAN Settings

Click on the Notepad icon in the Configure column of the WAN information. The WAN
Properties window is displayed.

A WAN Propetties - Micrasoft Intemet Explorer provided by SonicWALL. INC.

WAN Settings

SOniCYALL VAN IP (NAT Publich Address: [10.0.93.17
AN Subnet Mask: 255 255 255 01
WAN Gateway (Router) Address: 10.0.0.254

[ cos I e |

WAN Properties>General

1. Inthe WAN Settings section, enter a valid public IP address in the SonicWALL WAN IP
(NAT Public) Address field.

2. Enter the subnet mask in the WAN Subnet Mask field.

3. Enter the IP address of the router in the WAN Gateway (Router) Address field.

4. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.
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A WAN Properties - Micrasoft Internet Explorer provided by SonicWALL, INC.
Ethernet
AN Interface Seftings: [00:40:10:95:35:F 4]

* Auto Negotiate

 Force

10 Wbps |2l |JHalf Duplex [

I~ Proxy management workstation Ethernet address an WaN

™ Enable Bandwidth Management

Available WAN Bandwidth (Kbps): {20 000

IV Fragment outbound packets larger than WaN MTU

AN MTU: 1500

5. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

6. If you select Force, select the speed and duplex from the pulldown menus.

7. Select Proxy management workstation Ethernet address on WAN if you are
managing the Ethernet connection from the LAN side of your network. The SonicWALL
takes the Ethernet address of the computer managing the SonicWALL appliance and
proxies that address onto the WAN port of the SonicWALL. For instance, if your ISP is
using the MAC address of your network card for identification, you can proxy the MAC
address of your network card onto the SonicWALL WAN port.

A

Alert! If you enable this feature, it may take the SonicWALL a lengthy period of time to locate the
management station.

8. Select Bandwidth Management to allocate bandwidth resources to critical applications
on the your network. 20.00 Kbps is the default available WAN bandwidth.

A

Alert! Bandwidth management is only available on outbound network traffic.

9. Fragment outbound packets larger than WAN MTU is selected by default with a
default WAN MTU value of 1500 based on the Ethernet standard MTU. The minimum
value is 68. Decreasing the packet size can improve network performance as large
packets require more network transmissions when a router cannot handle the packet
size.

10. Click OK. Then click Apply on the Network>Settings page. The SonicWALL is now
updated.
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Configuring LAN Settings

Click on the Notepad icon in the Configure column of the LAN information. The LAN
Properties window is displayed.

WAN Settings

SonicHALL WAN IP (NAT Public) Address: [10.0.93.17
AN Subnet Mask: 2652552550
WAN Gateway (Router) Address: 10.0.0.254

LAN Properties>General

1. Inthe LAN Settings section, enter a valid private IP address in the SonicWALL LAN IP
(NAT Public) Address field.

2. Enter the subnet mask in the LAN Subnet Mask field.

Multiple LAN Subnet Support

This features supports legacy networks incorporating the SonicWALL, and makes it easier to
add more nodes if the original subnet is full. To configure this feature, you must have an
additional IP address assigned to the SonicWALL. All users on the subnet must use this
address as their default router/gateway address.

3. Click Add. The Add LAN Subnet Entry window is displayed.

2 Add LAN Subnet Entry - Microsoft Internet E___ [H[E E

IP Address: |

Subnet Mask: |

| oK || Cancel |

Enter the additional LAN IP address in the IP Address field.

Enter the subnet in the Subnet Mask field.

Select an entry and click Edit to change the information.

Select an entry and click Delete to remove the entry from the table.
Click Delete All to remove all the entries in the table.

© N o g s
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9. Click the Ethernet tab.

A LAN Properties - Microsoft Intemet Explorer provided by SonicWALL. INC.

LAM Interface Settings: [00:40:10:18:36:F9]
& Auto Negotiate

© Farce

10 Mbps ][ Half Duplex [

[ o i coco I on |

The Ethernet tab allows you to manage the Ethernet settings of links connected to the

SonicWALL.

10. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

11. If you select Force, select the speed and duplex from the pulldown menus.

12. Select Proxy management workstation Ethernet address on WAN if you are
managing the Ethernet connection from the LAN side of your network. The SonicWALL

takes the Ethernet address of the computer managing the SonicWALL appliance and
proxies that address onto the WAN port of the SonicWALL.

Tip!  If you are not managing the Ethernet connection from the LAN, the SonicWALL looks for a
random computer on the network creating a lengthy search process.

13. Select Bandwidth Management to allocate bandwidth resources to critical applications
on the your network. 20.00 Kbps is the default available WAN bandwidth.

A

Alert! Bandwidth management is only available on outbound network traffic.

14. Fragment outbound packets larger than WAN MTU is selected by default with a
default WAN MTU value of 1500 based on the Ethernet standard MTU. The minimum
value is 68. Decreasing the packet size can improve network performance as large

packets require more network transmissions when a router cannot handle the packet
size.

15. Click OK. Then click Apply on the Network>Settings page. The SonicWALL is now
updated.
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Configuring DMZ Settings

Click on the Notepad icon in the Configure column of the DMZ information. The DMZ
Properties window is displayed.

1.

2.
3.

Enter a private IP address in the DMZ Private Address field.

Enter the subnet in the DMZ Subnet Mask field.

If configuring the DMZ in NAT Many-to-One mode, enter a public IP address in the DMZ
NAT Many-to-One field.

Standard Configuration

If your ISP provided you with enough IP addresses for all the computers and network devices
on your LAN, enable Standard mode.
To configure Standard addressing mode, complete the following instructions:

1.

Select Standard from the Network Addressing Mode menu. Because NAT is disabled,
you must assign valid IP addresses to all computers and network devices on your LAN.

Enter a unique, valid IP address from your LAN address range in the SonicWALL LAN
IP Address field. The SonicWALL LAN IP Address is the address assigned to the
SonicWALL LAN and is used for management of the SonicWALL.

Enter your network subnet mask in the LAN Subnet Mask field. The LAN Subnet Mask
tells your SonicWALL which IP addresses are on your LAN. The default value,
"255.255.255.0", supports up to 254 IP addresses.

Enter your WAN router or default gateway address in the WAN Gateway (Router)
Address field. Your router is the device that connects your network to the Internet. If you
use Cable or DSL, your WAN router is located at your ISP.

Enter your DNS server IP address(es) in the DNS Servers field. The SonicWALL uses
the DNS servers for diagnostic tests and for upgrade and registration functionality.

Click Update. Once the SonicWALL has been updated, a message confirming the
update is displayed at the bottom of the browser window. Restart the SonicWALL for
these changes to take effect.
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Configuring NAT Enabled Mode

If your ISP has not given you enough IP addresses for all of the computers and network
devices on your LAN, you can configure the SonicWALL to use NAT Enabled mode. Using a
single IP address, you can connect your network to the Internet securely and invisibly using
Network Address Translation (NAT). NAT provides additional security and anonymity to your
network. Because you do not have enough IP addresses for your network, enable NAT and
assign private IP addresses to the computers and devices on your LAN. You can use IP
addresses from one of the following IP address ranges:

* 10.0.0.0 - 10.255.255.255

e 172.16.0.0 - 172.31.255.255

 192.168.0.0 - 192.168.255.255

A

Alert! Do not assign the same IP address range to the LAN, WLAN, and the DMZ.

To configure the SonicWALL in the NAT Enabled Mode, select NAT Enabled from the
Network Addressing Mode menu. Click Apply.

Configuring WAN Settings

Click the Notepad icon in the Configure column of the WAN information. The WAN
Properties window is displayed.

SonicWALLWAN IP (NAT Public) Address: [10.0.93.17
WAN Subnet Mask [255.255.265.0
WAN Gateway (Router) Address: [10.0.0.254
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A

WAN Properties>General

1.

In the WAN Settings section, enter a valid public IP address in the SonicWALL WAN IP
(NAT Public) Address field.

Enter the subnet mask in the WAN Subnet Mask field.
Enter the IP address of the router in the WAN Gateway (Router) Address field.

Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

AWAN Properties - Miciosoft Internet Explorer provided by SonicWALL . INC.

Ethernet

WAN Interface Settings: [00:40:10:95:35:F 4]

= Auto Negotiate

© Force

I™ Proxy management workstation Ethernet address on WAN
™ Enable Bandwidth Management

Available WAN Bandwidth (IKhps) 20.000

¥ Fragment outhound packets larger than AN MTU

WAN MTU: | 1500

o f oo 1 or |

Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

If you select Force, select the speed and duplex from the pulldown menus.

Select Proxy management workstation Ethernet address on WAN if you are
managing the Ethernet connection from the LAN side of your network. The SonicWALL
takes the Ethernet address of the computer managing the SonicWALL appliance and
proxies that address onto the WAN port of the SonicWALL.

If you are not managing the Ethernet connection from the LAN, the SonicWALL looks for a
random computer on the network creating a lengthy search process.

8. Select Bandwidth Management to allocate bandwidth resources to critical applications

on the your network. 20.00 Kbps is the default available WAN bandwidth.

Alert! Bandwidth management is only available on outbound network traffic.
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10.

Fragment outbound packets larger than WAN MTU is selected by default with a
default WAN MTU value of 1500 based on the Ethernet standard MTU. The minimum
value is 68. Decreasing the packet size can improve network performance as large
packets require more network transmissions when a router cannot handle the packet
size.

Click OK. Then click Apply on the Network>Settings page. The SonicWALL is now
updated.

Configuring LAN Settings

Click on the Notepad icon in the Configure column of the LAN information. The LAN
Properties window is displayed.

SonicWALL LAN [P Address [192.168.168.17
asl [255.255.265.0
ubnet Mas|

LAN Properties>General

1.

2.

Inthe LAN Settings section, enter a valid private IP address in the SonicWALL LAN IP
(NAT Public) Address field.

Enter the subnet mask in the LAN Subnet Mask field.

Multiple LAN Subnet Support

This features supports legacy networks incorporating the SonicWALL, and makes it easier to
add more nodes if the original subnet is full. To configure this feature, you must have an
additional IP address assigned to the SonicWALL. All users on the subnet must use this
address as their default router/gateway address.

© © N ok

Click Add. The Add LAN Subnet Entry window is displayed.
Enter the additional LAN IP address in the IP Address field.

Enter the subnet in the Subnet Mask field.

Select an entry and click Edit to change the information.

Select an entry and click Delete to remove the entry from the table.
Click Delete All to remove all the entries in the table.

Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL
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‘A LAN Properties - Miciosoft Inteinet Explorer provided by SonicWALL, INC.
Ethernet
LAN Interface Settings: [00:40:10:15:35:F5]

@ Auto Negotiate

 Force

10 Mbps  FJ|| Half Duplex |2

ok coo oo |

10. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well

11. If you select Force, select the speed and duplex from the pulldown menus.

12. Click OK. Then click Apply on the Network>Settings page.
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Configuring NAT with DHCP Client

If your ISP did not provide you with a public IP address, the SonicWALL can obtain an IP
address from a DHCP server at the ISP. NAT with DHCP Client is typically used with cable
and DSL connections. To configure NAT with DHCP Client, log into the SonicWALL and click

Network.

s B 12 o 168 17

Links @1RadoParadse

&)Custonize ks @1FreeHomsl €] Windows Meda €]Windows @ Reslayer

SONICWALL>

Network

Wireless
Firewall
VPN

Users

Log

Security Services

wWizards
Help
Logout

Network > Settings Apply Cancel |[?]

Interfaces

1P Address Subnet Mask _ Status
waN  [NAT with DHCP Client = 1009317 2562662650 speed= 100 Mhps, half duplex

Lan 192168.16817 2552552550 speed= 100 Mbps, half duplex

Configure

17218314 2552562550 speed=11 Mbps, half duplex

DNS Settings

DNS Server 1: [1050.128.62
DNS Server 2: [1050.128.63
DNS Server 3: [0.0.0.0

To pass these DNS seftings to computers on the LAN, you must enabls the DHCF Server in the DHCP Server page.

Status: The configuration has been updated.

] Done.

[T @ e

1. Select NAT with DHCP Client from the Network Addressing Mode menu.

2. Click the Notepad icon in the WAN entry of the Interfaces table. The WAN Properties

window is displayed.

WAN Settings

Host Name

SOnICWALLWAN [P (NAT Public) Address: 00202182
WAN Subnet Mask psszss00
WAN Gateway (Router) Address: fiooozss
Lease Expires:

Renew | | Releass | | Reflesh |

(o W oo J e |

3. Enter the host name assigned to you by your ISP in the Host Name field. (Optional)
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4. Click Renew to obtain new IP address settings for the SonicWALL.

5. Click Release to remove the IP address settings from the SonicWALL. Click Refresh to
reload the current settings into the SonicWALL.

6. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

WAN Interface Seftings: [00:40:10:95:35:F8]
& Auto Negotiate

© Farce

Available WAN Bandwidth (Kbpsy: [0 00

¥ Fragment outoound packets larger than WAN MTU

wan TU: [1500

7. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

8. If you select Force, select the speed and duplex from the pulldown menus.

9. Fragment outbound packets larger than WAN MTU is selected by default. If the MTU
size is too large, it requires more transmissions if the packet encounters a router unable
to handle a larger packet. The default value is 1500 octets based on the Ethernet
standard MTU. The minimum packet size is 68 octets. Decreasing the packet size may
improve network performance.

10. Click OK.

>

£

Note: DNS Settings are obtained automatically when the SonicWALL receives its IP address
information from the DHCP Server.
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Configuring LAN Settings

Click on the Notepad icon in the Configure column of the LAN information. The LAN
Properties window is displayed.

SonicWALL LAN [P Address [192.168.168.17
ubnet Ma [255.255.265.0
ubnet Mas|

T ETE BT T |

LAN Properties>General

1. Inthe LAN Settings section, enter a valid private IP address in the SonicWALL LAN IP
(NAT Public) Address field.

2. Enter the subnet mask in the LAN Subnet Mask field.

Multiple LAN Subnet Mask Support

This features supports legacy networks incorporating the SonicWALL, and makes it easier to
add more nodes if the original subnet is full. To configure this feature, you must have an
additional IP address assigned to the SonicWALL. All users on the subnet must use this
address as their default router/gateway address.

Click Add. The Add LAN Subnet Entry window is displayed.

Enter the additional LAN IP address in the IP Address field.

Enter the subnet in the Subnet Mask field.

Select an entry and click Edit to change the information.

Select an entry and click Delete to remove the entry from the table.
Click Delete All to remove all the entries in the table.

© N o gk w
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9. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

2 LAN Properties - Microsoft Internet Explorer provided by SonicwWALL, INC.
Ethernet
LAM Interface Settings: [00:40:10:15:35.F9]

& Auto Negotiate

 Faorce

10 Mbps  [Z)| Half Duplex |2

ok cnco [ op |

10. Auto Negotiate is selected by default because the Ethernet links automatically negotiate

the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.
If you select Force, select the speed and duplex from the pulldown menus.

Click OK. Then click Apply on the Network>Settings page.

11.
12.
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Configuring NAT with PPPoE Client

The SonicWALL can use Point-to-Point Protocol over Ethernet to connect to the Internet. If

your ISP requires the installation of desktop software as well as a user name and password
to access the Internet, enable NAT with PPPoE Client.

1. Log into the SonicWALL and click Network.

Help

GBack + = - @ [3) 4 | Q@Seach G Favortes iMeda 3| By S - = B D

Aress €] /152 168,168 17/main tnl ERE|
Links @]Radio Paadise @] Custonize Links_ &]Free Hotmail_ @] Windows Media &]Windows  dp FeaPlayer

Network > Settings

Interfaces

DNS Settings

DNS Server 1: [1050.128.62
DNS Server 2: [1050.128.63

Wireless

Firewall
VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: The configuration has been updated.

1P Address  SubnetMask _Status
waN  [NAT with PPPOE Client =]  10.0.93.17
19216816817 2552562550  speed=100 Maps, half duplex
17246314

To pass these DNS settings to computers on the LAN, you must enable the DHCP Server in the NetworkDHCP Server page.

Apply Cancel |[?]

Configure
255.265.255.255 speed = 100 Mbps, half duplex | ICORREEE

2562662550 speed=11 Mps, half duplex

] Done.

[T @ e 7

2. Select NAT with PPPoE Client from the Network Addressing Mode menu.
3. Click the Notepad icon in the WAN entry of the Interfaces table. The WAN Properties

window is displayed.

WAN Settings

& Obtain an IP Address Automatically

€ Use the following IP Address:

WAN Gateway (Router) Address:

p.0.0.0
[10.0.0.254

(o W oo J e |

4. Select Obtain an IP Address Automatically if you do not have a public IP address from

your ISP.
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5. If you have an IP address from your ISP, select Use the following Address, and enter
the IP address in the IP address field.

6. Click the PPPOE tab.

PPPOE Settings

User Narme:

User Passwart o

I™ Inaciviy Disconnect t(minutes): [10

7. Enter your user name and password provided by your ISP in the User Name and User
Password fields.

8. Select Inactivity Disconnect (minutes) to end the connection after a specified time of
inactivity. 10 minutes is the default value.

9. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL

WAN Interface Seftings: [00:40:10:95:35:F8]
& Auto Negotiate

© Farce

10 Mbps

Available WAN Bandwidth (Kbpsy: [0 00

¥ Fragment outoound packets larger than WAN MTU

wan TU: [1500

10. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force,

11. Select the speed and duplex from the pulldown menus. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.
12. Click OK.
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Configuring LAN Properties for NAT with PPPoE Client

Click the Notepad icon in the LAN entry of the Interfaces table. The LAN Properties
window is displayed.

SonicWALLWAN IP (NAT Public) Address: [10.0.93.17
WAN Subnet Mask [255.255.265.0
WAN Gateway (Router) Address: [10.0.0.254

1. Inthe LAN Settings section, enter a valid private IP address in the SonicWALL LAN IP
(NAT Public) Address field.
2. Enter the subnet mask in the LAN Subnet Mask field.

Multiple LAN Subnet Support

This features supports legacy networks incorporating the SonicWALL, and makes it easier to
add more nodes if the original subnet is full. To configure this feature, you must have an
additional IP address assigned to the SonicWALL. All users on the subnet must use this
address as their default router/gateway address.

Click Add. The Add LAN Subnet Entry window is displayed.

Enter the additional LAN IP address in the IP Address field.

Enter the subnet in the Subnet Mask field.

Select an entry and click Edit to change the information.

Select an entry and click Delete to remove the entry from the table.
Click Delete All to remove all the entries in the table.

© N o o
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9. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

2 LAN Properties - Microsoft Internet Explorer provided by SonicwWALL, INC.
Ethernet
LAM Interface Settings: [00:40:10:15:35.F9]

& Auto Negotiate

 Faorce

10 Mbps  [Z)| Half Duplex |2

ok cnco [ op |

10. Auto Negotiate is selected by default because the Ethernet links automatically negotiate

the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.
If you select Force, select the speed and duplex from the pulldown menus.

Click OK. Then click Apply on the Network>Settings page.

11.
12.
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Configuring NAT with L2TP Client

If your Internet connection is provided through a L2TP server, you must configure the
SonicWALL to use NAT with L2TP Client. L2TP (Layer 2 Tunneling Protocol) provides
interoperability between VPN vendors that protocols such as Point-to-Point Tunneling
Protocol (PPTP) and Layer 2 Forwarding (L2F) do not have.

1. Log into the SonicWALL, and click Network.

oo Help
GBack - = - @ [3) 4 | @Seach G Favortes iMeda 3| B- S - = B D
s [B1 15215168 7t

Links @]Redio Paradise ] Customze Links_ &]Free Hotmall_ @] Windows Media &]Windows @ FeaPlayr
System
Network Network > Settings Apply Cancel |[?]

Interfaces

1P Address  SubnetMask Status Configure

wan  [NAT with TP Client =]  0.0.0.0 256.266.255.255  speed = 100 Mbps, hairduplex  |NCHRREEIN]

Lan 192168.16817 2552552550  speed= 100 Mbps, half duplex

17216311 2552552550  speed=11 Mbps, half duplex

Wireless

Firewall
VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: The configuration has been updated.

& Done [ @ inemet /

2. Select NAT with L2TP Client from the Network Addressing Mode menu.

3. Click the Notepad icon in the WAN entry of the Interfaces table. The WAN Properties
window is displayed.

WAN Settings

& Obtain an IP Address Automatically

€ Use the following IP Address

Host Name:
SonicWALL WAN IP (NAT Public) Address: [10.0.202.152
WAN Subnet Mask [p55.255.0.0

WAN Gateway (Router) Address: [10.0.0.254
Lease Expires:

Renew | | Releass | | Reflesh |

(o coco W o |

4. Obtain an IP Address Automatically is selected by default. Enter your host name in the
the Host Name field. Click Renew to obtain new IP addressing information. Click
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10.
11.
12.
13.
14.

15.

Release to discard IP addressing information. Click Refresh to reload the IP addressing
information.

If you have IP addressing information, select Use the following IP Address.

Enter the WAN IP address in the SonicWALL WAN IP (NAT Public) Address field.
Enter the WAN Subnet information in the WAN Subnet Mask field.

Enter the WAN Gateway IP address in the WAN Gateway (Router) Address field.
Click on the L2TP tab.

SonioWALL I dcress: 1500 Dis Senver: FBG0

ostewsyAdress: 1000 Dis Senver 2 FB0

(o W oo J e |

Enter your user name in the User Name field.

Enter your password in the User Password field.

Enter the IP address of the L2TP Server in the L2TP Server IP Address field.

Enter the host name of the L2TP Server in the L2TP Host Name field.

Select Inactivity Disconnect (minutes) to end the connection after a specified time of
inactivity.

Once a connection is established, the SonicWALL WAN IP address, the Gateway

address and the DNS Server IP addresses are displayed in the Settings Acquired via
L2TP section.
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16. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

WAN Interface Seftings: [00:40:10:95:35:F8]

& Auto Negotiate

© Farce

10 Mbps 2] Half Duplex 2

™ Proxy management workstation Ethernet address on WAN

™ Enable Bandwidth Management
Available WAN Bandwidth (Kbpsy: [0 00

¥ Fragment outoound packets larger than WAN MTU

wan TU: [1500

17. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

18. If you select Force, select the speed and duplex from the pulldown menus.

19. Fragment outbound packets larger than WAN MTU is selected by default. If the MTU
size is too large, it requires more transmissions if the packet encounters a router unable
to handle a larger packet. The default value is 1500 octets based on the Ethernet
standard MTU. The minimum packet size is 68 octets. Decreasing the packet size may
improve network performance.

20. Click OK.
Configuring LAN Properties for NAT with L2TP Client

Click the Notepad icon in the LAN entry of the Interfaces table. The LAN Properties
window is displayed.

SonicWALLWAN IP (NAT Public) Address: [10.0.93.17
WAN Subnet Mask [255.255.265.0
WAN Gateway (Router) Address: [10.0.0.254

1. Inthe LAN Settings section, enter a valid private IP address in the SonicWALL LAN IP
(NAT Public) Address field.
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2.

Enter the subnet mask in the LAN Subnet Mask field.

Multiple LAN Subnet Mask Support

This features supports legacy networks incorporating the SonicWALL, and makes it easier to
add more nodes if the original subnet is full. To configure this feature, you must have an
additional IP address assigned to the SonicWALL. All users on the subnet must use this
address as their default router/gateway address.

© © N o

10.

11.
12.

Click Add. The Add LAN Subnet Entry window is displayed.
Enter the LAN IP address in the IP Address field.

Enter the subnet in the Subnet Mask field.

Select an entry and click Edit to change the information.

Select an entry and click Delete to remove the entry from the table.
Click Delete All to remove all the entries in the table.

Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

2 LAN Properties - Miciosoft Internet Explorer provided by SonicWALL, INC.

Ethernet

LAM Interface Settings: [00:40:10:15:35.F9]

& Auto Negotiate

 Faorce

10 Mbps  [Z)| Half Duplex |2

[corc 1 op |

Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

If you select Force, select the speed and duplex from the pulldown menus.
Click OK. Then click Apply on the Network>Settings page.
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Configuring NAT with PPTP Client

If your Internet connection is provided through a PPTP server, you must configure the
SonicWALL to use NAT with PPTP Client.

Log into the SonicWALL, and click Network.

e Edt Vew Fa Tods Hep

GBack - = - @ [3) 4 | @Seach G Favortes iMeda 3| B- S - = B D
s [B1 15215168 7t

Links @]Redio Paradise ] Customze Links_ &]Free Hotmall_ @] Windows Media &]Windows @ FeaPlayr

SONICWALL>

Network Network > Settings Apply Cancel |[?]

Interfaces

1P Address  Subnet Mask _Status Configure
WAN  [NAT with PPTP Client ] 00.0.0 266.255.255255 speed = 100 Mbps, haif duplex |IGGRREEHN] &
LAN 18216816817 2552552550  speed =100 Mbps, half duplex “

17216311 2552552550  speed=11 Mbps, half duplex

Wireless

Firewall
VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: The configuration has been updated.

& Done [ @ inemet /

1. Select NAT with PPTP Client from the Network Addressing Mode menu.

2. Click the Notepad icon in the WAN entry of the Interfaces table. The WAN Properties
window is displayed.

WAN Settings

& Obtain an IP Address Automatically

€ Use the following IP Address

Host Name:
SonicWALL WAN IP (NAT Public) Address: [10.0.202.152
WAN Subnet Mask [p55.255.0.0

WAN Gateway (Router) Address: [10.0.0.254

Lease Expires:

Renew | | Releass | | Reflesh |

(o coco W o |

3. Obtain an IP Address Automatically is selected by default. Enter your host name in the
Host Name field. Click Renew to obtain new IP addressing information. Click Release
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10.
11.
12.
13.

14.

to discard IP addressing information. Click Refresh to reload the IP addressing
information.

If you have IP addressing information, select Use the following IP Address.

Enter the WAN IP address in the SonicWALL WAN IP (NAT Public) Address field.
Enter the WAN Subnet information in the WAN Subnet Mask field.

Enter the WAN Gateway IP address in the WAN Gateway (Router) Address field.
Click on the PPTP tab.

PPTP Server IP Address:

PPTP (Client) Host N

SonioWALL I dcress: 1500 Dis Senver: FBG0

ostewsyAdress: 1000 Dis Senver 2 FB0

(o W oo J e |

Enter your user name in the User Name field.

Enter your password in the User Password field.

Enter the IP address of the PPTP Server in the PPTP Server IP Address field.

Enter the host name of the PPTP Client in the PPTP (Client) Host Name field.

Select Inactivity Disconnect (minutes) to end the connection after a specified time of
inactivity.

Once a connection is established, the SonicWALL WAN IP address, the Gateway
address and the DNS Server IP addresses are displayed in the Settings Acquired via
PPTP section.
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15. Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

WAN Interface Seftings: [00:40:10:95:35:F8]

& Auto Negotiate

© Farce

10 Mbps 2] Half Duplex 2

™ Proxy management workstation Ethernet address on WAN

™ Enable Bandwidth Management
Available WAN Bandwidth (Kbpsy: [0 00

¥ Fragment outoound packets larger than WAN MTU

wan TU: [1500

16. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

17. If you select Force, select the speed and duplex from the pulldown menus.

18. Fragment outbound packets larger than WAN MTU is selected by default. If the MTU
size is too large, it requires more transmissions if the packet encounters a router unable
to handle a larger packet. The default value is 1500 octets based on the Ethernet
standard MTU. The minimum packet size is 68 octets. Decreasing the packet size may
improve network performance.

19. Click OK.
Configuring LAN Properties for NAT with PPTP Client

1. Click the Notepad icon in the LAN entry of the Interfaces table. The LAN Properties
window is displayed.

SonicWALLWAN IP (NAT Public) Address: [10.0.93.17
WAN Subnet Mask [255.255.265.0
WAN Gateway (Router) Address: [10.0.0.254

1. Inthe LAN Settings section, enter a valid private IP address in the SonicWALL LAN IP
(NAT Public) Address field.
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2. Enter the subnet mask in the LAN Subnet Mask field.
Multiple LAN Subnet Mask Support

This features supports legacy networks incorporating the SonicWALL, and makes it easier to
add more nodes if the original subnet is full. To configure this feature, you must have an
additional IP address assigned to the SonicWALL. All users on the subnet must use this
address as their default router/gateway address.

Click Add. The Add LAN Subnet Entry window is displayed.

Enter the LAN IP address in the IP Address field.

Enter the subnet in the Subnet Mask field.

Select an entry and click Edit to change the information.

Select an entry and click Delete to remove the entry from the table.
Click Delete All to remove all the entries in the table.

Click the Ethernet tab. The Ethernet tab allows you to manage the Ethernet settings of
links connected to the SonicWALL.

© © N o

2 LAN Properties - Miciosoft Internet Explorer provided by SonicWALL, INC.

Ethernet

LAM Interface Settings: [00:40:10:15:35.F9]

& Auto Negotiate

 Faorce

10 Mbps  [Z)| Half Duplex |2

[corc 1 op |

10. Auto Negotiate is selected by default because the Ethernet links automatically negotiate
the speed and duplex mode of the Ethernet connection. If you select Force, you must
force the connection speed and duplex from the Ethernet card to the SonicWALL as well.

11. If you select Force, select the speed and duplex from the pulldown menus.
12. Click OK. Then click Apply on the Network>Settings page.
13. Restart the SonicWALL for the changes to take effect.

DNS Settings

DNS (Domain Name System) is a hierarchical system for identifying hosts on the Internet or
on a private, corporate TCP/IP internetwork. It is a method for identifying hosts with friendly
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names instead of IP addresses as well as a method for locating hosts. Hosts are located by
resolving their names into their associated IP addresses so network communication can be
initiated with the host computer.

You can enter up to three IP addresses in the DNS Settings section. However, at least one
IP address of a DNS Server is required to resolve host names to IP addresses or IP
addresses to host names.

£

Note: ltis strongly recommended to have at least two DNS IP addresses configured on the
SonicWALL. This provides redundancy in the event one DNS server is unavailable.

1. Enter the IP address in the DNS Server 1 field.

2. Enter the second IP address in the DNS Server 2 field.
3. Click Apply for the changes to take effect on the SonicWALL.
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Network>One-to-One NAT

One-to-One NAT maps valid, external addresses to private addresses hidden by NAT.
Computers on your private LAN are accessed on the Internet at the corresponding public IP

addresses.

You can create a relationship between internal and external addresses by defining internal
and external address ranges. Once the relationship is defined, the computer with the first IP
address of the private address range is accessible at the first IP address of the external

address range, the second computer at the second external IP address, etc.
To configure One-to-One NAT, click Firewall, then One-to-One NAT.

To configure One-to-One NAT, complete the following instructions.

E Help
GBack - = - @ [3) 4 | Q@ Search (i Favortes | @iMeda 3 | B- S - =2 B D
e [ i 7152 168156 17t B
Links @]Radio Paradise €] Custoize Links_ &]Free Hotmall_ @] Windows Media &]Windows @ FeaPlayer
SONICWALL
Network Firewall > One-to-One NAT Apply Cancel |[?]

One-to-One Network Address Translation (NAT) Ranges
™ Enable One-to-One NAT

Private Begin Public Begin Length Configure

Add Delete All

Wireless

Firewall
VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: The configuration has been updated.

& Done [ @ inemet /

1. Select the Enable One-to-One NAT check box.

2. Click Add.

A Add NAT Entry - Microsoft Internet Explorer... ISIE E3

NOTE: Computers connected in the One-To-One NAT
IP range specified will be disconnected.

Private Range Start
Public Range Start:
Range Length:

Network Page 99



3. Enterthe beginning IP address of the private address range being mapped in the Private
Range Start field. This is the IP address of the first machine that is accessible from the
Internet.

4. Enter the beginning IP address of the valid address range being mapped in the Public
Range Begin field. This address should be assigned by your ISP and be in the same
logical subnet as the NAT public IP address.

ALERT! Do not include the SonicWALL WAN IP (NAT Public) Address or the WAN Gateway

(Router) Address in this range.

5. Enter the number of public IP addresses that should be mapped to private addresses in
the Range Length field. The range length can not exceed the number of valid IP
addresses. Up to 64 ranges can be added. To map a single address, enter a Range
Length of 1.

6. Click OK.

7. Click Apply. Once the SonicWALL has been updated, a message confirming the update
is displayed at the bottom of the browser window.

A

Alert! One-to-One NAT maps valid, public IP addresses to private LAN IP addresses. It does not
allow traffic from the Internet to the private LAN.

Tip! A rule must be created in the Rules section to allow access to LAN servers. After One-to-
One NAT is configured, create an Allow rule to permit traffic from the Internet to the private
IP address(es) on the LAN.

To edit an existing entry in the One-to-One Network Address Translation (NAT) Ranges, click
the Notepad icon. To delete an entry, click the Trashcan icon. To delete all entries, click
Delete All.
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One-to-One NAT Configuration Example

A

This example assumes that you have a SonicWALL running in the NAT-enabled mode, with
IP addresses on the LAN in the range 192.168.1.1 - 192.168.1.254, and a WAN IP address
of 208.1.2.2. Also, you own the IP addresses in the range 208.1.2.1 - 208.1.2.6.

Alert! If you have only one IP address from your ISP, you cannot use One-to-One NAT.

You have three web servers on the LAN with the IP addresses 0f 192.168.1.10, 192.168.1.11,
and 192.168.1.12. Each of the servers must have a default gateway pointing to 192.168.1.1,
the SonicWALL LAN IP address.

You also have three additional IP addresses from your ISP, 208.1.2.4, 208.1.2.5, and
208.1.2.6, that you want to use for three additional web servers. Use the following steps to
configure One-to-One NAT:

1. Select Enable One-to-One NAT.

Click Add.

Enter in the IP address, 192.168.1.10, in the Private Range Begin field.

Enter in the IP address, 208.1.2.4, in the Public Range Begin field.

Enter in 3 in the Range Length field.

a s~ DN

You can configure the IP addresses individually, but it is easier to configure them in a
range. However, the IP addresses on both the private and public sides must be consecutive
to configure a range of addresses.

6. Click OK.

7. Click Apply.

8. Click Access Rules.

9. Click Add.

10. Configure the following settings:
 Allow

e Service - HTTP

* Source - WAN

e Destination - LAN 192.168.1.10 - 192.168.1.12

In the Options tab, select always from the Apply this Rule menu.

Click OK.

Requests for <http://208.1.2.4> are answered by the server at 192.168.1.10. Requests for
<http://208.1.2.5> are answered by the server at 192.168.1.11, and requests for
<http://208.1.2.6> are answered by the server at 192.168.1.12. From the LAN, the servers
can only be accessed using the private IP addresses (192.168.1.x), not the public IP
addresses or domain names. For example, from the LAN, you must use URLSs like
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<http://192.168.1.10> to reach the web servers. An IP address, such as 192.168.1.10, on the
LAN cannot be used in both public LAN server configurations and in public LAN server One-
to-One NAT configurations.

Firewall>Web Proxy

A Web proxy server intercepts HTTP requests and determines if it has stored copies of the
requested Web pages. If it does not, the proxy completes the request to the server on the
Internet, returning the requested information to the user and also saving it locally for future
requests.

Setting up a Web proxy server on a network can be cumbersome, because each computer
on the network must be configured to direct Web requests to the server.

If you have a proxy server on your network, instead of configuring each computer's Web
browser to point to the proxy server, you can move the server to the WAN and enable Web
Proxy Forwarding. The SonicWALL automatically forwards all Web proxy requests to the
proxy server without requiring all the computers on the network to be configured.

Configuring Automatic Proxy Forwarding (Web Only)
A

Alert! The proxy server must be located on the WAN; it can not be located on the LAN.

To configure a Proxy Web sever, click Firewall, and then Web Proxy.

s Giese 3| B SE - B9

Liks &]Rado Paradie €]Cu sl &]Windons Medis £]Vindows @ ReaPlyer

SONICWALL>

Apply Cancel |[?]
Automatic Proxy Forwarding (Web only)
Proxy Weh Server (name o IP address):
Proxy Web Serve o
™ Bypass Proxy Servers Upon Proxy Server Failure
™ Forward WLAN Client Requests to Proxy Server
Status: The configuration has been updated. Logout Help
& [ [ memet A

1. Connect your Web proxy server to a hub, and connect the hub to the SonicWALL WAN
port.
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2. Enter the name or IP address of the proxy server in the Proxy Web Server (hame or IP
address) field.

3. Enter the proxy IP port in the Proxy Web Server Port field.

4. To bypass the Proxy Servers if a failure occurs, select the Bypass Proxy Servers Upon
Proxy Server Failure check box.

5. Select Forward WLAN Client Requests to Proxy Server if you have wireless clients
configured on the SonicWALL. Select Forward DMZ Client Requests to Proxy Server
if you have DMZ clients configured on the SonicWALL.

6. Click Apply. Once the SonicWALL has been updated, a message confirming the update
is displayed at the bottom of the browser window.

Bypass Proxy Servers Upon Proxy Failure

If a Web proxy server is specified on the Firewall>Web Proxy page, selecting the Bypass
Proxy Servers Upon Proxy Server Failure check box allows clients behind the SonicWALL
to bypass the Web proxy server in the event it becomes unavailable. Instead, the client’s
browser accesses the Internet directly as if a Web proxy server is not specified.

Network>Routing

If you have routers on your LAN, WLAN, DMZ, or WAN, you can configure static routes on
the SonicWALL. Static routing means configuring the SonicWALL to route network traffic to
a specific, predefined destination.

Static routes must be defined if the LAN, WLAN, DMZ, or WAN are segmented into subnets,
either for size or practical considerations. For example, a subnet can be created to isolate a
section of a company, such as finance, from network traffic on the rest of the LAN, WLAN,
DMZ, or WAN.

Static Routes

Static Routes are configured when network traffic is directed to subnets located behind
routers on your network. For instance, you have a router on your network with the IP address
of 192.168.168.254, and there is another subnet on your network with IP address range of
10.0.5.0 - 10.0.5.254 with a subnet mask of 255.255.255.0. To configure a static route to the
10.0.5.0 subnet, follow these instructions:

Click Network, then Routing.

Click Add in the Static Routes section.

Enter 10.0.5.0 in the Destination Network field.

Enter 255.255.255.0 in the Subnet Mask field.

Enter 192.168.168.254 in the Default Gateway field. This is the IP address of the router.
Select LAN from the Interface menu.

Click OK.

N o gk wDd

You can configure up to 256 routes on the SonicWALL.
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Static Route Configuration Example

Static Route configurations allow for multiple subnets separated by an internal (LAN) router

to be supported behind the sonicwall LAN. This option is only be used when the secondary

subnet is accessed through an internal (LAN) router that is between it and the Sonicwall LAN

port. Once static routes are configured, network traffic can be directed to these subnets.

Key terms:

« Destination Network: the network IP address of the remote subnet. The address usually
endsin 0, i.e 10.0.5.0.

e Subnet Mask: the subnet mask of the remote network (i.e. 255.255.255.0)

* Gateway: the IP address of the Internal (LAN) router that is local to the sonicwall.

For example:

SW LAN IP ADDRESS: 192.168.168.1

Subnet mask: 255.255.255.0

Router IP ADDRESS: 192.168.168.254

Secondary Subnet: 10.0.5.0

Subnet mask: 255.255.255.0

If you have an Internal (LAN) router on your network with the IP address of 192.168.168.254,

and there is another subnet on your network with IP address range of 10.0.5.0 - 10.0.5.254

with a subnet mask of 255.255.255.0. To configure a static route to the 10.0.5.0 subnet, follow

these instructions:

Click Network, and then Routing.

1. Click Add in the Static Routes section.

Enter 10.0.5.0 in the Destination Network field.

2.
3. Enter 255.255.255.0 in the Subnet Mask field.
4

Enter 192.168.168.254 in the Default Gateway field. This is the IP address of the internal
(LAN) router that is local to the SonicWall.

Select LAN from the Interface menu.
6. Click OK.

o

Be sure the Internal (LAN) router is configured as follows: If the SonicWall is in NAT
Enabled mode, the internal (LAN) router needs to have a route of last resort (i.e. gateway
address) that is the SonicWall LAN IP address.
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Route Table

GBack + = - @ [3) 4 | Q@Seach G Favortes iMeda 3| By S - = B D

e [ i /7152 168156 17t e |

Liks £]RadoParadie £]0 da €] Widows @ ReaPlyer

SONICWALL

Network Network > Routing
Static Routes

Destination Network Subnet Mask Gateway Interface Configure
No Entries

Add Daleta Al

Routing Table

Destination Link.

Destination Network Subnet Mask Gateway Address
0000 0000 10.0.0.254 WAN
1000254 256.266.265.255 0000 WaN
100830 266.266.255.0 0000 WaN
1008317 256.266.265.255 0000 LANALAN
17248.31.0 266.266.255.0 0000 WLAN
192.168.188.0 266.266.255.0 0000 Lan
192.168.188.17 256.266.265.255 0000 Lan
256.266.265.255 256.266.265.255 0000 Lan

Wireless

Firewall
VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: The configuration has been updated.

& Done [ @ inemet

The Route Table is a list of destinations that the IP software maintains on each host and

router.

Click Route Table to display routing information on the SonicWALL.
The network IP address, subnet mask, gateway address, and the corresponding link are

displayed.

Most of the entries are the result of configuring LAN and WAN network settings. The
SonicWALL LAN, WLAN or DMZ, and WAN IP addresses are displayed as permanently
published at all times.
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ARP Cache

The ARP (Address Resolution Protocol) Cache stores IP or logical addresses received from
ARP replies in order to minimize the number of ARP broadcasts on a network. ARP
broadcasts can degrade network performance if too many broadcast requests are sent over
the network. Once the ARP request is stored, the host does not have to send out ARP
requests for the same IP datagram.

66,17,

s &1Free Hotmal &]windows Meds €]Windows @ ReaPlyer

Network > ARP Apply Cancel |[?]

ARP Cache

ARP Cache entry timeout (minutes): [0

Internet Address Physical Address Interface Timeout

Security Services

= {45 ttatc ockipo = 55, =, G=4GT, misee=1 i =35

wWizards
Help
Logout

Status: The configuration has been updated.

& Done [ @ inemet /

It is sometimes necessary to flush the ARP cache if the IP address has changed for a device
on the network. Since the IP address is linked to a physical address, the IP address can
change but still be associated with the physical address in the ARP Cache. Flushing the ARP
Cache allows new information to be gathered and stored in the ARP Cache. Click Flush ARP
Cache to clear the information.

To configure a specific length of time for the entry to time out, enter a value in minutes in the
ARP Cache entry time out (minutes) field.
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DHCP Server

The SonicWALL DHCP Server distributes IP addresses, subnet masks, gateway addresses,
and DNS server addresses to the computers on your network.

|2 SonicWALL - Administration for 0040101535FF - Microsoft Intemet Explorer provided by SonicWALL,

HEE
Fle Edt View Fawies Took Hep |

Back ~ = - (D [£] 44| DSecach [HFavortes PMeda 3| B S8 - [ B 2
Adebess [€] htip.//192.168 168.17/main hirl E
Links ] Radio Paradise ] Customize Links ] Free Hotmal ] Windows Media 8] Windows @ RealPlayer

SONICWALL > COMPREHENSIVE INTERNET SECURITY

Hetwork

Network > DHCP Server Apply Cancel |[?]

DHCP Server Settings

£ Disable DHCF Semver
 Enable DHCP Server  Configurs
Current DHCP Leases
IP Address Ethernet Address Type Configure

There are currently no leases.

CGurtent: 0. Available Dynarnic: 26 Available Static: 0. Total: 25
\vireless

Firewall
VPN

Users

Security Services
Log
Wizards
Help

Logout

Status: Ready

2] Dore

DHCP Settings

To enable the DHCP Server feature on the SonicWALL, select Enable DHCP Server, and
click Configure. The DHCP Server Configuration window is displayed.

[ [ intemet 7

A DHCP Server Configuration - Microsoft Intemet Explorer provided by SonicWALL. INC. BEE|
Dynartic
Dynamic Ranges

Pz

Range Start: 172.16.31.2

Range End: 172.16.31.25

Interface: WLAN

Default Gateway: 172.16.31.1

Subnet Mask: 255.255 255.0

Domain Name:

DNS Servers: 10.0.15.203 105012852
WINS Servers:

Lease Period: 50

Allow BOOTP Clients to use this range: No

o coeo W beo |
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Configuring DHCP Server

The Dynamic Tab

In the Dynamic Ranges table, the Range Start, Range End, and Interface information is
displayed. To add ranges to the table, click Add.
The Dynamic Ranges Configuration window is displayed.

2 Dynamic Range Configuration - Microsoft Internet Explorer provided by SonicWAL... IEIE E3

General

Interface: LAN =

Range Start: 192 168168 1
Range End. 192 168166 25

Lease Time (minutes)

Gateway Preferences:

Default Gateway: 192.168.168.168
Subnet Mask: 265.256.265.0

™ Allaw BOOTP Clients ta use Range

[Corcel e |

The General Tab

1.

Select LAN or WLAN or DMZ from the Interface menu. If LAN is selected, the IP
addresses are in the same private subnet as the SonicWALL LAN. If WLAN is selected,
the IP addresses are in the same private subnet as the SonicWALL WLAN. If DMZ is
selected, the IP addresses are in the same private subnet as the SonicWALL DMZ.

Enter the beginning IP address in the Range Start field. The default IP address is
appropriate for most networks.

Enter the last IP address in the Range End field. If there are more than 25 computers on
your network, enter the appropriate ending IP address in the Range End field.

Enter the number of minutes an IP address is used before it is issued another IP address
in the Lease Time (minutes) field. 60 minutes is the default value.

Select the gateway from the Gateway Preferences menu. The LAN IP address is the
default value, but you can select Other and enter a different IP address for the gateway.
If you select the SonicWALL LAN IP address from the Gateway Preferences menu, the
Default Gateway and Subnet Mask fields are unavailable. If you select Other, the fields
are available for you to enter the Default Gateway and Subnet Mask information into the
fields.

Select Allow BOOTP Clients to use Range if you have BOOTP Clients on your network.

Click the DNS/WINS tab to continue configuring the DHCP Server feature.
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The DNS/WINS Tab

2 Dynamic Range Configuration - Miciosoft Intemet Explorer provided by SonicwWAL .. [l E3

Domain Name:

& get DNS Servers using SonicWALL's MNetwork settings

© gpecify Manually

DME Senier 1: W
DNE Senier 2: W
DME Senier 3: l—
WINS

WINS Server 1 —
WINS Server 2 —

ok cnco [ op |

9. If you have a domain name for the DNS Server, enter it in the Domain Name field.

10. Set DNS Servers using SonicWALL's Network Settings is selected by default. When
selected, the DNS Server IP fields are unavailable.

11. If you do not want to use the SonicWALL network settings, select Specify Manually, and
enter the IP address of your DNS Server in the DNS Server 1 field. You must specify at
least one DNS server.

12. If you have WINS running on your network, enter the WINS server IP address(es) in the
WINS Server 1 field.

13. Click OK to add the settings to the SonicWALL.
14. Then click Apply for the settings to take effect on the SonicWALL.
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Configuring Static DHCP Entries
Click the Static tab to add static DHCP entries to the SonicWALL. Static entries are IP
addresses assigned to servers requiring permanent IP settings.

TIP! Static DHCP entries should not be configured for computers with IP addresses
configured in Network

10.60.126.52

To configure static entries, click Add.

General

Interfase: LAN =
Static IP Address: [192.168.168.27]
Ethernet Address:

Leage Time (minutes): |50
Gateway Preferences: 192.168.168.168 =

Default Gateway: 192168168165
Subret Mask: |256.266.265.0

AN EEEE T

The General Tab

1. Select LAN, WLAN, or DMZ from the Interface menu. If LAN is selected, the IP
addresses are in the same private subnet as the SonicWALL LAN. If WLAN is selected,
the IP addresses are in the same private subnet as the SonicWALL WLAN. If DMZ is
selected, the IP addresses are in the same private subnet as the SonicWALL DMZ.

2. Enter the device IP address in the Static IP Address field.

3. Enter the device Ethernet (MAC) address in the Ethernet Address field.
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7.
8.

Enter the number of minutes an IP address is used before it is issued another IP address
in the Lease Time (minutes) field. 60 minutes is the default value.

Select the gateway from the Gateway Preferences menu. The LAN IP address is the
default value, but you can select Other and enter a different IP address for the gateway.
If you select the SonicWALL LAN IP address from the Gateway Preferences menu, the
Default Gateway and Subnet Mask fields are unavailable. If you select Other, the fields
are available for you to enter the Default Gateway and Subnet Mask information into the
fields.

Select Allow BOOTP Clients to use Range if you have BOOTP Clients on your network.

Click the DNS/WINS tab to continue configuring the DHCP Server feature.

The DNS/WINS Tab

10.

11.

12.

13.

& Set DN Servers usin 9 SonicVALL'S Network setfings

" Specify Manually
DS Server 1 [10.0.15.203
DN Server 2 [10.50.128 52

DS Server 3

WINS

WiINS Server 1

WINS Server 2:

If you have a domain name for the DNS Server, enter it in the Domain Name field.

Set DNS Servers using SonicWALL’s Network Settings is selected by default. When
selected, the DNS Server IP fields are unavailable.

If you do not want to use the SonicWALL network settings, select Specify Manually, and
enter the IP address of your DNS Server in the DNS Server 1 field. You must specify at
least one DNS server.

If you have WINS running on your network, enter the WINS server IP address(es) in the
WINS Server 1 field.

Click OK to add the settings to the SonicWALL.

Then click Apply for the settings to take effect on the SonicWALL.

The SonicWALL DHCP server can assign a total of 254 dynamic and static IP addresses.
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Current DHCP Leases

The current DHCP lease information is displayed in the Current DHCP Leases table. Each
binding displays the IP address and the Ethernet address along with the type of binding,
Dynamic, Dynamic BOOTP, or Static BOOTP. To delete a binding, which frees the IP
address on the DHCP server, click the Trashcan icon next to the entry. To edit an entry, click
the Notepad icon next to the entry.
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6 Firewall

Network Access Rules are management tools that allow you to define inbound and outbound
access policy, configure user authentication, and enable remote management of the
SonicWALL.

By default, the SonicWALL'’s stateful packet inspection allows all communication from the
LAN to the Internet, and blocks all traffic to the LAN from the Internet. The following behaviors
are defined by the “Default” stateful inspection packet rule enabled in the SonicWALL.:

« Allow all sessions originating from the LAN to the WAN, WLAN, or DMZ.

* Allow all sessions originating from the WLAN or DMZ to the WAN.

« Deny all sessions originating from the WAN to the WLAN or DMZ.

« Deny all sessions originating from the WAN and WLAN or DMZ to the LAN.

Additional Network Access Rules can be defined to extend or override the default rules. For
example, rules can be created that block certain types of traffic such as IRC from the LAN to
the WAN, or allow certain types of traffic, such as Lotus Notes database synchronization,
from specific hosts on the Internet to specific hosts on the LAN, or restrict use of certain
protocols such as Telnet to authorized users on the LAN.

The custom rules evaluate network traffic source IP addresses, destination IP addresses, IP
protocol types, and compare the information to rules created on the SonicWALL. Network
Access Rules take precedence, and can override the SonicWALL's stateful packet
inspection. For example, a rule that blocks IRC traffic takes precedence over the SonicWALL
default setting of allowing this type of traffic.

A

Alert! The ability to define Network Access Rules is a very powerful tool. Using custom rules can
disable firewall protection or block all access to the Internet. Use caution when creating or
deleting Network Access Rules.

Using Bandwidth Management with Access Rules

Bandwidth management allows you to assign guaranteed and maximum bandwidth to
services and also prioritize the outbound traffic. Bandwidth management only applies to
outbound traffic from the SonicWALL to the WAN or any other destination. The minimum
guaranteed bandwidth in Kbps is 20 and the maximum is 100000 kbps. Any rule using
bandwidth management has a higher priority than rules not using bandwidth management.
Rules using bandwidth management based the assigned priority and rules without bandwidth
management are given lowest priority. For instance, if you create a rule for outbound mail
traffic (SMTP) and enable Bandwidth Management with a guaranteed bandwidth of 20 Kbps
and a maximum bandwidth of 40 Kbps, priority of 0, outbound SMTP traffic always has 20
Kbps available to it and can get as much as 40 Kbps. If this is the only rule using Bandwidth
Management, it has priority over all other rules on the SonicWALL. Other rules use the
leftover bandwidth minus 20 Kbps (guaranteed) or minus 40 Kbps (maximum).
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A

Alert! You must select Bandwidth Management on the WAN>Ethernet tab. Click Network, then
Configure in the WAN line of the Interfaces table, and enter your available bandwidth in
the Available WAN Bandwidth (Kbps) field.

Wireless Access Rules

The Firewall Access Rules are automatically updated when certain wireless features are

enabled on the SonicWALL. These features are listed below:

+ Enforce WiFiSec - when selected, the SonicWALL creates inbound and outbound IKE
rules allowing VPN traffic on the WLAN.

* Wireless Guest Services - when selected, the SonicWALL creates a WLAN to HTTP
Management Rule (admin denied) to allow a WGS user to log into the SonicWALL.

e Interclient Communications - a rule denying WLAN to WLAN traffic is enabled by de-
fault on the SonicWALL. If you select Enable, the Interclient Communications rule chang-
es from Deny to Allow.

£

\&L

Note: Wireless Access Rules only apply to the SOHO TZW.

Firewall>Access Rules

The Access Rules page displays a table of defined Network Access Rules. Rules are sorted
from the most specific at the top, to less specific at the bottom of the table. At the bottom of
the table is the Default rule. The Default rule is all IP services except those listed in the
Access Rules page. Rules can be created to override the behavior of the Default rule; for
example, the Default rule allows users on the LAN to access all Internet services, including
NNTP News.
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SONICWALL>

System

Hetwork

Wireless

Firewall

VPN

Users
Security Services

Log

Firewall > Access Rules

Access Rules

Rule Wizard.. [?

MNote: Use the Rule izard to help you create a rule that allows access Lo @ web server, mail senver, or other server from the Intemet.

Priority A&  Source Destination

19216818817

! b Loy
19216816817

2 LAN (AN
19216816817

: LA WAy
192.168.168.17

4 AN (AN

5 192.168.16817
ANy

& 192.168.168.17

war)

7 WLAN AN

& WLAN LAN

a AN WWLAN

10 LAN -

11 * LAN

Defaults

Wizards
Help
Logout

Status: Ready

Service
HTTPS
Management

HTTP
Management

HTTPS
Managerent

HTTPS
Management

Key Exchange
(IKE

Key Exchange
(IKEY

Action

Allow
Allow
Hllow
Alow
Hllow
Allow
Allow
Deny
Deny
Allow

Deny.

Options Enable Configure

& o
@

FORE
> =

2]

[ % intemet

2

You can enable or disable Access Rules by selecting or clearing the check box in the Enable
column. Clicking the Notepad icon allows you to edit an existing rule, or clicking the Trashcan
icon deletes an existing rule. If the two icons are unavailable, the rule cannot be changed or
removed from the list. Rules with a Funnel icon are using bandwidth management.
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Adding Rules using the Network Access Rules Wizard

The Access Rules Wizard takes you step by step through the process of creating network
access rules on the SonicWALL. To launch the Access Rules Wizard, click System, and then
Wizards. Click Network Access Rules. The Wizard is displayed.

A SonicWALL - Network Access Rule Wizard - Microsoft Internet Explorer provided by SonicWALL. INC.

-
SONICWALL® Next> Cancel

1. To continue, click Next.

Type of Rule

2 SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

cess Rule Type

SONICWALL> < Back Next > cancal

2. Select the type of network access rule you want to create, either Public Server Rule or
General. Select Public Server Rule.

3. Click Next.
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Configuring a Public Server Rule
Public Server

2 SonicWALL - Network Access Rule Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

ublic Server

| Authentication -

192.168.158.31]

SONICWALL® <gack | wet> | cancel |

4. Select the type of service for the rule from the Service menu. In this example, select
Web (HTTP) to allow network traffic to a Web Server on your LAN.

5. Type the IP address of the mail server in the IP address field.

6. Select the destination of the network traffic from the Destination Interface menu. In this
case, you are sending traffic to the LAN. Select LAN.

7. Click Next.

3 SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Congratulations!

SONICWALL <gack | oy | camal |

8. Click Apply to complete the wizard and create a Public Server on your network.
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Creating a General Network Access Rule

To launch the Access Rules Wizard, click System, and then Wizards. Click Network Access
Rules. The Wizard is displayed.

A SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

Welcome to the SonicWALL Network Access Rule Wizard

This le.

Next > Cancel

1. To continue, click Next.

Type of Rule

2 SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Step 1: Access Rule Type

i M fferent les.
@ 8]uto-added management rule
Q To contin. Nex

SONICWALL> < Back Next > cancal

2. Select the type of network access rule you want to create, in this case, General.
3. Click Next.
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Service

2 SonicWALL - Network Access Rule Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

o cantinue, click Nex.

SONICHAIT> <ok | wet

cancel |

4. Select the type of service for the rule. If you do not see the service in the list, you must
add it manually to the list of services on the Firewall>Services page.

5. Click Next.
Action

A SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

Step 3: Access Rule A

wity Timeout (minutes): _

o cantinue, click Nex.

SONICHALL> <Back || Neit-

cancel |

6. Select Allow to allow the service to the network, or select Deny to disallow the service
to the network.

7. Type avalue in minutes in the Inactivity Timeout (minutes) field. The default value is 5
minutes.

8. Click Next.
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Source Interface and Address

2 SonicWALL - Network Access Rule Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

cancel |

SONICHAIT> <ok | wet

9. If you have a range of IP addresses, enter the first one in the IP Address Begin field. If
you do not want to specify an IP address, enter “*” in the IP Address Begin field. By
typing *

(an asterisk) in the field, all traffic using the service is either allowed or denied to all
computers on the network.

10. Select the source of the service from the Interface menu. If you want to allow or deny the
service from the Internet, select WAN. To allow or deny the service from any source,
select * from the Interface menu.

Destination Interface and Address

2 SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Step 5: Access Rule Destin

|192.168.168.17
192 168.168.17

SONICWALL> <ack | et~ | camcel |

11. If you have a range of IP addresses, enter the first one in the IP Address Begin field. If
you do not want to specify an IP address, enter “*” in the IP Address Begin field. By
typing “*” in the field, all traffic using the service is either allowed or denied to all
computers on the network.
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12. Select the source of the service from the Interface menu. If you want to allow or deny the
service from the Internet, select WAN. To allow or deny the service from any source,

select * from the Interface menu.
Time

3 SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by 5onicWALL. INC.

Step 6: Access Rule Time

| I W Emm

e, click Next

SONICWALL <gack | wet> | cancel |

13. The rule is always active unless you specify a time period for the rule to be active. For
instance, you can deny access to News (NNTP) between 8 a.m. and 5 p.m. Monday

through Friday, but allow access after work hours and on weekends.

14. Click Next.
Completing the Network Access Rule Wizard

3 SonicWALL - Network Access Rule Wizard - Microsoft Intemet Explorer provided by 5onicWALL. INC.

SONICWALL <Bark Apgly Canvel

15. To use the Network Access Rule Wizard everytime you create a rule, select Use
Network Access Rule Wizard when adding rules. Click Finish.
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Adding Rules

Tip!  You can use the Access Rules Wizard to add rules to the SonicWALL. Click System, then
Wizards, and Access Rules.

To add Access Rules to the SonicWALL, click Add at the bottom of the Access Rules table.
The Add Rule window is displayed.

© Allow € Deny

Any B

Ethemet Address Range Begin Address Range End:
source - A4 [
Destination - - [ [

Comment

Comment:

1. Select Allow or Deny from the Action list depending upon whether the rule is intended
to permit or block IP traffic.

2. Select the name of the service affected by the Rule from the Service list. If the service is
not listed, you must define the service in the Add Service window. The Default service
encompasses all IP services.

3. Select the source of the traffic affected by the rule, either LAN, DMZ or WAN, *(any
source), from the Source Ethernet list.

4. If you want to define the source IP addresses that are affected by the rule, such as
restricting certain users from accessing the Internet, enter the starting IP addresses of
the address range in the Address Range Begin field and the ending IP address in the
Address Range End field. To include all IP addresses, enter * in the Address Range
Begin field.

5. Select the destination of the traffic affected by the rule, either LAN or WAN or *, from the
Destination Ethernet menu.

6. If you want to define the destination IP addresses that are affected by the rule, for
example, to allow inbound Web access to several Web servers on your LAN, enter the
starting IP addresses of the address range in the Address Range Begin field and the
ending IP address in the Address Range End field. To include all IP addresses, enter *
in the Address Range Begin field.

Page 122 SonicWALL SonicOS 2.0s Administrator's Guide



7. Type any comments to help identify the rule in the Comments field.
8. Click the Advanced tab.

2 Add Rule - Microsoft Internet E xplorer provided by SonicWALL. INC.

Schedule

Anply This Rule: [ always |-

10 (24-Hour Farmat)
Sun Elhelsun B

Settings

™ Allow Fragmented Packsts

TCP Connection Inactivity Timeout tminutes): |5

9. Select always from the Apply this Rule menu if the rule is always in effect.

10. Select from the Apply this Rule menu to define the specific time and day of week to
enforce the rule. Type the time of day (in 24-hour format) to begin and end enforcement.
Then select the day of the week to begin and end enforcement.

If you want to enable the rule at different times depending on the day of the week, make
additional rules for each time period.

11. If you would like for the rule to timeout after a period of inactivity, set the amount of time,
in minutes, in the Inactivity Timeout (minutes) field. The default value is 5 minutes.

12. Do not select the Allow Fragmented Packets check box. Large IP packets are often
divided into fragments before they are routed over the Internet and then reassembled at
a destination host. Because hackers exploit IP fragmentation in Denial of Service attacks,
the SonicWALL blocks fragmented packets by default. You can override the default
configuration to allow fragmented packets over PPTP or IPSec.

13. Click the Advanced tab.

14. Select Bandwidth Management, and enter the Guaranteed Bandwidth in Kbps.

15. Type the maximum amount of bandwidth available to the Rule at any time in the
Maximum Bandwidth field.

Rules using Bandwidth Management take priority over rules without bandwidth
management.

16. Assign a priority from 0 (highest) to 7 (lowest) in the Bandwidth Priority list.
17. Click OK.
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Tip!

Although custom rules can be created that allow inbound IP traffic, the SonicWALL does
not disable protection from Denial of Service attacks, such as the SYN Flood and Ping of
Death attacks.

Adding New Rule Examples
The following examples illustrate methods for creating Network Access Rules.

Blocking LAN Access for Specific Services

This example shows how to block LAN access to NNTP servers on the Internet during
business hours.

1.

2.
3.

8.
9.

Click Add to launch the Add window.

Select Deny from the Action settings.

Select NNTP from the Service menu. If the service is not listed in the list, you must to
add it in the Add Service window.

Select LAN from the Source Ethernet menu.

Since all computers on the LAN are to be affected, enter * in the Source Address Range
Begin field.

Select WAN from the Destination Ethernet menu.

Type * in the Destination Address Range Begin field to block access to all NNTP
servers.

Click on the Options tab.
Select from the Apply this Rule list to configure the time of enforcement.

10. Type 8:30 and 17:30 in the hour fields.
11. Select Mon to Fri from the menu.
12. Click OK.
Enabling Ping
By default, your SonicWALL does not respond to ping requests from the Internet. This Rule
allows ping requests from your ISP servers to your SonicWALL.

1.

a s~ w N

Click Add to launch the Add Rule window.

Select Allow from the Action menu.
Select Ping from the Service menu.
Select WAN from the Source Ethernet menu.

Type the starting IP address of the ISP network in the Source Address Range Begin
field and the ending IP address of the ISP network in the Source Address Range End
field.

Select LAN from the Destination Ethernet menu.
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7. Since the intent is to allow a ping only to the SonicWALL, enter the SonicWALL LAN IP
Address in the Destination Address Range Begin field.

8. Click the Options tab.

9. Select Always from the Apply this Rule menu to ensure continuous enforcement.
10. Click OK.

Access Rules> Advanced

Click Advanced underneath Access Rules.The Advanced Rule Options page is displayed.

Guede |- SW-HE

/71921668 168.17/main il
o Paradse &]Google &) Customize Links €] Free Hotmal @] Windows Meda  &]Windows @ ReaPlyer 1%
Google~[ ]| @ seachweb - | g | PaeRak ‘Bl Y | fedaptons y)

SONICWALL>

Firewall > Advanced Rule Options Apply Cancel |[?]

Windows Networking (NetBIOS) Broadcast Pass Through

' From LAN to DMZ.

T From LAN to WAN
Detection Prevention

™ Enable Stealth Mode.

™ Randomize IPID
Dynamic Ports

I Enable supportfar Oracle (SQLNet)

™ Enable support for Windows Messent ger
™ Enable SIP Tr:
' Enable H.323 Transt

' Enable RTSP Transformations.

Source Routed Packets

¥ Drop source routed IP packets

TCP Connection Inactivity Timeout

Default Cannection Timeout (minutes): [5

[T @ e 7

Windows Networking (NetBIOS) Broadcast Pass Through

Computers running Microsoft Windows communicate with one another through NetBIOS
broadcast packets. By default, the SonicWALL blocks these broadcasts. Select From LAN

to DMZ to allow broadcasts from the LAN to the DMZ. Select From LAN to WAN to allow
broadcasts from the LAN to the WAN.

SOHO TZW Only

Select From WLAN to WAN to allow broadcasts from the WLAN to the WAN. Or, select
From WLAN to LAN to allow broadcasts from the WLAN to the WAN.

Detection Prevention
Enable Stealth Mode

By default, the SonicWALL responds to incoming connection requests as either "blocked" or
"open". If you enable Stealth Mode, your SonicWALL does not respond to blocked inbound
connection requests. Stealth Mode makes your SonicWALL essentially invisible to hackers.
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Randomize IP ID

Select Randomize IP ID to prevent hackers using various detection tools from detecting the
presence of a SonicWALL appliance. IP packets are given random IP IDs which makes it
more difficult for hackers to “fingerprint” the SonicWALL appliance.

Dynamic Ports
Select Enable support for Oracle (SQLNet) if you have Oracle applications on your
network.
Select Enable Support for Windows Messenger if you are having problems using Windows
Messenger through the SonicWALL. If Enable Support for Windows Messenger is
selected, it may affect the performance of the SonicWALL.
Select Enable SIP Transformations to support Internet telephony sessions or multimedia
sessions.
Select Enable H.323 Transformations if you are having problems with videoconferencing.
H.323 promotes compatibility for videoconferencing over IP networks as well as
interoperability in audio, video and data transmissions.
Select Enable RTSP Transformations to support on-demand delivery of real-time data,
such as audio and video. RTSP (Real Time Streaming Protocol) is an application-level
protocol for control over delivery of data with real-time properties.

Source Routed Packets
Drop Source Routed Packets is selected by default. Clear the check box if you are testing
traffic between two specific hosts and you are using source routing.

TCP Connection Inactivity Timeout

If a connection to a remote server remains idle for more than five minutes, the SonicWALL
closes the connection. Without this timeout, Internet connections could stay open indefinitely,
creating potential security holes. You can increase the Inactivity Timeout if applications,
such as Telnet and FTP, are frequently disconnected.
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Firewall>Services

Services are anything a server provides to other computers. A service can be as simple as
the computer asking a server for the correct time (NTP) and the server returns a response.
Other types of services provide access to different types of data. Web servers (HTTP)
respond to requests from clients (browser software) for access to files and data. Services are
used by the SonicWALL to configure network access rules for allowing or denying traffic to

the network.

Liks £]Rado Paradie €] Custonize ks @1Free Hotmal €] Windows Media €] Windows @ Reslayer

SONICWALL>

Network

Wireless

Firewall

Firewall > Services 7]

User Defined (Custom) Services

Name Port Start Port End Protocol Enable Logging Configure
Add,
Predefined Services B
Name Port Start Port End Protocol Enable Logging
Autnertication 3 3 Tep [
Chat (IRC) 184 184 TCP 2
Chat (IRC) 6666 BBBE TCP 2
Chat (IRC) 6667 6667 TCP 2
Chat (IRC) 6668 6668 TCP 2
Chat (IRC) 6669 6669 TCP 2
Chat (IRC) B670 6670 TCP 2
Chat (IRC) 7000 7000 TCP 2
cirix 1404 1404 Top 3
= cirix 1604 1604 uoe 3
e Eoo 7 7 Top 3
Securty Servees || Esho 7 7 uor 4
Log Ennanced v ao00 ao00 Tep 4
wizards File Transter (FTF) 7 7 Tep 3
I Filemaker 5003 5003 Tep "
oo Filamaker anna anna 1ne = L
Status: The configuration has heen updated.
@ tore [ @ et 7

User Defined (Custom) Services

If protocol is not listed in the Predefined Services table, you can add it to the User Defined
(Custom) Services table by clicking Add.

2 Add Service - Miciosoft Inteinet Explorer provi... IEE E

Mame:
Fort Range: -
Pratacol -

1. Type the name of the service in the Name field.

2. Type the port number or numbers that apply to the service. A list of well know port
numbers can be found in any networking reference.

3. Select the type of protocol, TCP, UDP, or ICMP from the Protocol menu.

4. Click OK. The service appears in the User Defined (Custom) Services table.
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7 SonicWALL VPN

SonicWALL VPN provides secure, encrypted communication to business partners and
remote offices at a fraction of the cost of dedicated leased lines. Using the SonicWALL
intuitive Web Management Interface, you can quickly create a VPN Security Association to a
remote site. Whenever data is intended for the remote site, the SonicWALL automatically
encrypts the data and sends it over the Internet to the remote site, where it is decrypted and
forwarded to the intended destination.

SonicWALL VPN is based on the industry-standard IPSec VPN implementation, therefore, it
is interoperable with other VPN products, such as Check Point FireWall-1 and Axent Raptor.
Basic VPN terminology definitions are located in Appendix F-Basic VPN Terms and
Concepts.

Before You Start Configuring VPN Tunnels

When designing VPN connections, be sure to document all pertinent IP Addressing
information and create a network diagram to use as a reference. A sample planning sheet is
provided on the next page.

The SonicWALL must have a routable WAN IP Address whether it is dynamic or static.

Be sure that the networks behind the SonicWALLSs are unigue. The same subnets cannot
reside behind two different VPN gateways.

In a VPN network with dynamic and static IP addresses, the VPN gateway with the dynamic
address must initiate the VPN connection.

Site to Site VPN Configurations

Branch Office (Gateway to Gateway) - A SonicWALL is configured to connect to another
SonicWALL via a VPN tunnel. Or, a SonicWALL is configured to connect via IPSec to another
manufacturer’s firewall.

Hub and Spoke Design - All SonicWALL VPN gateways are configured to connect to a
central SonicWALL (hub), such as a corporate SonicWALL. The hub must have a static IP
address, but the spokes can have dynamic IP addresses. If the spokes are dynamic, the hub
must be a SonicWALL.

Mesh Design - All sites connect to all other sites. All sites must have static IP addresses.
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VPN Planning Sheet for Site-to-Site VPN Policies

You need the information below before you begin configuring Site-to-Site VPN Policies.
Site A Site B

Workstation Workstation

LAN IP Address: . LAN IP Address: ___ .
Subnet Mask: . Subnet Mask: .
Default Gateway: . Default Gateway: .
SonicWALL SonicWALL

LAN IP Address: . LAN IP Address: .
WAN IP Address: . . . WAN IP Address: .
Subnet Mask: . Subnet Mask: .
Default Gateway: . Default Gateway: .

Router

Internet Gateway

WAN IP Address: .
Subnet Mask: .
DNS Server #1: .
DNS Server #2: . .

Additional Information
SA Name:
Manual Key, SPI In SPI Out
Enc.Key:
Auth.Key:
If Preshared Secret,
Shared Secret:
Phase 1DH-125
SA Lifetime 28800 or
Phase 1 Enc/Auth DES 3DES AES-128 AES-256 MD5 SHAL (circle)
Phase 2 Enc/Auth DES 3DES AES-128 AES-256 MD5 SHAL (circle)
ARC NULL
___Use this SA as default route for Internet traffic
___IP Addresses use DHCP through this SA
___ Specify destination networks below:
Network/Range Start: .
Range End: .
Subnet Mask: ___.
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Using the VPN Wizard to Configure VPN Security Policy

The VPN Wizard quickly and easily walks you through the steps of configuring a VPN security
policy between two SonicWALL appliances.

Before You Begin
You need IP addressing information for your local network as well as your remote network.
Use the VPN Planning Sheet to record your information.

Creating an IKE using Preshared Secret VPN Policy

You can create a typical VPN Policy using the VPN Wizard to configure an IPSec VPN
security association between two SonicWALL appliances.
1. Click VPN Policy Wizard on the VPN>Settings page to launch the wizard.

1 SonicWALL - VPN Palicy Wizard - Microsoft Intemet Explorer provided by SonicWALL. INC.

SOMICWALL® Next = Cancel

2. Click Next.
VPN Policy Wizard Option

SONICWALL> <Back | Mext» cancel

3. Select Typical and click Next.
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VPN Policy Name and Address

1 SonicWALL - VPN Policy Wizard - Miciosoft Intemet Explorer provided by SonicWALL, INC.

Step 2 VPN Policy Name and Address

ana

SONICWALL® <Back | Ned- | Cancel

4. Type a name for the policy in the Policy Name field. You may want to use the name of a
remote office or other identifying feature so that it is easily identified. Type the IP address

or Fully Qualified Domain Name of the remote destination in the IPSec Gateway Name
or Address field.

5. Click Next.
VPN Destination Networks

3 SonicWALL - VPN Policy Wizard - Microsolt Intemnet Explorer provided by SonicWALL, INC.

2 VP tunnel

192.168.111.0
255 265 256.0]

6. Type the IP address of the network protected by the remote SonicWALL in the Remote
Network field. This is a private IP address on the remote network. Type the subnet mask
in the Remote Netmask field.
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Shared Secret

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Step 4: Shared Secret
Enterthe IKE sh

SONICWALL> <Back | nmew> | cancel |

7. Type a shared secret in the Shared Secret field. Use a combination of letters and
numbers to create a unique secret.

8. Click Next.
Congratulations!

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Congratulations!

SONICWALL> <gack | oy | camcal |

You have now configured a simple VPN tunnel using IKE and a preshared secret. To enable
the VPN policy immediately, click Apply. If you prefer to disable the policy initially, select
Create this Policy Disabled, and then click Apply.
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Creating a Custom VPN Policy using IKE and a Preshared Secret
Click VPN Policy Wizard to launch the wizard.

2 SonicWALL - VPN Policy Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC.

Welcome to the SonicWALL VPN Policy Wizard

SONICWALL> Neid > Cancel

1. Click Next to continue.

VPN Policy Options

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

SONICWALL> < Back Next = Cancel

2. Select Custom, and click Next.
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VPN Policy Name and Address

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Step 2: VPN Policy Name and Address

You must e

Corporate Office

8lee 215 11 1]

o continue, click Nex.

SONICWALL> ~Back Nexd » Cancel

3. Type a name for the policy in the Policy Name field. You may want to use the name of a
remote office or other identifying feature so that it is easily identified. Type the IP address
or Fully Qualified Domain Name of the remote destination in the IPSec Gateway Name
or Address field.

VPN Tunnel Destination Networks

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

192.168.111.0
[255.255.255.0)

SONICWALL> <Back | nmew> | cancel |

4. Type the IP address of the network protected by the remote SonicWALL in the Remote
Network field. This is a private IP address on the remote network. Type the subnet mask
in the Remote Netmask field.

5. Click Next.
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IPSec Keying Mode

/2 SonicWALL - VPN Policy Wizard - Microsoft Intemet Explorer provided by SonicWALL, INC_

Sec Keying Motie

SONICWALL> <gack | nenr | cancel |

6. Select IKE using Preshared Secret as the IPSec Keying Mode.
7. Click Next.

Shared Secret

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

Step 4: Shares
Enterthe

SONICWALL> <Back | nmew> | cancel |

8. Type a shared secret in the Shared Secret field. Use a combination of letters and
numbers to create a unique secret.

9. Click Next.
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IKE Proposal Settings

lorer provided by SonicWALL. INC.

SONICWALL> <Back | nmew> | cancel |

10. Select from the DH Group menu. Diffie-Hellman (DH) key exchange (a key agreement
protocol) is used during phase 1 of the authentication process to establish pre-shared
keys. To compromise between network speed and network security, select Group 2.

Select an encryption method from the Encryption list for the VPN tunnel. If network
speed is preferred, then select DES. If network security is preferred, select 3DES. To
compromise between network speed and network security, select DES.

Select an authentication method from the Authentication list. SHA1L is preferred for
network security.

Keep the default value of 28800 (8 hours) as the Life Time (seconds) for the VPN Policy.
Click Next.

IPSec Proposal
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11. Select ESP from the Protocol menu. ESP is more secure than AH, but AH requires less
processing overhead.

Select 3DES from the Encryption menu. 3DES is extremely secure.
Select SHA1 from the Authentication menu.

Select Enable Perfect Forward Secrecy. The Enable Perfect Forward Secrecy check
box increases the renegotiation time of the VPN tunnel. By enabling Perfect Forward
Secrecy, a hacker using brute force to break encryption keys is not able to obtain other
or future IPSec keys. During the phase 2 renegotiation between two SonicWALL
appliances or a Group VPN SA, an additional Diffie-Hellman key exchange is performed.
Enable Perfect Forward Secrecy adds incremental security between gateways.

If Enable Perfect Forward Secrecy is enabled, select the type of Diffie-Hellman (DH)
Key Exchange (a key agreement protocol) to be used during phase 2 of the
authentication process to establish pre-shared keys.

Leave the default value, 28800, in the Life Time (seconds) field. The keys renegotiate
every 8 hours.

Click Next.
Congratulations!

2 SonicWALL - VPN Policy Wizard - Microsoft Intemnet Explorer provided by SonicWALL, INC.

SONICWALL> <gack | oy | cancel |

You have now configured a simple VPN tunnel using IKE and a preshared secret. To enable
the VPN policy immediately, click Apply. If you prefer to disable the policy initially, select
Create this Policy Disabled, and then click Apply.
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Creating a Manual Key VPN Policy with the VPN Policy Wizard

You can create a custom VPN Policy using the VPN Wizard to configure a different IPSec
method or configure more advanced features for the VPN Policy. Follow the steps in the
previous section, except select Customize instead of Typical.

A SonicWALL - ¥PN Policy Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

Welcome to the SonicWALL VPN Policy Wizard

SONICWALL> M > Cancel

1. Click Next to continue.

VPN Policy Name and Address

A SonicWALL - VPN Poli izard - Microsoft Internet Explorer provided by SonicwWALL. INC_

Step 1: VPN Policy Options

con in the table

m <Back | ne> | cancal |

2. Type the name for the VPN Policy in the Policy Name field.
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VPN Tunnel Destination Networks

A SonicWALL - ¥PN Policy Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

192 168.111.0

255 255 255 10|

SONICWALL> <gack | mews | cancel |

3. Type the IP address range of the remote network into the Remote Network field.
4. Type the remote subnet in the Remote Netmask field.
5. Click Next.

IPSec Keying Mode

A SonicWALL - ¥PN Policy Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

SONICWALL> <gack | mews | cancel

6. Select Manual Key from the IPSec Keying Modes list.
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Manual Key Security Association

A SonicWALL - VPN Policy Wizard - Microsoft Internet Explorer provided by SonicwALL, INC.

Step 5:

afdc5arc

933513c0
=1

3DES

|44492238d791608ebh50a1 a1 ebcBdekBIatfd c7 10d3c50R37 dab3hift

i70deSddh11f2831422d3ad7 d3e0dab23ch5c3h

SONICWALT> <Bark | wod»

7. Define an Incoming SPI and an Outgoing SPI. The SPIs are hexadecimal
(0123456789abcedf) and can range from 3 to 8 characters in length. Or use the default
values.

A

Alert! Each Security Association must have unique SPIs; no two Security Associations can share
the same SPIs. However, each Security Association Incoming SPI can be the same as the
Outgoing SPI.

8. ESP is selected by default from the Protocol menu. ESP is more secure than AH, but
AH requires less processing overhead.

9. 3DES is selected by default from the Encryption Method menu. Type a 48-character
hexadecimal key if you are using 3DES encryption.Type a 16-character hexadecimal key
inthe Encryption Key field if you are using DES or ARCFour encryption. This encryption
key must match the remote SonicWALL's encryption key.

The default 48-character key is a unique key generated every time a VPN Policy is
created.

10. AH is selected by default from the Authentication Key field. When a new SA is created,
a 32-character key is automatically generated in the Authentication Key field. This key
can be used as a valid key. If this key is used, it must also be typed in the Authentication
Key field in the remote SonicWALL. If authentication is not used, this field is ignored.

11. Click Next.
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Completing the VPN Policy Wizard

A SonicWALL - VPN Policy Wizard - Microsoft Internet Explorer provided by SonicwALL, INC.

Congratulations!

m = Hack | Apply | Cancel |

12. The VPN Policy is automatically enabled after you complete the wizard steps. To disable
the VPN Policy, select Create this Policy Disabled. Click Finish to complete the VPN
Policy configuration.
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VPN>Settings

To begin configuring VPN Policies, log into the SonicWALL and click VPN. The default page
is VPN>Settings.

VPN > Settings VPN Policy Wizard... Apply Cancel |[?]

VPN Global Settings

Unigue Firewll Identifier: [0040101535FF

' Enable VPN

VPN Policies

Name. Gateway Destinations___ Crypto Suite Enable  Configure

GroupveN Yy £8P DES HMAC MDS (KE) 14 Wi e
Add Delete Al

Nurnber of Policies Defined = 1. Number of Folicies Enabled = 1. Maxmum Nurber of Policies Allowed = 11

Currently Active VPN Tunnels

Name. Remote Gateway

17216.312-17216.31.2 @
GroupyPN 0001-256.256255.255 P . Group /PN’ 17216312 Be=
Users

Security Services

Log

Wizards
Help

Logout

Status: Ready

&l [ (@ iemet /

Global IPSec Settings

The Global VPN Settings section displays the following information:

¢ Unique Firewall Identifier - the default value is the serial number of the SonicWALL.
You can change the Identifier, and use it for configuring VPN tunnels.

« Enable VPN must be selected to allow VPN policies through the SonicWALL. .

VPN Policies

Tip! VPN Policies can be edited at anytime by clicking on the Notepad icon in the table entry.

All existing VPN Security Associations are displayed in the VPN Policy table. Each entry
displays the following information:

« Name - user-defined name to identify the Security Association.

* Gateway - the IP address of the remote SonicWALL. If 0.0.0.0 is used, no Gateway is
displayed.

« Destinations - the IP addresses of the destination networks.

e Crypto Suite - the type of encryption used

« Enable - selecting the check box enables the VPN Policy. Clearing the check box
disables it.
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« Configure - edit or delete the VPN Policy information. Group VPN has a Save icon for
exporting the configuration to Global VPN Clients.

The number of VPN Policies defined, Policies enabled, and the maximum number of Policies
allowed is displayed below the table.
Currently Active VPN Policies

A list of currently active VPN tunnels is displayed in this section. The table lists the name of
the VPN Policy, the local LAN IP addresses, and the remote destination network IP
addresses as well as the Peer Gateway IP address.

Adding VPN Policies to the SonicWALL

Tip!  You can use the VPN Wizard to add VPN Policies to the SonicWALL. Click System, then
Wizards. Click VPN Wizard to begin configuration.

Configuring Group VPN Policy on the SonicWALL

SonicWALL VPN defaults to a Group VPN setting. This feature facilitates the set up and
deployment of multiple VPN clients by the administrator of the SonicWALL appliance.
Security settings can now be exported to the remote client and imported into the remote VPN
client settings. Group VPN allows for easy deployment of multiple VPN clients making it
unnecessary to individually configure remote VPN clients. Group VPN is only available for
VPN clients and it is recommended to use XAUTH/RADIUS or third party certificates in
conjunction with the Group VPN for added security.

To edit the default settings for Group VPN, click the Notepad icon in the Group VPN entry.
The VPN Policy window is displayed.

IPSeC Keying Mode

Narme:

Shared Secret: [CFEBDERS1ABSBDA2
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VPN Policy>General

IKE using Preshared Secret is the default setting for IPSec Keying Mode. You can also use
Third Party Certificates for authentication. Group VPN is the default policy name and cannot
be changed. A Shared Secret is automatically generated in the Shared Secret field, or you
can generate your own shared secret. Shared Secrets must be minimum of four characters.
Click the Proposals tab to continue the configuration process.

VPN Policy>Proposals

Ipsec (Phase 2) Proposal

Protocal ESP

Encryption: 3DES B

Authentication: SHAT -

™ Enable Perfect Forward Secrecy

DH Group, Group 1 ¢
Life Time (seconds). [28600

In the IKE (Phase 1) Proposal section, select the following settings:

n

3.
4,

Group 2 from the DH Group menu.

3DES from the Encryption menu
SHA1 from the Authentication menu

Leave the default setting, 28800, in the Life Time (secs) field. This setting forces the
tunnel to renegotiate and exchange keys every 8 hours.

In the IPSec (Phase 2) Proposal section, select the following settings:

5.

6.
7.
8

ESP from the Protocol menu
3DES from the Encryption menu
MD5 from the Authentication menu

Select Enable Perfect Forward Secrecy if you want an additional Diffie-Hellman key
exchange as an added layer of security. Then select Group 2 from the DH Group menu.

Leave the default setting, 28800, in the Life Time (secs) field. This setting forces the
tunnel to renegotiate and exchange keys every 8 hours.

10. Click the Advanced tab.
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VPN Policy>Advanced

Default LAN Gateway:  [0.0.0.0

VPN Terminated at;
& LAN CWLAN © LANALAN

Client

¥ Require Authentication of VPN Clients via XAUTH

Tip!  These settings are optional and are not required for VPN tunnel configuration.

« Enable Windows Networking (NetBIOS) broadcast - to allow access to remote net-
work resources by browsing the Windows® Network Neighborhood.

« Apply NAT and Firewall Rules - This feature allows a remote site’s LAN subnet to be
hidden from the corporate site, and is most useful when a remote office’s network traffic
is initiated to the corporate office. The IPSec tunnel is located between the SonicWALL
WAN interface and the LAN segment of the corporation. To protect the traffic, NAT (Net-
work Address Translation) is performed on the outbound packet before it is sent through
the tunnel, and in turn, NAT is performed on inbound packets when they are received. By
using NAT for a VPN connection, computers on the remote LAN are viewed as one ad-
dress (the SonicWALL public address) from the corporate LAN.

A

Alert! Offices can have overlapping LAN IP ranges if the Apply NAT and Firewall Rules feature
is selected.

* Forward Packets to Remote VPNs - allows the remote VPN tunnel to participate in the
SonicWALL routing table. Inbound traffic is decrypted and can be forwarded to a remote
site via another VPN tunnel. Normally, inbound traffic is decrypted and only forwarded to
the SonicWALL LAN or a specific route on the LAN configured on the Routing page lo-
cated in the Network section. Enabling this feature allows a network administrator to cre-
ate a “hub and spoke” network configuration by forwarding inbound traffic to a remote site
via a VPN security association. To create a “hub and spoke” network, select the Forward
Packets to Remote VPNs check box.Traffic can travel from a branch office to a branch
office via the corporate office.

« Default LAN Gateway - used at a central site in conjunction with a remote site using Use
this VPN Tunnel as default route for all Internet traffic. Default LAN Gateway allows
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the network administrator to specify the IP address of the default LAN route for incoming
IPSec packets for this SA. Incoming packets are decoded by the SonicWALL and com-
pared to static routes configured in the SonicWALL. Since packets can have any IP ad-
dress destination, it is impossible to configure enough static routes to handle the traffic.
For packets received via an IPSec tunnel, the SonicWALL looks up a route for the LAN.
If no route is found, the SonicWALL checks for a Default LAN Gateway. If a Default LAN
Gateway is detected, the packet is routed through the gateway. Otherwise, the packet is
dropped.

« VPN Terminated at the LAN, DMZ, or LAN/DMZ - Selecting this option allows you to
terminate a VPN tunnel on a specific destination instead of allowing the VPN tunnel to
terminate on the entire SonicWALL network. By terminating the VPN tunnel to a specific
destination, the VPN tunnel has access to a specific portion of the destination LAN or
DMZ network.

On the SOHO TZW, the DMZ is the WLAN.

Advanced>Client Authentication

« Require Authentication of VPN Clients via XAUTH - requires that all inbound traffic on
this SA is from an authenticated user. Unauthenticated traffic is not allowed on the VPN
tunnel.

VPN Policy>Client

User Name and Password Gaching
Cathe XAUTH User Narme and Password on Client. [Never B

Client
AllowTrafficto | Any Destination B

T Set Default Route as this Gateway

™ Use DHCP to obtain virtual IP for this Connection

T~ Use Default Key for Simple Client Provisioning

User Name and Password Cachong

e« Cache XAUTH User Name and Password - allows the Global VPN Client to cache the
user name and password. Select from Single Session (default), Never, or Always.

Client Connections

¢ Restrict Client to Single Connection - only allows a single connection to the Son-
icCWALL from a VPN client.
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« Allow Traffic to - Client network traffic matching destination networks of each gateway
is sent through the VPN tunnel of that specific gateway. Select from Any Destination,
This Gateway Only, or All Secured Gateways.

« Set Default Route as this Gateway - Enable this check box if all remote VPN connec-

tions access the Internet through this VPN Polciy. You can only configure one VPN Policy
to use this setting.

*« Use DHCP to obtain Virtual IP for this Connection - allows the VPN Client to obtain
an IP address using DHCP over VPN.

Client Initial Provisioning

« Allow Initial Provisioning Using Default Key - the initial Aggressive mode exchange
by the gateway and VPN clients uses a default Preshared Key for authentication.

Configuring a VPN Policy using IKE with Preshared Secret

To manually configure a VPN Policy using IKE with Preshared Secret, follow the steps below:

1. Log into the SonicWALL and click VPN.
2. Click Add. The VPN Policy window is displayed.

IPSeC Keying Mode
Narme:
IPSec Gateway Name or Address

Shared Secret

ion Networks

© Use this VPN Tunnel as defaul raute for all Infermet trafic
st

g DHCP through this VN Tunnel

3. IKE using Preshared Secret is selected by default from the IPSec Keying Mode menu.

Tip!  Use the VPN worksheet at the beginning of this chapter to record your settings. These

settings are necessary to configure the remote SonicWALL and create a successful VPN
connection.

4. Enter a name for the VPN Policy in the Name field.

5. Enter the IP address or gateway name of the REMOTE SonicWALL in the IPSec
Gateway Name or Address field.
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6. Enter acombination of letters, symbols, and numbers as the Shared Secret in the Shared
Secret field.

Tip!  The Shared Secret must be a minimum of four characters.

Destination Networks
7. Choose from the following options:

« Use this VPN Tunnel as the default route for all Internet traffic - select this option
if all remote VPN connections access the Internet through this SA. You can only con-
figure one SA to use this option.

« Destination network obtains IP addresses using DCHP through this SA - select
this option if you are managing your network IP address allocation from a central loca-
tion.

« Specify destination networks below - configure the remote destination network for
your SA. Click Add to add the IP address and subnet mask. You can modify existing
destination networks by click Edit, and delete networks by selecting the network and
clicking Delete.

Proposals
IKE (Phase 1) Proposal

IKE (Phase 1) Proposal

Exchange:

DH Group,

™ Enable Perfect Forward Secrecy

DH Group,

Life Time (seconds).

The default settings offer a secure connection configuration, however, the settings can be
modified to reflect your preferences. In addition to 3DES, AES-128, AES-192, and AES-256
can be selected for encryption methods.

IPSec (Phase 2) Proposal

The default settings offer a secure connection configuration, however, the settings can be
modified to reflect your preferences. In addition to 3DES, AES-128, AES-192, and AES-256
can be selected for encryption methods.

Selecting Enable Perfect Forward Secrecy prevents a hacker using brute force to break
encryption keys from obtaining the current and future IPSec keys. During Phase 2
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negotiation, an additional Diffie-Hellman key exchange is performed. This option adds an
additional layer of security to the VPN tunnel.

Advanced

I Enable Windows Networking (NetBIOS) Broadcast

™ Apply NAT and Firewall Rules

™ Forward packets to remote VPNs

Default LAN Gateway:

VPN Terminated at;

& LAN C DMZ C LANIDMZ

Advanced Settings

Tip!  These settings are optional and are not required for VPN tunnel configuration.

 Enable Keep Alive - Select Enable Keep Alive to allow the VPN tunnel to remain active
or maintain its current connection by listening for traffic on the network segment. Inter-
ruption of the traffic forces the tunnel to renegotiate with the SonicWALL.

« Enable Windows Networking (NetBIOS) broadcast - to allow access to remote net-
work resources by browsing the Windows® Network Neighborhood.

« Require authentication of local users - requires all outbound VPN traffic from this SA
is from an authenticated source.

* Require authentication of remote users - requires all inbound VPN traffic for this SA is
from an authenticated user. Select Remote users behind VPN gateway if remote users
are terminating on the VPN gateway. Select Remote VPN clients behind VPN gateway
if remote Global VPN Clients are required to authenticate using XAUTH.

* Apply NAT and Firewall Rules - This feature allows a remote site’s LAN subnet to be
hidden from the corporate site, and is most useful when a remote office’s network traffic
is initiated to the corporate office. The IPSec tunnel is located between the SonicWALL
WAN interface and the LAN segment of the corporation. To protect the traffic, NAT (Net-
work Address Translation) is performed on the outbound packet before it is sent through
the tunnel, and in turn, NAT is performed on inbound packets when they are received. By
using NAT for a VPN connection, computers on the remote LAN are viewed as one ad-
dress (the SonicWALL public address) from the corporate LAN.
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A

Alert! You cannot use this feature if you have selected Use this VPN Tunnel as the default

A

route for all Internet trafficin the Advanced window.

Alert! Offices can have overlapping LAN IP ranges if the Apply NAT and Firewall Rules feature

£

\&L

is selected.

Forward Packets to Remote VPNs - allows the remote VPN tunnel to participate in the
SonicWALL routing table. Inbound traffic is decrypted and can be forwarded to a remote
site via another VPN tunnel. Normally, inbound traffic is decrypted and only forwarded to
the SonicWALL LAN or a specific route on the LAN configured on the Routing page lo-
cated in the Network section. Enabling this feature allows a network administrator to cre-
ate a “hub and spoke” network configuration by forwarding inbound traffic to a remote site
via a VPN security association. To create a “hub and spoke” network, select the Forward
Packets to Remote VPNs check box.Traffic can travel from a branch office to a branch
office via the corporate office.

Default LAN Gateway - used at a central site in conjunction with a remote site using the

Route all internet traffic through this SA check box. Default LAN Gateway allows the net-
work administrator to specify the IP address of the default LAN route for incoming IPSec

packets for this SA. Incoming packets are decoded by the SonicWALL and compared to

static routes configured in the SonicWALL. Since packets can have any IP address des-
tination, it is impossible to configure enough static routes to handle the traffic. For packets
received via an IPSec tunnel, the SonicWALL looks up a route for the LAN. If no route is

found, the SonicWALL checks for a Default LAN Gateway. If a Default LAN Gateway is

detected, the packet is routed through the gateway. Otherwise, the packet is dropped.

VPN Terminated at the LAN, DMZ, or LAN/DMZ - Selecting this option allows you to
terminate a VPN tunnel on a specific destination instead of allowing the VPN tunnel to
terminate on the entire SonicWALL network. By terminating the VPN tunnel to a specific
destination, the VPN tunnel has access to a specific portion of the destination LAN or
DMZ network.

Note: Onthe SOHO TZW, the DMZ is the WLAN.
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Configuring a VPN Policy using Manual Key

To manually configure a VPN Policy using Manual Key, follow the steps below:

1. Log into the SonicWALL and click VPN.
2. Click Add. The VPN Policy window is displayed.

IPSeC Keying Mode
Narme:

IPSec Gateway Name or Address

ion Networks

© Use this VPN Tunn

3. Select Manual Key from the IPSec Keying Mode menu.

Tip!  Use the VPN worksheet at the beginning of this chapter to record your settings. These
settings are necessary to configure the remote SonicWALL and create a successful VPN
connection.

4. Enter a name for the VPN Policy in the Name field.

5. Enter the IP address or gateway name of the REMOTE SonicWALL in the IPSec
Gateway Name or Address field.

Destination Networks
* Use this SA as the default route for all Internet traffic - select this option if all

remote VPN connections access the Internet through this SA. You can only configure
one SA to use this option.

« Specify destination networks below - configure the remote destination network for
your SA. Click Add to add the IP address and subnet mask. You can modify existing
destination networks by click Edit, and delete networks by selecting the network and
clicking Delete.
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VPN Policy > Proposals

IPSec SA

nnnnnn

Outgaing 8P

Protocal

[orai2se |
ESP B

[ee511a7b2234 aaba05 7 032064 dBcecheB3ca3e2e7 125

[c5110edB 181 b0C0bE21 3316892067 4abd43d

6. Define an Incoming SPI and an Outgoing SPI. The SPIs are hexadecimal
(0123456789abcedf) and can range from 3 to 8 characters in length. Or use the default

values.

A

Alert! Each Security Association must have unique SPIs; no two Security Associations can share
the same SPIs. However, each Security Association Incoming SPI can be the same as the

Outgoing SPI.

7. ESP is selected by default from the Protocol menu. ESP is more secure than AH, but
AH requires less processing overhead.

8. 3DES is selected by default from the Phase 2 Encryption menu. Type a 48-character
hexadecimal key if you are using 3DES encryption.Type a 16-character hexadecimal key
in the Encryption Key field if you are using DES or ARCFour encryption. This encryption
key must match the remote SonicWALL's encryption key.

The default 48-character key is a unique key generated every time a VPN Policy is

created.

9. SHALl s selected by default from the Phase 2 Authentication menu. When a new Policy
is created, a 32-character key is automatically generated in the Authentication Key
field. This key can be used as a valid key. If this key is used, it must also be typed in the
Authentication Key field in the remote SonicWALL. If authentication is not used, this

field is ignored.
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VPN Policy > Advanced

™ Apply NAT and Firewall Rules

™ Forward packets to remote VPNs

Default LAN Gateway:

VPN Terminated at;
& LAN C DMZ C LANIDMZ

These settings are optional and are not required for VPN tunnel configuration.

Require authentication of local users - requires all outbound VPN traffic from this SA
is from an authenticated source.

Require authentication of remote users - requires all inbound VPN traffic for this SA is
from an authenticated user.

Enable Windows Networking (NetBIOS) broadcast - to allow access to remote net-
work resources by browsing the Windows® Network Neighborhood.

Apply NAT and Firewall Rules - This feature allows a remote site’s LAN subnet to be
hidden from the corporate site, and is most useful when a remote office’s network traffic
is initiated to the corporate office. The IPSec tunnel is located between the SonicWALL
WAN interface and the LAN segment of the corporation. To protect the traffic, NAT (Net-
work Address Translation) is performed on the outbound packet before it is sent through
the tunnel, and in turn, NAT is performed on inbound packets when they are received. By
using NAT for a VPN connection, computers on the remote LAN are viewed as one ad-
dress (the SonicWALL public address) from the corporate LAN.

Alert! You cannot use this feature if you have selected Route all internet traffic through this

A

SA in the Advanced window.

Alert! Offices can have overlapping LAN IP ranges if the Apply NAT and Firewall Rules feature

is selected.
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 Forward Packets to Remote VPNs - allows the remote VPN tunnel to participate in the
SonicWALL routing table. Inbound traffic is decrypted and can be forwarded to a remote
site via another VPN tunnel. Normally, inbound traffic is decrypted and only forwarded to
the SonicWALL LAN or a specific route on the LAN configured on the Routing page lo-
cated in the Network section. Enabling this feature allows a network administrator to cre-
ate a “hub and spoke” network configuration by forwarding inbound traffic to a remote site
via a VPN security association. To create a “hub and spoke” network, select the Forward
Packets to Remote VPNs check box.Traffic can travel from a branch office to a branch
office via the corporate office.

« Default LAN Gateway - used at a central site in conjunction with a remote site using the
Use this VPN Tunnel as the default route for all internet traffic. Default LAN Gate-
way allows the network administrator to specify the IP address of the default LAN route
for incoming IPSec packets for this VPN Policy. Incoming packets are decoded by the
SonicWALL and compared to static routes configured in the SonicWALL. Since packets
can have any IP address destination, it is impossible to configure enough static routes to
handle the traffic. For packets received via an IPSec tunnel, the SonicWALL looks up a
route for the LAN. If no route is found, the SonicWALL checks for a Default LAN Gateway.
If a Default LAN Gateway is detected, the packet is routed through the gateway. Other-
wise, the packet is dropped.

« VPN Terminated at the LAN, DMZ, or LAN/DMZ - Selecting this option allows you to
terminate a VPN tunnel on a specific destination instead of allowing the VPN tunnel to
terminate on the entire SonicWALL network. By terminating the VPN tunnel to a specific
destination, the VPN tunnel has access to a specific portion of the destination LAN or
DMZ network.

On the SOHO TZW, the DMZ is the WLAN.
10. Click OK to add the Manual Key VPN Policy to the SonicWALL.
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Configuring Third Party Certificates with the VPN Policy Wizard

X.509 v3 certificate standard is a specification to be used with cryptographic certificates and
allows you to define extensions which you can include with your certificate. SonicWALL has
implemented this standard in its third party certificate support. You can use a certificate
signed and verified by a third party CA to use with a VPN Policy.

A typical certificate consists of two sections: a data section and a signature section. The data
section typically contains information such as the version of X.509 supported by the
certificate, a certificate serial number, information, information about the user’s public key, the
Distinguished Name (DN), validation period for the certificate, optional information such as
the target use of the certificate. The signature section includes the cryptographic algorithm
used by the issuing CA, and the CA digital signature.

To implement the use of certificates for VPN Policies, you must locate a source for a valid CA
certificate from a third party CA service. Once you have a valid CA certificate, you can import
it into the SonicWALL to validate your Local Certificates.Follow the steps in the previous
section, except select Customize instead of Typical.

VPN Policy Wizard

& SonicWALL - ¥PN Policy Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

Step 1: VPN Policy O ns

SONICWALL> = Bark M = Cancel

1. Click Next to continue.
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VPN Policy Name and Address

A SonicWALL - YPN Policy Wizard - Microsoft Internet Explorer provided by SonicWALL, INC.

Remate Office

[66.219.72.200

o, —

7

e

SONICWALL> <ack | mews | Cancel

2. Type the name for the VPN Policy in the Policy Name field.
VPN Tunnel Destination Networks

A SonicWALL - VPN Policy Wizard - Miciosoft Intenet Explorer provided by SonicWALL, INC.

172.31.15.0

[255.256 255 0

=

e

SONICWALL> <Back || mew> | cancel |

3. Type the IP address range of the remote network into the Remote Network field.
4. Type the remote subnet in the Remote Netmask field.
5. Click Next.
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IPSec Keying Mode

A SonicWALL - VPN Policy Wizard - Microsoft Intermnet Explorer provided by SonicwALL, INC.

Step 4: IPSec Keying Mode
tth

m’ <Back | Mext = | Ccancel |

6. Select IKE using 3rd Party Certificates from the IPSec Keying Modes list.
Security Association Certificate

A SonicWALL - VPN Policy Wizard - Miciosoft Intenet Explorer provided by SonicWALL, INC.

Step 5: Security Association Certificate

You need to com

D string to match

To continue, ¢

m <Back | Mext = | Ccancel |

7. Select your third party certificate from the Third Party Certificate menu. Select the 1D
type from the Peer Certificate’s ID Type, and enter the ID string in the ID string to
match field. Click Next.
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8. Select from the DH Group menu. Diffie-Hellman (DH) key exchange (a key agreement
protocol) is used during phase 1 of the authentication process to establish pre-shared
keys. To compromise between network speed and network security, select Group 2.

Select an encryption method from the Encryption list for the VPN tunnel. If network
speed is preferred, then select DES. If network security is preferred, select 3DES. To
compromise between network speed and network security, select DES.

Select an authentication method from the Authentication list. SHA1L is preferred for
network security.

Leave the default value of 28800 (8 hours) as the Life Time (seconds) for the VPN
Policy. Click Next.

IPSec Proposal Settings

SOMICWALL> <gack || news | caneel |

9. ESP is selected by default from the Protocol menu. ESP is more secure than AH, but
AH requires less processing overhead.

SonicWALL VPN Page 159



10. 3DES is selected by default from the Encryption Method menu. Type a 48-character
hexadecimal key if you are using 3DES encryption.Type a 16-character hexadecimal key
in the Encryption Key field if you are using DES or ARCFour encryption. This encryption
key must match the remote SonicWALL's encryption key.

The default 48-character key is a unique key generated every time a VPN Policy is
created.

11. AH is selected by default from the Authentication Key field. When a new SA is created,
a 32-character key is automatically generated in the Authentication Key field. This key
can be used as a valid key. If this key is used, it must also be typed in the Authentication
Key field in the remote SonicWALL. If authentication is not used, this field is ignored.

12. Click Next.

Completing the VPN Policy Wizard

A SonicWALL - YPN Policy Wizard - Microsolt Internet Explorer provided by SonicWALL. INC.

SONICWALL® <Back | Apply |  cancel |

The VPN Policy is automatically enabled after you complete the wizard steps. To disable the
VPN Policy, select Create this Policy Disabled. Click Finish to complete the VPN Policy
configuration.
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Advanced Settings

All of the Advanced Settings for VPN connections are accessed by clicking Advanced in
the menu bar. The following settings are available on the Advanced page:

Apply Cancel |[?]

rking (NetBIOS) Broadcasts

diing

Keep Alive interval (seconds) [240

' Enable IKE Dead Peer Detection

Dead Peer Detection Inteval (seconds) 60

Failure Trigger Level (missed heartosats) i

T~ PN Single Armed mode (stand-alone YPN gateway)

VPN Bandwidth Management

I Enable VPN Bandwidth Management
Guaranteed Bandwidth (Kups): oo
Maxmum Bandwidth (Kps). oo
Pty [ righest 2]

&l [ (@ iemet /

« Disable Windows Networking (NetBIOS) broadcast - Computers running Microsoft
Windows® communicate with one another through NetBIOS broadcast packets. Clear the
Disable Windows Networking (NetBIOS) broadcast check box to access remote net-
work resources by browsing the Windows® Network Neighborhood.

« Enable Fragmented Packet Handling - if the VPN log report shows the log message
"Fragmented IPSec packet dropped"”, select this feature. Do not select it until the VPN
tunnel is established and in operation.

« Enable NAT Traversal - IPSec VPNSs protect traffic exchanged between authenticated
endpoints, but authenticated endpoints cannot be dynamically re-mapped mid-session
for NAT traversal to work. Therefore, to preserve a dynamic NAT binding for the life of an
IPSec session, a 1-byte UDP is designated as a “NAT Traversal keepalive” and acts as
a “heartbeat” sent by the VPN device behind the NAT or NAPT device. The “keepalive”
is silently discarded by the IPSec peer.

Selecting Enable NAT Traversal allows VPN tunnels to support this protocol, and log

messages are generated by the SonicWALL when a IPSec Security Gateway is detected

behind a NAT/NAPT device. The following log messages are found on the View Log tab:

e Peer IPSec Gateway behind a NAT/NAPT device

« Local IPSec Security Gateway behind a NAT/NAPT device

« No NAT/NAPT device detected between IPSec Security
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e Peer IPSec Security Gateway doesn’t support VPN NAT Traversal

« Keep Alive interval (seconds) - Keep Alive Interval (seconds) - the default value is
240 seconds (4 minutes). If Enable Keep Alive is selected on the Advanced Settings
window, this is the interval of time between “heartbeats.”

« Enable IKE Dead Peer Detection - select if you want inactive VPN tunnels to be dropped
by the SonicWALL. Type the number of seconds between “heartbeats” in the Dead peer
detection Interval (seconds) field. The default value is 60 seconds. Type the number of
missed heartbeats in the Failure Trigger Level (missed heartbeats) field. The default
value is 3. If the trigger level is reached, the VPN connection is dropped by the Son-
iCWALL. The SonicWALL uses a UDP packet protected by Phase 1 Encryption as the
heartbeat.

VPN Single-Armed Mode (stand-alone VPN gateway)

VPN Single-Armed Mode allows you to deploy a SonicWALL with single port (WAN) utilized
as a VPN tunnel termination point. Clear text traffic is routed to the single interface and the
data is encapsulated to the appropriate IPSec gateway.

An example of a deployment is to place the SonicWALL between the existing firewall and the
router connected to the Internet. Traffic is sentin clear text to the SonicWALL, then encrypted
and sent to the appropriate VPN Gateway.

@! 192.168.2.2 = @
a2 168,23

%J %J 192.168.2.4
|

0

|
192.168.2.0/24
|

192.168.2.1

10.0.79.1 D1H eadEnd Gateway

SOHO3 in One-Arm
WAN port connected 40 0 79,102

t
192.168.1.2

e Cofrpatiie Flrewall 192.168,1.1 wariEtation

C | )
) L Ethemet 192.168.1.0/24
J

192.168.1.3
-
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If VPN Single-Armed Mode (stand-alone VPN gateway) is enabled, a warning message
appears as follows:

Microsoft Internet Explorer %]

@ Selecting PN Single Armed mode" will make this device accessable only from the YWAN interface
This option will modify the intranet mode and add a HTTPS Management rule

Do you want to continue ?

Click OK to enable the SonicWALL in VPN Single Armed Mode.
Configuring a SonicWALL for VPN Single Armed Mode

You have the following information to configure the IP addresses on the firewalls:

Remote SonicWALL Corporate SonicWALL

WAN IP Address: 66.120.118.11 WAN IP Address:66.120.118.25
Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0
LAN IP Address 192.168.1.1 LAN IP Address: 192.168.3.1
Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0

VPN Single Armed Mode SonicWALL
WAN [P Address: 66.120.118.13
Subnet Mask: 255.255.255.0

LAN IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

To configure a SonicWALL in VPN Single Armed Mode in front of an existing SonicWALL,
follow these steps:

1.
2.

Configure the Remote and Local SonicWALLSs in your preferred networking mode.

Configure a VPN SA using IKE and Pre-shared Secret on the Remote SonicWALL using
the VPN WAN IP address as the IPSec Gateway, and the Local SonicWALL WAN IP
address as the Destination Network.

Configure a Static Route on the Local SonicWALL to send network traffic destined for the
Remote SonicWALL to the VPN SonicWALL.

Configure the VPN SonicWALL in Standard networking mode.

Click Advanced, then Intranet. Select the VPN Single Armed Mode (stand alone VPN
gateway) checkbox, and click Update.
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6. A rule is automatically added to the VPN SonicWALL for HTTPS management from the
WAN. The LAN port is disabled when you configure a SonicWALL for VPN Single Armed
mode.

7. Configure a VPN SA using IKE and Pre-shared Secret on the VPN SonicWALL to
securely connect to the Remote SonicWALL. Enter the Remote SonicWALL WAN IP
address as the IPSec Gateway and the Remote SonicWALL LAN IP Address range as
the Destination Network, if configuring “Many to One NAT".

8. Click Advanced, and then Routes. Enter the Corporate SonicWALL WAN IP address in
the Dest. Network field. Enter the subnet mask in the Subnet Mask field. Enter the Local
SonicWALL WAN IP address as the Gateway, and select WAN from the Link menu.
Click Update.

* Now that all SonicWALLs are configured, network traffic on the corporate SonicWALL
destined for the remote office is routed to the VPN SonicWALL, encrypted, and sent to
the remote SonicWALL.

VPN Bandwidth Management

You can allocate bandwidth to all outbound VPN traffic. To enable VPN Bandwidth
Management, select Enable VPN Bandwidth Management, and enter the amount of
bandwidth in Kbps for VPN guaranteed bandwidth and VPN maximum bandwidth. Select
VPN bandwidth priority from the VPN bandwidth priority menu, O (highest) to 7 (lowest).

Tip!  Bandwidth management is available only on outbound VPN traffic. You cannot configure
individual Security Associations to use bandwidth management.
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DHCP over VPN

DHCP over VPN allows a Host (DHCP Client) behind a SonicWALL obtain an IP address
lease from a DHCP server at the other end of a VPN tunnel. In some network deployments,
it is desirable to have all VPN networks on one logical IP subnet, and create the appearance
of all VPN networks residing in one IP subnet address space. This facilitates IP address

administration for the networks using VPN tunnels.

DHCP Relay Mode
The SonicWALL appliance at the remote and central site are configured for VPN tunnels for
initial DHCP traffic as well as subsequent IP traffic between the sites. The SonicWALL at the
remote site (Remote Gateway) passes DHCP broadcast packets through its VPN tunnel.
The SonicWALL at the central site (Central Gateway) relays DHCP packets from the client
on the remote network to the DHCP server on the central site.

DHCP over a VPN Tunnel

Remote Gateway
216. XXX XXX XXX

==
DHCP Client

DHCP Server

(VPN User)
Remote LAN1

DHCP Client
(VPN User)

DHCP Client
(VPN User)

DHCP Client

(VPN User)
Remote LAN2

DHCP Client
(Unauthorized for VPN)

Printer
Static IP Address

Remote Gateway
B3. XXX XXX XXX

n VPN Tunnel

TELE3 TZ

PRO 30
Remote DMZ2

Web
Server Server

B1.XXX XXX XXX
Central Gateway

GX 6500

Workstation

Workstation

-4

BT XXX XXX.XXX/28 DHCP Client

Mail
Server
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Configuring the Central Gateway for DHCP Over VPN

e G 3|5 S0 E
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E)FreeHomsl €] Windows Meda €] Windows @ Realayer

SONICWALL
System
N B PN > DHCP over vPN Apply Cancel |[?]

Wireless
DHCP over VPN
Objects

Policy
Central Gateway =] |CONfgUIe:

Current DHCP over VPN Leases

1P Address Ethernet Address Lease Time Tunnel Name. Configure

Delete All

| St Syramic: 0 Curent st oo 5

Log

Security Services

Help

Logout

Status: Ready

& [ @ inemet /

To configure DHCP over VPN for the Central Gateway, use the following steps:
1. Log into the Management interface, click DHCP, and then DHCP over VPN.

2. Select Central Gateway from the DHCP Relay Mode menu.
3. Click Configure. The DHCP over VPN Configuration window is displayed.

3 DHCP over VPN Conliguration - Microsoft Internet Explorer provided by So... I EX

[DHEF over VPN Configuration - Microsoft Internet Explarer provided by SoricWALL, INC.]
P Redy

DHC

™ Use Internal DHCP Server
™ For Global ¥PN Client

™ For Remaote Firewall

™ Send DHCP requests to the server addresses listed helow

Add I Edit I Dalatz IDe\eteA\l

Relay IP Address (Optionaly: [0.0.0.0

| Ready

oK | Cancel | Help |

4, Select Use Internal DHCP Server to enable the Global VPN Client or a remote firewall
or both to use an internal DHCP server to obtain IP addressing information.

5. If you want to send DHCP requests to specific servers, select Send DHCP requests to
the server addresses listed below.
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6. Click Add. The IP Address window is displayed.

A Add DHCP Server - Microsoft Internet Explor._. IEIE EX

IP Address [

7. Type the IP addresses of DHCP servers in the IP Address field, and click OK. The
SonicWALL now directs DHCP requests to the specified servers.
8. Type the IP address of a relay server in the Relay IP Address (Optional) field.

To edit an entry in the IP Address table, click Edit. To delete a DHCP Server, highlight the
entry in the IP Address table, and click Delete. Click Delete All to delete all entries.

Configuring DHCP over VPN Remote Gateway

1. Select Remote Gateway from the DHCP Relay Mode menu.

2. Click Configure. The DHCP over VPN Configuration window is displayed.

3 DHCP over VPN Configuration - Microsoft Internet Explorer provided by SonicwALL., INC.

General
Settings

Obtain using DHCF through this 8A: |-Select 54 -
Relay IP Address 0.0.00
Remote Management IP Address 0.0.0.0

v Block traffic through tunnel when IP spoof detected

™ Obtain temporary lease from local DHCP server iftunnel is down

Temporary Lease Time (minutes) 2

[corc 1 op |

3. Select the VPN Security Association to be used for the VPN tunnel from the Obtain
using DHCP through this SA menu.

A

Alert! Only VPN Security Associations using IKE can be used as VPN tunnels for DHCP.

4. The Relay IP address is a static IP address from the pool of specific IP addresses on the
Central Gateway. It should not be available in the scope of DHCP addresses. The
SonicWALL can also be managed through the Relay IP address.
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If you enable Block traffic through tunnel when IP spoof detected, the SonicWALL
blocks any traffic across the VPN tunnel that is spoofing an authenticated user’s IP
address. If you have any static devices, however, you must ensure that the correct
Ethernet address is typed for the device. The Ethernet address is used as part of the
identification process, and an incorrect Ethernet address can cause the SonicWALL to
respond to IP spoofs.

If the VPN tunnel is disrupted, temporary DHCP leases can be obtained from the local
DHCP server. Once the tunnel is again active, the local DHCP server stops issuing
leases. Enable the Obtain temporary lease from local DHCP server if tunnel is down
check box. By enabling this check box, you have a failover option in case the tunnel
ceases to function. If you want to allow temporary leases for a certain time period, enter
the number of minutes for the temporary lease in the Temporary Lease Time box. The
default value is two (2) minutes.

Device Configuration

A

7. To configure Static Devices on the LAN, click Add, and enter the IP address of the

device in the IP Address field and then enter the Ethernet Address of the device in the
Ethernet Address field. An example of a static device is a printer as it cannot obtain an
IP lease dynamically. If you do not have Block traffic through tunnel when IP spoof
detected enabled, it is not necessary to enter the Ethernet address of a device.

You must exclude the Static IP addresses from the pool of available IP addresses on the
DHCP server so that the DHCP server does not assign these addresses to DHCP clients.
You should also exclude the IP address used as the Relay IP Address. Itis
recommended to reserve a block of IP address to use as Relay IP addresses. Click Add,
and enter the Ethernet address in the Ethernet Address field.

Alert! You must configure the local DHCP server on the remote SonicWALL to assign IP leases

A

to these computers.

Alert! If a remote site has trouble connecting to a central gateway and obtaining a lease, verify

that Deterministic Network Enhancer (DNE) is not enabled on the remote computer.

If a static LAN IP address is outside of the DHCP scope, routing is possible to this IP, i.e.

two LANS.
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Current DHCP over VPN Leases

The scrolling window shows the details on the current bindings: IP and Ethernet address of
the bindings, along with the Lease Time, and Tunnel Name. To edit an entry, click the
Notepad icon under Configure for that entry.

To delete a binding, which frees the IP address in the DHCP server, select the binding from
the list, and then click the Trashcon icon. The operation takes a few seconds to complete.
Once completed, a message confirming the update is displayed at the bottom of the Web
browser window.

Click Delete All to delete all VPN leases.

VPN>L2TP Server

You can use Layer 2 Tunneling Protocol (L2TP) to create VPN over public networks such as
the Internet. L2TP provides interoperability between different VPN vendors that protocols
such as PPTP and L2F do not, although L2TP combines the best of both protocols and is an
extension of them. L2TP is supported on Microsoft Windows 2000 Operating System.
L2TP supports several of the authentication options supported by PPP, including Password
Authentication Protocol (PAP), Challenge Handshake Authentication Protocol (CHAP), and
Microsoft Challenge Handshake Authentication Protocol (MS-CHAP). You can use L2TP to
authenticate the endpoints of a VPN tunnel to provide additional security, and you can
implement it with IPSec to provide a secure, encrypted VPN solution.

SonicWALL - Administiation for 0040101535FF - Microsoft Internet Explorer provided by SonicWALL, INC.
Fle Edt View Tooks  Hel
EBack - = - @[3 | Dsewch GlFavortes DMedin 3| B S - EE

Addbess [#] hip//7192.168.168.17/main il -] @
Links @] Radio Paradice &7 Custor inks @] Free Hotmal  &]'Windows Media &7 Windows  dp RealPlayer
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System
e VPN > L2TP Server Apply Cancel | [2

Wiireless

Firewall General

¥ Enable L2TP Server | CoNfigure.

Currently Active L2TP Sessions

User Name PPP IP Interface Authentication Host Name

Users

Security Services

Log

Wizards
Help
Logout

Status: Ready

2| [ [ Intemet 7
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General

To enable L2TP Server functionality on the SonicWALL, select Enable L2TP Server. Then
click Configure to display the L2TP Server Configuration window.

L2TP Server Settings

2 L2TP Server Configuration - Micrasoft Intemet Explarer provided by SonicwALL, INC.

L2TP Server Settings

Keep alive time (secs): 50

DRE Senier 1: 10.50.128.100
DNE Senier 2: 10.50.128.101
WINE Server 1 10.0.0.32

WINE Server 2 0.00.0

IP Address Settings

P address provided by RADIUS Server

@ Use the Local L2TP IP pool

Start IP 192.168.168.100
End IP 192.168.168.125

\ Ready

oK Cancel Help

Configure the following settings:

1. Type the number of seconds in the Keep alive time (secs) field to send special packets
to keep the connection open.

2. Type the IP address of your first DNS server in the DNS Server 1 field.

3. If you have a second DNS server, enter the IP address in the DNS Server 2 field.

4. Type the IP address of your first WINS server in the WINS Server 1 field.

5. If you have a second WINS server, enter the IP address in the WINS Server 2 field.

IP Address Settings

6. Select IP address provided by RADIUS Server if a RADIUS Server provides IP
addressing information to the L2TP clients.

7. Ifthe L2TP Server provides IP addresses, select Use the Local L2TP IP pool. Type the
range of private IP addresses in the Start IP and End IP fields. The private IP addresses
should be a range of IP addresses on the LAN.

8. Click OK.

Adding L2TP Clients to the SonicWALL SonicWALL

To add L2TP clients to the local user database or a RADIUS database, click Users, then Add.
When adding privileges for a user, select L2TP Client as one of the privileges. Then the user
can access the SonicWALL as a L2TP client.
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Currently Active L2TP Sessions

« User Name - the user name assigned in the local user database or the RADIUS user da-
tabase.

* PPP IP - the source IP address of the connection.

* Interface - the enter of interface used to access the L2TP Server, whether it's a VPN cli-
ent or another SonicWALL appliance.

e Authentication - enter of authentication used by the L2TP client.
*« Host Name - the name of the network connecting to the L2TP Server.

SonicWALL Third Party Digital Certificate Support

Tip This section assumes that you are familiar with Public Key Infrastructure (PKI) and the
implementation of digital certificates with VPN.

A digital certificate is an electronic means to verify identity by a trusted third party known as
a Certificate Authority (CA). SonicWALL now supports third party certificates in addition to the
existing Authentication Service. The difference between third party certificates and the
SonicWALL Authentication Service is the ability to select the source for your CA certificate.
Using Certificate Authority Certificates and Local Certificates is a more manual process
than using the SonicWALL Authentication Service; therefore, experience with implementing
Public Key Infrastructure (PKI) is necessary to understand the key components of digital
certificates.

Internet Key Exchange (IKE) is an important part of IPSec VPN solutions, and it can use
digital signatures to authenticate peer devices before setting up security associations.
Without digital signatures, VPN users must authenticate by manually exchanging shared
secrets or symmetric keys. Devices using digital signatures do not require configuration
changes every time a new device is added to the network.

SonicWALL has implemented X.509v3 as its certificate form and CRLv2 for its certificate
revocation list.

SonicWALL supports the following two vendors of Certificate Authority Certificates:

* VeriSign

« Entrust
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Overview of Third Party Digital Certificate Support

X.509 Version 3 Certificate Standard

X.509 v3 certificate standard is a specification to be used with cryptographic certificates and
allows you to define extensions which you can include with your certificate. SonicWALL has
implemented this standard in its third party certificate support. You can use a certificate
signed and verified by a third party CA to use with a VPN SA.

A typical certificate consists of two sections: a data section and a signature section. The data
section typically contains information such as the version of X.509 supported by the
certificate, a certificate serial number, information, information about the user’s public key, the
Distinguished Name (DN), validation period for the certificate, optional information such as
the target use of the certificate. The signature section includes the cryptographic algorithm
used by the issuing CA, and the CA digital signature.

To implement the use of certificates for VPN SAs, you must locate a source for a valid CA
certificate from a third party CA service. Once you have a valid CA certificate, you can import
it into the SonicWALL to validate your Local Certificates.

Current Certificates

Both Certificate Requests and validated Certificates appear in the list of Current
Certificates. The Certificate Details section lists the same information as the CA
Certificate Details section, but a Status entry now appears in the details. If a certificate is
valid and ready to be used with a VPN Security Association, the Status is Verified. If the
certificate is not signed by the CA, the Status is Request Generated. You can also import
the corresponding Signed Certificate in this section. Additionally, Certificate Signing
Requests can be exported and deleted in the Certificate Details section of a Request
Generated certificate.

Importing Certificate with private key

After a certificate is signed by the CA and returned to you, you can import the certificate into

the SonicWALL to be used as a Local Certificate for a VPN Security Association. Use the

following steps to import the certificate into the SonicWALL:

1. Inthe Import Certificate with private key section of Local Certificates, enter the
Certificate Name.

2. Type the Certificate Management Password. This password was created when you
exported your signed certificate.
3. Use Browse to locate the certificate file.
4. Click Import, and the certificate appears in the list of Current Certificates.
5. To view details about the certificate, select it from the list of Current Certificates.
Certificate Details

Both Certificate Requests and validated Certificates appear in the list of Current
Certificates. The Certificate Details section lists the same information as the CA
Certificate Details section, but a Status entry now appears in the details. If a certificate is
valid and ready to be used with a VPN Security Association, the Status is Verified. If the
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certificate is not signed by the CA, the Status is Request Generated. You can also import
the corresponding Signed Certificate in this section. Additionally, Certificate Signing
Requests can be exported and deleted in the Certificate Details section of a Request
Generated certificate.

Certificate Revocation List (CRL)
A Certificate Revocation List (CRL) is a way to check the validity of an existing certificate.
A certificate may be invalid for several reasons:
e Itis no longer needed.
e A certificate was stolen or compromised.
* A new certificate was issued that takes precedence over the old certificate.

If a certificate is invalid, the CA may publish the certificate on a Certificate Revocation List
at a given interval, or on an online server in a X.509 v3 database using Online Certificate
Status Protocol (OCSP). Consult your CA provider for specific details on locating a CRL file
or URL.

Tip The SonicWALL supports obtaining the CRL via HTTP or manually downloading the list.
You can import the CRL by locating the URL and then importing it into the SonicWALL.
Certificates are checked against the CRL by the SonicWALL for validity when they are used.
You can also enter a URL location of the CRL by typing the address in the Enter CRL’s
location for this CA (URL) field. The CRL is downloaded automatically at intervals
determined by the CA service.

Importing a Signed Local Certificate

When the CA service returns the signed certificate request generated locally, import it into the
SonicWALL using the following steps:

1. Inthe Current Certificates section of Local Certificates, select the corresponding
request from the Certificates menu.

2. Click Browse, and select the *.der from the Choose File dialogue box.

3. Click Import Certificate.

4. The certificate is now updated to Verified, and you can now use it for a VPN SA using a
third party certificate.

Configuring a VPN Security Association using IKE and a Third Party
Certificate
To create a VPN SA using IKE and third party certificates, follow these steps:
Click VPN, then Add.
Type a Name for the Security Association in the Name field.
Select a certificate from the Select Certificate list.
Type the Gateway address in the IPSec Gateway Address field.

In the Security Policy section, select the enter of DH group from the Phase 1 DH Group
menu.

6. The SA Lifetime (secs) automatically defaults to 28800 seconds (8 hours).

S <A

SonicWALL VPN Page 173



7. Select the enter of Phase 1 Encryption/Authentication from the menu.
8. Select the enter of Phase 2 Encryption/Authentication from the menu.

9. Inthe Peer Certificate’s ID section, you must select the ID Type from the ID Type menu.
You can select Distinguished Name, E-mail ID, or Domain Name from the menu. Then
cut and paste the information from the Local Certificate into the text field.

10. In the Destination Networks section, select the type of destination for the VPN tunnel:

- Use this SA as default route for all Internet traffic can be used for only one SA, and
routes all VPN traffic destined for the WAN through the SA.

- Destination network obtains IP addresses using DHCP through this VPN tunnel
to allow computers at the VPN destination to obtain IP addresses using DHCP over VPN.

- Specify destination network below If the VPN destination is a specific IP address.

11. Click Add New Network... enter the network IP address and subnet mask in the fields,
and click OK.

Creating a Certificate Signhing Request

To create a certificate for use with a VPN SA, follow these steps:

Tip!  You should create a Certificate Policy to used in conjunction with local certificates. A
Certificate Policy determines the authentication requirements and the authority limits
required for the validation of a certificate.

1. Click VPN, then Local Certificates.

2. Inthe Generate Certificate Signing Request section, enter a name for the certificate in
the Certificate Name field. Using the drop down menus, enter information for the
certificate request. As you enter information in the Request fields, the Distinguished
Name (DN) is created. You may also attach an optional Subject Alternative Name to
the certificate such as the Domain Name or E-mail Address.

3. The Subject Key enter is preset as an RSA algorithm. RSA is a public key cryptographic
algorithm used for encrypting data.

4. Select a Subject Key size from the from the Subject Key Size menu.

5. Not all key sizes are supported by a Certificate Authority, therefore you should check with
your Certificate Authority for supported key sizes.

6. Click Generate to create a certificate file.

7. Once the Certificate Signing Request is generated, a message describing the result is
displayed.

8. Click Export to download the file to your computer, and then click Save to save it to a
directory on your computer.

Now that you have generated the Certificate Request, you can send it to your CA service
for validation.
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VPN>CA Certificates

Importing CA Certificates into the SonicWALL

After your CA service has validated your CA Certificate, you can import it into the
SonicWALL and use it to validate Local Certificates for VPN Security Associations. To
import your CA Certificate into the SonicWALL, use the following steps:

1. Click VPN, then CA Certificates.

2. Click Browse, and locate the PKCS#7 or DER encoded file sent by the CA service.

3. Click Open to set the directory path to the certificate, and then click Import to import the
certificate into the SonicWALL. Once it is imported, you can view the Certificate Details.
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8 Users

The SonicWALL provides a mechanism for user level authentication that gives users access
to the LAN from remote locations on the Internet as well as a means to bypass content
filtering. Also, you can permit only authenticated users to access VPN tunnels and send data
across the encrypted connection.
User level authentication can performed using a local user database, RADIUS, or a
combination of the two applications. The local database on the SonicWALL can support up
to 500 users. If you have more than 500 users, you must use RADIUS for authentication

Users > Status

Active User Status

A list of all current users is displayed in a table at the bottom of the page. The Current Users
table lists the User Name, the IP Address of the user, the Session Time, Time Remaining
of the session, and the Inactivity Remaining time. You can also click the Trashcan icon in
the Logout column to log a user out of the SonicWALL..
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Users>Settings.
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Global User Settings

The settings listed below apply to all users when authenticated through the SonicWALL.

« Inactivity timeout (minutes) - users can be logged out of the SonicWALL after a pre-
configured inactivity time. Enter the number of minutes in this field.

« Limit login session time to (minutes) - you can limit the time a user is logged into the
SonicWALL by selecting the check box and enter the amount of time, in minutes, in the
field.

« Allow unauthenticated VPN users to access DNS - selecting this check box allows un-
authenticated users access to DNS servers across a VPN tunnel with authentication en-
forcement.

¢ Restrict Internet access to privileged users - selecting this feature only allows Internet
access to users configured on the SonicWALL. There is a corresponding check box when
adding a user to the SonicWALL allowing you to grant access to the Internet.

Configuring Users in the SonicWALL Database
* Use RADIUS - Select Use Radius if you have a RADIUS server for authenticating users
accessing the network through the SonicWALL. If you have more than 500 users requir-
ing authentication, you must use a RADIUS server. If you select Use RADIUS, users
must log into the SonicWALL using HTTPS in order to encrypt the password sent to the
SonicWALL. If a user attempts to log into the SonicWALL using HTTP, the browser is
automatically redirected to HTTPS.
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Allow only users listed below - Select this setting if you have a subset of RADIUS users
accessing the SonicWALL. The user names must be added to the internal SonicWALL
user database before they can be authenticated using RADIUS.

Authenticate users listed below - Selecting this option allows you to configure users in
the local database. To add new users, click Add.

£ Add User - Miciosoft Intemet Explarer provided by SonicwALL, INC.

User Name I

Password I

Confirm Password I
™ Access to the Internet when access is restricted
Bypass filters
Access to WPNs

Access fram VPN clignt with XAUTH

Wireless Guest Service user

.
.

.

™ Access from L2TP vPN client
.

= Usge "Easy ACL" with WGS
.

Limited management capabilities

| Ok | | Cancel |

Create a user name and enter it in the User Name field.

Create a password for the user and enter it in the Password field. Passwords are case-
sensitive and should consist of a combination of letters and numbers rather than names
of family, friends, or pets.

Confirm the password by retyping it in the Confirm Password field.
Select from the following list of privileges to assign them to the user:

« Access to the Internet when access is restricted - If you have selected Restrict
Internet to privileged users, you can allow individual users to access the Internet.

» Bypass Filters - select Bypass Filters if the user has unlimited access to the Internet
from the LAN, bypassing Web, News, Java, and ActiveX blocking.

« Access to VPNs - select the check box if the user can send information over the VPN
Security Associations with authentication enforcement.

* Access from VPN Client with XAUTH - select if the user requires XAUTH for
authentication and accesses the firewall via a VPN client.

» Access from L2TP VPN Client - if you have remote L2TP clients accessing the Son-
iCWALL, select this setting to allow the remote user access to the LAN.

» Limited Management Capabilities - By enabling this check box, the user has limited
local management access to the SonicWALL Management interface. The access is
limited to the following pages:

« General - Status, Network, Time

* Log - View Log, Log Settings, Log Reports
» Tools - Restart, Diagnostics minus Tech Support Report
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RADIUS

If Use RADIUS is selected, the Configure button becomes available. Click Configure to set
up your RADIUS server settings on the SonicWALL. The RADIUS Configuration window is
displayed.

2 RADIUS Configuration - Microsoft Intemet Explorer provided by SonicWALL, INC.
Settings

Global RADIUS Settings

RADIUS Server Timeout (seconds) = Retries 3

RADIUS Servers

Primary Server:

IP Address 0.0.00
Port Number: 1812

Shared Secret: I

Secondary Server:

IF Address: 0.0.00
Part Number: 1812

Shared Secret: |

(o< coco W e W er |

1. Define the RADIUS Server Timeout in Seconds. The allowable range is 1-60 seconds
with a default value of 5.

2. Define the number of times the SonicWALL attempts to contact the RADIUS server in the
RADIUS Server Retries field. If the RADIUS server does not respond within the
specified number of retries, the connection is dropped. This field can range between 1
and 10, however 3 RADIUS server retries is recommended.
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RADIUS Servers

3. Specify the settings of the primary RADIUS server in the RADIUS servers section. An
optional secondary RADIUS server can be defined if a backup RADIUS server exists on
the network.

4. Type the IP address of the RADIUS server in the IP Address field.
5. Type the Port Number for the RADIUS server.

6. Type the RADIUS server administrative password or "shared secret" in the Shared
Secret field. The alphanumeric Shared Secret can range from 1 to 31 characters in
length. The shared secret is case sensitive.

7. Ifthere is a secondary RADIUS server, enter the appropriate information in the
Secondary Server section.

8. Type the RADIUS server administrative password or "shared secret" in the Shared
Secret field. The alphanumeric Shared Secret can range from 1 to 31 characters in
length. The shared secret is case sensitive.

RADIUS Users

Click the RADIUS Users tab. You can select the default privileges for all RADIUS users in
this section.

Privileges for all RADIUS Users

"' Allow Inemet aceess (when access is restricted)
™ Bypass fiters

™ Access to YPNs

I~ Access from YPH client with XAUTH

™ Access fram L2TP WPH client

™ wireless Guest Service (MGS) usar

™ EasyWGS MAC Filtering

™ Limited managernent capabiliies

« Access to the Internet when access is restricted - If you have selected Restrict
Internet to privileged users, you can allow individual users to access the Internet.

* Bypass Filters - select Bypass Filters if the user has unlimited access to the Internet
from the LAN, bypassing Web, News, Java, and ActiveX blocking.

» Access to VPNs - select the check box if the user can send information over the VPN
Security Associations with authentication enforcement.

* Access from VPN Client with XAUTH - select if the user requires XAUTH for
authentication and accesses the firewall via a VPN client.

» Access from L2TP VPN Client - allows L2TP clients to connect using RADIUS for
authentication.
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Wireless Guest Services User - select to allow the user wireless access on the Son-
iCWALL and create a permanent account. The user is provided a link to download the
SonicWALL Global VPN Client.

Use “Easy ACL” with WGS - if MAC Filter List is enforced, select this feature to allow
wireless clients to add themselves to the MAC Filter List. Once authenticated, a link is
provided for the user to download the SonicWALL Global VPN Client.

- Limited Management Capabilities - By enabling this check box, the user has lim-
ited local management access to the SonicWALL Management interface. The access
is limited to the following pages:

General - Status, Network, Time

Log - View Log, Log Settings, Log Reports

Tools - Restart, Diagnostics minus Tech Support Report

RADIUS Client Test

You can test your RADIUS Client user name and password by typing in a valid user name in
the User field, and the password in the Password field. If the validation is successful, the

3 RADIUS Configuration - Microsoft Internet Explorer provided by SonicwWALL., INC.

To test the RADIUS settings, enter a valid RADIUS user name and password and
click the Test buttan

User:
Password

Test Status:
Ready

(o coee W coy W b |

Status messages changes to Success. If the validation fails, the Status message changes
to Failure. Once the SonicWALL has been configured, a VPN Security Association requiring
RADIUS authentication prompts incoming VPN clients to enter a User Name and Password
into a dialogue box.

Page 182 SonicWALL SonicOS 2.0s Administrator's Guide



9 Security Services

Security Services>Summary

SonicWALL - Administration for 0040101535FF - Microsoft Interet Explorer provided by SonicWALL, INC.
|| fle Edt Yew Favales ook Heb [
GBack - = - @ 2] 2| QSeach Gl Favales @ecn (BB S - B D
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SONICWALL i
System
N;Wm Security Services > Summary Apply Cancel |7
Wireless
Frewall Security Services Summary
PN
Security Services Server Anti-Virus
E-Mail Filtering Service Free Trial A 056/16/2003
NodesiUsers Subscribed 75
Content Filtering Service Free Trial 75 05/16/2003
B8 E-Mail Filter ViewPoint
Global VPN Client Subscribed 1
VPN Subscribed 5
Anti-virus Free Trial & 05162003
Content Filter

Internet Gontent Fiftering equips SonicWALL Intemet security appliances to monitor usage and control access to objectionable Web content according to
established Acceptable Use Falicies,

Anti-Virus
SonicWALL Ant-Virus is a distributed, gateway-enforced solution that ensures always-on, always-updated anti-virus sofware for every client on your network.

E-Mail Filter
SonicWALL E-mail Filter enables custom rule configuration for filiering patential virus camying e-mail atachments.

To Activate, Upgrade, or Rensw senices, click here

Security Services Settings

Log r R‘Eduteli\nh—vivus and E-Mall Filter raffic for ISDH connections:
Wizards Synehronize | This will synchronize licenses with mySonicWALL com
Help
Logout

Status: The configuration has heen updated.

2 [ [ @ intemet 7

Subscribed Services

A list of currently available services through mysonicwall.com is displayed. Subscribed
services are displayed with Subscribed in the Status column. If the service is limited to a
number of users, the number is displayed in the Nodes column. The service expiration date
is displayed in the Expiration column.

Security Services Settings

Reduce Anti-Virus and E-mail Filter traffic for ISDN connections - Selecting this feature
enables the SonicWALL Anti-Virus to only check daily (every 24 hours) for updates and
reduces the frequency of outbound traffic for users who do not have an “always on” Internet
connection.

Synchronize - Click Synchronize to update the licensing and subscription information on the
SonicWALL.
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Security Services>Content Filtering

The SonicWALL Content Filtering Subscription Service helps organizations increase
productivity and reduce legal and privacy risks by automatically enforcing acceptable use
policies while minimizing administration overhead. Integrated with SonicWALL's line of
Internet security appliances, the SonicWALL Content Filtering subscription enables
organizations such as businesses, schools and libraries to maintain Internet access policies
tailored to their specific needs.

With SonicWALL Content Filtering, network administrators have a flexible tool to provide
comprehensive filtering based on keywords, time of day, trusted and forbidden domain
designations, and file types such as Cookies, Java™ and Activex® for privacy. The
SonicWALL Content Filtering Subscription Service automatically updates the filters, making
maintenance substantially simpler and less time consuming.

SonicWALL Content Filtering can be customized to add or remove specific URLs from the
blocked list and to block specific keywords. When a user attempts to access a site that is
blocked by the SonicWALL, a customized message is displayed on the user’s screen.
SonicWALL Internet security appliances can also be configured to log attempts to access
sites on the SonicWALL Content Filter List, on a custom URL list, and on a keyword list to
monitor Internet usage before putting new usage restrictions in place.

To activate a subscriptions, see the SonicWALL Content Filtering Service User’'s Guide
located at <http://www.sonicwall.com/support/documentation.htmi>.

o
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SONICWALL
System
Network Security Services > Content Filtering Apply Cancel |[?]

Wirsless §
Content Filter Status
Objects
Policy Server s reat)

Subscription Expires On UTC 013/03/2004 00:00:00.000

Log
veN Content Filter Type

SonicWALL CFS -

Apply fiter and Restrict Web Features on

Hich Availahilty

Security Services

™ wiLan
Restrict Web Features

T activex [~ Java [~ Cookies [~ Accessto HTTP Proxy Servers [ Known Fraudulent Certificates

Trusted Domains
T~ Dontblack Java / ActiveX / Cookies to Trusted Domain sites.

Name. Configure

Message to Display when Blocking

e Site Blocked by SonicWALL Filter |

Status: The configuration has been updated. =3l

& Done [ (@ et 2
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Content Filter Status

In this section, you can easily view the status of the Content Filter Server, as well as the date
and time that your subscription expires. The expiration date and time is displayed in Universal
Time Code (UTC) format.

Content Filter Type

There are three types of content filtering available on the SonicWALL.

e SonicWALL CFS - Selecting SonicWALL CFS as the Content Filter List Type allows
you to use the Content Filter List Subscription available as an upgrade as well as cus-
tomize
features such as allowed and forbidden domains as well as content filtering using key-
words.

« N2H2 - N2H2 is a third party content filter software package supported by SonicWALL.
You can obtain more information on N2H2 at [http://www.n2h2.com].

* Websense Enterprise - Websense Enterprise is also a third party content filter list sup-
ported by SonicWALL. You can obtain more information on Websense Enterprise at <ht-
tp:/lwww.websense.com>.

Configuring SonicWALL CFS

Log into the SonicWALL using your administrator name and password. Click Security
Services and then Content Filter. Select SonicWALL CFS from the Content Filter Type
menu, and click Configure. The SonicWALL Filter Properties window is displayed.

‘A SonicWALL Filter Properties - Microsoft Intemet Explorer provided by SonicWALL. INC.

Custom List

Allowed Domains Forbidden Domains

I

EL L L

Keyword Blocking

W Enable Allowed/Forbidden Domains
¥ Enahble Keyword Blocking

™ Disable allweb trafic except for Allowed Domains

ok coo oo |
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Custom List

A

You can customize your URL list to include Allowed Domains and Forbidden Domains. By
customizing your URL list, you can include specific domains to be allowed (accessed),
forbidden (blocked), and include specific keywords to be used to block sites. Select the
checkbox Enable Allowed/Forbidden Domains to activate this feature.

To allow access to a Web site that is blocked by the Content Filter List, click Add, and enter
the host name, such as “www.ok-site.com”, into the Allowed Domains fields. 256 entries can
be added to the Allowed Domains list.

To block a Web site that is not blocked by the Content Filter List, click Add, and enter the
host name, such as “www.bad-site.com” into the Forbidden Domains field. 256 entries can
be added to the Forbidden Domains list.

Alert! Do not include the prefix “http://” in either the Allowed Domains or Forbidden Domains the

fields. All subdomains are affected. For example, entering “yahoo.com” applies to
“mail.yahoo.com” and “my.yahoo.com”.

To remove a trusted or forbidden domain, select it from the appropriate list, and click Delete
Domain. Once the domain has been deleted, the Status bar displays Ready.

Enable Keyword Blocking

To enable blocking using Keywords, select Enable Keyword Blocking.Click Add, and type
the keyword to block in the Add Keyword field, and click OK.

To remove a keyword, select it from the list and click Delete Keyword. Once the keyword has
been removed, the Status bar displays Ready.

Disable all Web traffic except for Allowed Domains

When the Disable Web traffic except for Allowed Domains check box is selected, the
SonicWALL only allows Web access to sites on the Allowed Domains list. With careful
screening, this can be nearly 100% effective at blocking pornography and other objectionable
material.

Settings>Time of Day

The Time of Day feature allows you to define specific times when Content Filtering is
enforced. For example, you could configure the SonicWALL to filter employee Internet access
during normal business hours, but allow unrestricted access at night and on weekends.

Tip Time of Day restrictions only apply to the Content Filter List, Customized blocking and
Keyword blocking. Consent and Restrict Web Features are not affected.

« Block Always

When selected, Content Filtering is enforced at all times.

« Block Between

When selected, Content Filtering is enforced during the time and days specified. Enter the
time period, in 24-hour format, and select the starting and ending day of the week that
Content Filtering is enforced.
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URL List

Block all categories
The SonicWALL uses a Content Filter Service Web server to block access to objectionable
Web sites. The database classifies objectionable Web sites based upon input from a wide
range of social, political, and civic organizations. Select the Block all categories check box
to block all of these categories. Alternatively, you can select categories individually by
selecting the appropriate check box.This page is only available if a Content Filter Service
subscription is activated.
When you register your SonicWALL at <http://www.mysonicwall.com>, you can download a
one month subscription to Content Filter Service. The following is a list of the Content Filter
List categories:

1. Violence 5. Weapons 9. Criminal Skills/lllegal Skills
2. Intimate Apparel/ 6. Hate/Racism 10. Sex Education

Swimsuit

3. Nudism 7. Cult/Occult 11. Gambling

4. Adult/Mature 8. Drugs/lllegal Drugs 12. Alcohol/Tobacco
Content/Pornography

Visit <http://www.sonicwall.com/products/cfs.html> for a detailed description of the criteria
used to define Content Filter Service categories.

Consent

The Consent tab allows you to enforce content filtering on designated computers and provide
optional filtering on other computers. Consent can be configured to require the user to agree
to the terms outlined in an Acceptable Use Policy window before Web browsing is allowed.
To enable the Consent properties, select Require Consent.
¢ Maximum Web usage
In an environment where there are more users than computers, such as a classroom or
library, time limits are often imposed. The SonicWALL can be used to remind users when
their time has expired by displaying the page defined in the Consent page URL field.
Enter the time limit, in minutes, in the Maximum Web usage field. When the default value
of zero (0) is entered, this feature is disabled.

e User Idle Timeout is 5 minutes (configure here)
After a period of Web browser inactivity, the SonicWALL requires the user to agree to the
terms outlined in the Consent page before accessing the Internet again. To configure the
value, follow the link to the Users window and enter the desired value in the User Idle
Timeout section.
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Consent page URL (Optional Filtering)

When a user opens a Web browser on a computer requiring consent, they are shown a
consent page and given the option to access the Internet with or without content filtering.
You must create this Web (HTML) page. It can contain the text from, or links to an
Acceptable Use Policy (AUP).

This page must contain links to two pages contained in the SonicWALL, which, when
selected, tell the SonicWALL if the user wishes to have filtered or unfiltered access. The
link for unfiltered access must be <192.168.168.168/iAccept.html> and the link for filtered
access must be <192.168.168.168/iAcceptFilter.html>, where the SonicWALL LAN IP
Address is used instead of "192.168.168.168".

“Consent Accepted” URL (Filtering Off)

When a user accepts the terms outlined in the Consent page and chooses to access the
Internet without the protection of Content Filtering, they are shown a Web page
confirming their selection. Enter the URL of this page in the “Consent Accepted”
(Filtering Off) field. This page must reside on a Web server and be accessible as a URL
by users on the LAN.

“Consent Accepted” URL (Filtering On)

When a user accepts the terms outlined in the Consent page and chooses to access the
Internet with the protection of Content Filtering, they are shown a Web page confirming
their selection. Enter the URL of this page in the “Consent Accepted” (Filtering On)
field. This page must reside on a Web server and be accessible as a URL by users on
the LAN.

Mandatory Filtered IP Addresses

Consent page URL (Mandatory Filtering)

When a user opens a Web browser on a computer using mandatory content filtering, a
consent page is displayed. You must create the Web page that appears when the Web
browser is opened. It can contain text from an Acceptable Use Policy, and notification that
violations are logged or blocked.

This Web page must reside on a Web server and be accessible as a URL by users on
the LAN. This page must also contain a link to a page contained in the SonicWALL that
tells the SonicWALL that the user agrees to have filtering enabled. The link must be
<192.168.168.168/iAcceptFilter.ntml>, where the SonicWALL LAN IP Address is used
instead of "192.168.168.168".

Type the URL of this page in the Consent page URL (Mandatory Filtering) field and
click OK. Once the SonicWALL has been updated, a message confirming the update is
displayed at the bottom of the Web browser window.

Add New Address

The SonicWALL can be configured to enforce content filtering for certain computers on
the LAN. Enter the IP addresses of these computers in the Add New Address field and
click Submit button. Up to 128 IP addresses can be entered.
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To remove a computer from the list of computers to be filtered, highlight the IP address
in the Mandatory Filtered IP Addresses list and click Delete Address.
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Restrict Web Features

Restrict Web Features enhances your network security by blocking potentially harmful Web
applications from entering your network. Select any of the following applications to block:

Block:
« ActiveX

ActiveX is a programming language that embeds scripts in Web pages. Malicious
programmers can use ActiveX to delete files or compromise security. Select the ActiveX
check box to block ActiveX controls.

e Java

Java is used to download and run small programs, called applets, on Web sites. Itis safer
than ActiveX since it has built-in security mechanisms. Select the Java check box to
block Java applets from the network.

« Cookies

Cookies are used by Web servers to track Web usage and remember user identity.
Cookies can also compromise users' privacy by tracking Web activities. Select the
Cookies check box to disable Cookies.
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e Known Fraudulent Certificates
Digital certificates help verify that Web content and files originated from an authorized
party. Enabling this feature protects users on the LAN from downloading malicious
programs warranted by these fraudulent certificates. If digital certificates are proven
fraudulent, then the SonicWALL blocks the Web content and the files that use these
fraudulent certificates.

Known fraudulent certificates blocked by SonicWALL include two certificates issued on
January 29 and 30, 2001 by VeriSign to an impostor masquerading as a Microsoft
employee.

¢ Access to HTTP Proxy Servers
When a proxy server is located on the WAN, LAN users can circumvent content filtering
by pointing their computer to the proxy server. Check this box to prevent LAN users from
accessing proxy servers on the WAN.

« Don’t Block Java/ActiveX/Cookies to Trusted Domains
Select this option if you have trusted domains using Java, ActiveX, and Cookies. To add
a trusted domain, enter the domain name into the Add Trusted Domain field. Click
Update to add the domain to the list of trusted domains. To delete a domain, select it from
the list, and then click Delete.

Trusted Domains
Trusted Domains can be added in the Restrict Web Features section of the Configure tab.
If you trust content on specific domains, you can select Don’t block Java/ActiveX/Cookies
to Trusted Domains and then add the Trusted Domains to the SonicWALL using the Add
Trusted Domain field. Java scripts, ActiveX, and cookies are not blocked from Trusted
Domains if the checkbox is selected.

Message to Display when Blocking

Enter your customized text to display to the user when access to a blocked site is attempted.
The default message is Web Site blocked by SonicWALL Filter. Any message, including
embedded HTML, up to 255 characters long, can be entered in this field.
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10 SonicWALL Anti-Virus

Overview

By their nature, anti-virus products typically require regular, active maintenance on every PC.
When a new virus is discovered, all anti-virus software deployed within an organization must
be updated with the latest virus definition files. Failure to do so severely limits the
effectiveness of anti-virus software and disrupts productive work time. With more than 50,000
known viruses and new virus outbreaks occurring regularly, the task of maintaining and
updating virus protection can become unwieldy. Unfortunately, many small to medium
businesses don't have adequate IT staff to maintain their anti-virus software. The resulting
gaps in virus defenses may lead to data loss and decreased employee productivity.

The widespread outbreaks of viruses, such as NIMDA and Code Red, illustrate the
problematic nature of virus defense for small and medium businesses. Users without the
most current virus definition files allow these viruses to multiply and infect many other users
and networks. SonicWALL Network Anti-Virus prevents occurrences like these and offers a
new approach to virus protection. SonicWALL Internet Security appliances constantly
monitors the version of the virus definition file and automatically triggers download and
installation of new virus definition files to each user's computer. In addition, the SonicWALL
restricts each user’s access to the Internet until they are protected, therefore acting as an
enforcer of the company'’s virus protection policy. This new approach ensures the most
current version of the virus definition file is installed and active on each PC on the network,
preventing a rogue user from disabling the virus protection and potentially exposing the entire
organization to an outbreak.

You must purchase an Anti-Virus subscription to enforce Anti-Virus through the
SonicWALL. Log into your mysonicwall.com account for more information or contact your
reseller.
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System Requirements for SonicWALL Anti-Virus

Microsoft Windows Version Supported
Windows 95, 98, 98se, ME, NT 4.X (Service Pack 6), XP, and 2000.

Supported Browsers

Microsoft Internet Explorer 5.0 or later. Other browsers can be used on your computer but
Internet Explorer is required for installation.

Hard Disk Space
VirusScan ASaP requires 7 MB of hard disk space over the requirements of Windows for a
swap file. Windows generally needs twice as much free space as the amount of RAM for the
swap file. A Windows 9x operating system with 32 MB of system RAM requires 64 MB free
to operate properly and 7 additional MB for VirusScan ASaP.

System RAM
Minimum 32 MB for Windows 9x and Windows NT 4.x
64 MB or higher is recommended.
Minimum 64 MB for Windows 2000
128 MB or higher is recommended.

Network

SonicWALL Network Anti-Virus is designed to be a Web-based application and requires an
Internet connection to install and update the software. Even though Rumor Technology
shares updates, every computer using VirusScan ASaP must be able to connect to the
Internet and access McAfee.com Web site to start the update process.

VirusScan ASaP only supports anonymous or Windows NT authentication proxies. Port 80
on your firewall must be open for outbound traffic to allow VirusScan ASaP updates.
Rumor technology functions entirely on the local area network (LAN). Port 6515 must be open
on the proxy but can be closed on the firewall. Any network applications operating on the
client computer that open port 6515 causes that node to malfunction as a Rumor server and
also prevent other nodes from updating using Rumor. Also, any network applications running
on the client server that open port 1967 causes the node to malfunction as a Rumor server
or client.

WARNING! Do Not Install Anti-Virus Client Software on a
Network Server. Forcing the installation of Anti-Virus Client
software on a network server may interfere with server
process and is not recommended or supported.
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Configuring SonicWALL Anti-Virus

This section contains detailed information on the activation, installation and configuration of
the SonicWALL Network Anti-Virus subscription. Network Anti-Virus is configured from the
SonicWALL Management Interface.

This section describes:

» Activating the Network Anti-Virus Subscription

e Configuring Network Anti-Virus

* Managing Network Anti-Virus Subscriptions and Reports
* Configuring the Network Anti-Virus E-mail Filter

To access the Anti-Virus status on the SonicWALL, click System on the left side of the
browser window, and then click Status.
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This window displays the current status of the SonicWALL. It contains an overview of the
SonicWALL configuration as well as any other important messages. If a message stating,
“This SonicWALL is not yet registered” is displayed, then it is necessary to complete the
online registration before activating the Network Anti-Virus subscription. Click the link to
<http://www.mysonicwall.com> and complete the online registration process. Your
SonicWALL must be registered before activating Network Anti-Virus.
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Activating Your Subscription

To activate your Anti-Virus subscription, click System, then Licenses. Use the click here link
to log into your mysonicwall.com account. Or click Security Services, then Summary. Use
the click here link to log into your mysonicwall.com account.

Anti-Virus Settings
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The Anti-Virus>Settings page displays the following information:
« Enable Anti-Virus

After activating the Network Anti-Virus subscription, selecting the Enable Anti-Virus
check box enables Anti-Virus enforcement on the network.

«  Number of Anti-Virus Licenses
The number of the current licenses that have been registered for the firewall.

Tip!  Each anti-virus license allows the use of SonicWALL Network Anti-Virus on one computer.
period.

e Expiration Date
The expiration date of the current subscription is displayed.
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Anti-Virus Administration

The Anti-Virus Administration section provides links to reports summarizing Anti-Virus
activity on the network. Administrative activities such as changing passwords and renewing
or adding licenses are also accessed here.

Reports
To view Network Anti-Virus statistics and reports, click the link labeled Create Report.
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This window displays general information about Network Anti-Virus. Information about the
number of desktops protected, and the number of updated and outdated desktops is shown
at the top right corner of the window. The table offers information about the viruses found, the
most common viruses and the most infected computers on the network.
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Add or Renew Licenses

To manage Anti-Virus licenses, click the link labeled Manage Licenses on the Anti-Virus>
Settings page, and type your mysonicwall User Name and Password. Click Submit.
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Add/Renew Anti-Virus Subscription

The standard SonicWALL Network Anti-Virus subscription package can be used to activate
Network Anti-Virus, to increase the number of Anti-Virus licenses or to renew the current
subscription. Since a Network Anti-Virus Activation Key may not be reused, additional
subscription packages are required to add or renew Anti-Virus licenses.

1. Click Renew in the Anti-Virus line of the Licenses>Summary table.

2. Type the New License Key displayed on the back of the Network Anti-Virus
Administrator's Guide or obtained from mysonicwall.com in the New License Key field.
Multiple keys may be required. For example, if you have 30 computers on your network,
you have purchased three 10-user subscriptions. Then, three Activation Keys are used
for activation on the SonicWALL.

3. Click Submit. The operation takes a few seconds to complete. Once completed, the new
number of Anti-Virus licenses appears in the Licenses>Summary table.

A

Alert! When adding licenses, a new subscription is granted with a single new number of licenses
and a single expiration date. Multiple grants are not tracked. The time remaining on the
previous subscription is combined with the new 12-month period of the additional grant to
create a single subscription.
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Renewing the Current Subscription

A Subscription Renewal is the process of renewing the existing Anti-Virus subscriptions and
the number of Anti-Virus licenses does not increase. If the current subscription has 10 users,
a 10-user renewal extends the subscription period by one year, but the total number of users
remains the same.The purchase of a standard Anti-Virus subscription is necessary to renew
a current license.

Tip!  When renewing a Network Anti-Virus subscription, the number of licenses for subscription
renewal must be equal to the number of licenses in the current subscription.

To renew the current subscription, complete the following steps:
1. Click Renew in the Anti-Virus line of the Summary table.

2. Type the Activation Key displayed on the back of the Complete Anti-Virus User’'s Guide
in the New License Key field. Multiple keys can be required for activation. The number
of licenses for renewal must equal the number of existing licenses to renew your
subscription.

3. Click Submit. The operation takes a few seconds to complete. Once completed, the new
expiration date appears in the Anti-Virus Summary window.

Anti-Virus License Sharing

Anti-Virus License Sharing allows you to distribute Anti-Virus licenses among multiple
SonicWALL appliances. License sharing assigns a License Sharing Group (LSG) to a
SonicWALL from which this feature is activated. You may then add other SonicWALL
appliances to the LSG, by their serial numbers and assign them Anti-Virus licenses from the
pool of remaining available licenses in the LSG. To set up a License Sharing Group, follow
the directions below:

1. Log into the Management station and click Security Services.

2. Click Anti-Virus.

3. Click Manage Licenses, and then click Share in the Anti-Virus line of the Summary
table.

4. Type each SonicWALL appliance serial number in the Add a new SonicWALL to the
License Sharing Group, and click Add.

5. The SonicWALL is added to the list for license sharing.

Tip!  You can only add SonicWALL appliances to your group that do not have active Anti-Virus
subscriptions. The SonicWALL appliance must be registered at
<http://www.mysonicwall.com> before it can be added to the group.
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6. Todistribute licenses between the SonicWALL appliance, type the number of licenses for

the first SonicWALL appliance into the Licenses field, and click Update. Repeat for each
SonicWALL appliance.

You can also remove a SonicWALL appliance or redistribute the number of licenses between
the SonicWALL appliances. To remove a SonicWALL appliance, click Remove next to the
SonicWALL serial number. To redistribute licenses, type the new number of licenses into the
License field and click Update. Repeat for each SonicWALL appliance.

The License Availability information changes as you change the license distribution or add
more SonicWALL appliances. A

Configuring Anti-Virus Policies
To configure Anti-Virus Policies, click Anti-Virus and then Configure.

™ Enable WLAN policing

T~ Disable policing from LAN to WLAN

[o5l

Exempt Computers

Enterthe [P addresses of computers that wil be allowed to access the Intemet without VirusScan software.

The following features are available in the Anti-Virus Policies section:

Enable WLAN policing - Selecting Enable WLAN policing enforces anti-virus policies
on computers located on the WLAN.

Disable policing from LAN to WLAN - Choosing this option allows computers on the
LAN to access computers on the WLAN, even if anti-virus software is not installed on the
LAN computers.

Maximum number of days allowed before forcing update - This feature defines the
maximum number of days may access the Internet before the SonicWALL requires the
latest virus date files to be downloaded.

Force Update on Alert - SonicWALL, Inc. broadcasts virus alerts to all SonicWALL ap-
pliances with an Anti-Virus subscription. Three levels of alerts are available, and you may
select more than one.

When an alert is received with this option selected, users are upgraded to the latest
version of VirusScan ASaP before they can access the Internet. This option overrides the
Maximum number of days allowed before forcing update selection.
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In addition, every virus alert is logged, and an alert message is sent to the administrator.
Please refer to the Logging and Alerts section of the SonicWALL Internet Security
Appliance User Guide for instructions on configuring log and E-mail alerts.

- Low Risk - A virus that is not reported in the field and is considered unlikely to be found
in the field in the future has a low risk. Even if such a virus includes a very serious or
unforeseeable damage payload, its risk is still low.

- Medium Risk - If a virus is found in the field, and if it uses a less common infection
mechanism, itis considered to be medium risk. If its prevalence stays low and its payload
is not serious, it can be downgraded to a low risk. Similarly it can be upgraded to high risk
if the virus becomes more and more widespread.

- High Risk - To be assigned a high risk rating, it is necessary that a virus is reported
frequently in the field. Additionally, the payload must have the ability to cause at least
some serious damage. If it causes very serious or unforeseeable damage, high risk may
be assigned even with a lower level of prevalence.

Exempt Computers

SonicWALL Network Anti-Virus currently supports Windows 95, 98, NT, XP, and 2000
platforms. In order to access the Internet, computers with other operating systems must be
exempt from Anti-Virus policies. To ensure full network protection from virus attacks, it is
recommended that only servers and unsupported machines are excluded from protection,
and that third party Anti-Virus software is installed on each machine before excluding that
machine from Anti-Virus enforcement. There are three options for defining exempt
computers:

Enforce Anti-Virus policies for all computers

Selecting this option forces computers to install VirusScan ASaP in order to access the
Internet or the DMZ. This is the default configuration.

Include specified address range in the Anti-Virus

enforcement

Choosing this option allows the administrator to define ranges of IP addresses to receive
Anti-Virus enforcement. If you select this option, specify a range of IP addresses to be
enforced. Any computer requiring enforcement needs a static IP address within the spec-
ified range of IP addresses. Up to 64 IP address ranges can be entered for enforcement.
Exclude specified address range in the Anti-Virus enforcement

Selecting this option allows the administrator to define ranges of IP addresses that are
exempt from Anti-Virus enforcement. If you select this option, specify the range of IP ad-
dresses are exempt. Any computer requiring unrestricted Internet access needs a static
IP address within the specified range of IP addresses. Up to 64 IP address ranges can
be entered.
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Network Anti-Virus E-Mail Filter

The Network Anti-Virus E-Mail Filter allows the administrator to selectively delete or disable
inbound E-mail attachments as they pass through the SonicWALL. This feature provides
control over executable files and scripts, and applications sent as E-mail attachments.

This feature is available only with the purchase of an E-mail Filter subscription.

Click Anti-Virus on the left side of the browser window, and then click E-Mail Filter.

E-Mail Attachment Filtering
The E-mail Attachment Filtering section configures the file extensions that are filtered by
the SonicWALL.
Enable Rapid E-Mail Attachment Filtering
Select this feature to automatically block the most prevalent e-mail viruses on the current
Rapid E-mail Attachment Block List.
Enable E-Mail Attachment Filtering
Select this check box to filter E-mail attachments.
Forbidden File Extensions
Type the file extensions to be filtered in the Add Extension field. Hackers commonly spread
viruses through Visual Basic and Windows Executable files, therefore "vbs" and "exe" are
provided as default extensions for this feature. To add a file extension to the list, type the file
extension in the Add Extension field and click Update. To delete a file extension, select the
file extension from the list, and click Delete Extension.

E-Mail Attachment Filtering Options

In this section, the administrator chooses the action that the SonicWALL performs when

filtering E-mail attachments. The attached file can either be deleted or it can be disabled by

altering the file extension. In either case, the original E-mail text is still sent to the intended

recipient.

« Disable forbidden file by altering the file extension

« Select this option to disable forbidden attachment files as they pass through the Son-
iCWALL. The SonicWALL replaces the third character of file extensions with *_". If the E-
mail attachment is a valid file, the E-mail recipient may return the attachment to its original
file extension without damaging the file.

* Delete forbidden file

« Select this option to delete forbidden attachment files as they pass through the Son-
iCWALL.

Warning Message Text
This is a warning message that can be customized and added to E-mails filtered by the
Network Anti-Virus E-mail Filter. Type the desired warning message in the Warning
Message Text box. Up to 256 alphanumeric characters may be entered.
When you have configured the E-mail Filter settings, click Update. Once the SonicWALL
has been updated, a message confirming the update is displayed at the bottom of the
browser window.
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E-Mail Blocking
Select Block SMTP E-Mail Fragments (Content-Type: message\partial) to enable
blocking of partial e-mail messages. E-mail fragments are e-mail messages with the MIME
Content-Type: message/partial in the header. Partial e-mails can be a security threat by
allowing viruses to escape undetected by virus scanners because they are fragmented. The
virus becomes fully functional once reassembled on the client.
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11 Log

The SonicWALL Internet security appliance provides logging, alerting, and reporting features,
which can be viewed in the Log section of the SonicWALL Web Management Interface.

Log>View

The SonicWALL maintains an Event log which displays potential security threats. This log
can be viewed with a browser using the SonicWALL Web Management Interface, or it can be
automatically sent to an e-mail address for convenience and archiving. The log is displayed

in a table and is sortable by column.
The SonicWALL can alert you of important events, such as an attack to the SonicWALL.
Alerts are immediately e-mailed, either to an e-mail address or to an e-mail pager. Each log
entry contains the date and time of the event and a brief message describing the event.

Click Log on the left side of the browser window. The default view is Log>View.

2 hitp://192.168.168.17/management.html - Microsoft Intenet Explorer provided by SonicWALL., INC. CE]

Fie Edt Vew Favoies Toos Hep

GBack - = - @ [3) 4 | Q@Seach G Favortes iMeda 3| BN S - = B D

s ] 13216 1681 monagonet ol

B

SONICWALL>
System
Network Log > View
Wirsless
Firewal
N Time ¥
031412003 10:34:26.064

0311412003 103328.160
0311412003 103210816
0311412003 10:31 08,608
0311412003 1029:40.576
0311412003 10:28:38.608
0311412003 10:27:31.080
0311412003 1026.27.944
031412003 102532680
0311412003 102430016
0311412003 102327816
0311412003 102229.544
031412003 102130388
0311412003 102026.144

031472003 10:12:18.144

e ———

Status: The configuration has been updated.

Message
Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.
Drop packet received in the clear.

Fort configured to receive IPSEC ONLY.

Source

10.0.20249, 138,
WAN
10.0.37.10,138,
WAN

10.0.15.203,137,
WAN

192.168.188.17, 123,
Lan

10.0.73.262, 6422,
WAN

192.168.188.17, 123,
Lan

10.0.15.143,137,
WAN
10.0.15231,137,
WAN
10.0.20292, 138,
WAN
10.50.190.43, 138,
WAN
10.0.202211,137,
WAN
10.0.30401,137,
WAN

10.0.14.115, 11082,
WAN
10.0.20263, 138,
WAN

10.0.74.152, 5470,
WAN

10.0.20220, 138,

Liks £]Rado Parade €] Custonize ks @1Free Hotmsl @] Windows Media €] Windows @ Reslayer

Clear Log | [E-Mail Log | [?]

Destination Notes. Rule

10.0.255.265, 138,
WAN
10.0.255.265, 138,
WAN
10.0.255.266, 137,
WAN
63.102.96.2,123,
WAN
10.0.255.266, 137,
WAN
205.138.126.83, 123,
WaN
10.0.255.266, 137,
WAN
10.0.15.266,137,
WAN
10.0.255.265, 138,
WAN
10.0.255.265, 138,
WAN
10.0.255.266, 137,
WAN
10.0.265.265, 137,
WAN
10.0.255.266, 137,
WAN
10.0.255.265, 138,
WAN

10.0.255.266, 137,
WAN

10.0.255.265, 138,

[ o |

] Done.

[T @ et 7
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SonicWALL Log Messages

Each log entry contains the date and time of the event and a brief message describing the
event. Itis also possible to copy the log entries from the management interface and paste into
a report.

Dropped TCP, UDP, or ICMP packets

When IP packets are blocked by the SonicWALL, dropped TCP, UDP and ICMP
messages are displayed. The messages include the source and destination IP addresses
of the packet. The TCP or UDP port number or the ICMP code follows the IP address.
Log messages usually include the name of the service in quotation marks.

Blocked Web Sites

When a computer attempts to connect to the blocked site or newsgroup, a log event is
displayed. The computer’s IP address, Ethernet address, the name of the blocked Web
site, and the Content Filter List Code is displayed. Code definitions for the 12 Content
Filter List categories are displayed in the table below:

1. Violence 5. Weapons 9. Criminal Skills/lllegal Skills
2. Intimate Apparel/ 6. Hate/Racism 10. Sex Education

Swimsuit

3. Nudism 7. Cult/Occult 11. Gambling

4. Adult/Mature 8. Drugs/lllegal Drugs 12. Alcohol/Tobacco
Content/Pornography

Descriptions of the categories are available at <http://www.sonicwall.com/products/
cfs.html>.

Blocked Java, etc.

When ActiveX, Java or Web cookies are blocked, messages with the source and
destination IP addresses of the connection attempt is displayed.

Ping of Death, IP Spoof, and SYN Flood Attacks

The IP address of the machine under attack and the source of the attack is displayed. In
most attacks, the source address shown is fake and does not reflect the real source of
the attack.

Some network conditions can produce network traffic that appears to be an attack, even if
no one is deliberately attacking the LAN. Verify the log messages with SonicWALL Tech
Support before contacting your ISP to determine the source of the attack.
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Clear Log
Clicking Clear Log deletes the contents of the log.
E-mail Log

If you have configured the SonicWALL to e-mail log files, clicking E-mail Log sends the
current log files to the e-mail address specified in the Log>Automation>E-mail section.

Log>Categories

You can define which log messages appear in the SonicWALL Event Log. All Log
Categories are enabled by default except Network Debug.

2 SonicWALL - Administration for 004010153618 - Microsoft Intemet Explorer provid

Fie Edt Vew Favortes Took Help

dapack + & - (@D @) | Qoearch GiFavories (Fristory | By Sp B - 5] W

Address [&] hitp: /192,168,168 168main.html

SONICWALL>
System B
Network Log > Categories Apply Cancel | [7
Wireless
Log Gategories
Firewall
VPN ™ Logall Categories
Uezis ¥ System Maintenance ¥ Attacks
Security Services W Gystem Errors V¥ Dropped TCP
Log

<l

Blocked Web Sites

a

Dropped UDP

<
<

Blocked Java et Drapped ICHP

<l

User Activity Netwark Debug

= m

VPN TCP Stats Denied LAN P

mm

80211b Mot

Alerts & SNMP Traps

™ Mentall Categories
I Attacks

¥ gystern Errors

Wizards

Blocked Web Sites

.
Hely
ielp =

VPN Tunnel Status
Logaut

Lol

Status: Ready

&] Done [ [ [ tnternet 7

e Log all Categories
Select Log all Categories to begin logging all event categories.
e System Maintenance
Logs general system activity, such as administrator log ins, and system activations.
e System Errors
Logs problems with DNS, or e-mail.
* Blocked Web Sites

Logs Web sites or newsgroups blocked by the Content Filter List or by customized
filtering.

 Blocked Java, etc.
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Logs Java, ActiveX, and Cookies blocked by the SonicWALL.

e User Activity
Logs successful and unsuccessful log in attempts.

*+ VPN TCP Stats
Logs TCP connections over VPN tunnels.
WLAN 802.11b Management

When selected, 802.11b layer information is logged such as station authentication
pass/falil, station association pass/fail, station unassociation and unauthentication.

* Attacks
Logs messages showing Denial of Service attacks, such as SYN Flood, Ping of Death,
and IP spoofing.

e Dropped TCP
Logs blocked incoming TCP connections.

e Dropped UDP
Logs blocked incoming UDP packets.

« Dropped ICMP
Logs blocked incoming ICMP packets.

* Network Debug
Logs NetBIOS broadcasts, ARP resolution problems, and NAT resolution problems.
Also, detailed messages for VPN connections are displayed to assist the network
administrator with troubleshooting problems with active VPN tunnels. Network Debug
information is intended for experienced network administrators.

e Denied LAN IP
Logs all LAN IP addresses denied by the SonicWALL.

Alerts & SNMP Traps

Alerts are events, such as attacks, which warrantimmediate attention. When events generate
alerts, messages are immediately sent to the e-mail address defined in the Send alerts to
field. Attacks and System Errors are enabled by default, Blocked Web Sites and VPN
Tunnel Status are disabled.

e Alert all Categories

Select Alert all Categories to begin logging of all alert categories.

* Attacks
Log entries categorized as Attacks generate alert messages.

e System Errors
Log entries categorized as System Errors generate alert messages.

* Blocked Web Sites
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Log entries categorized as Blocked Web Sites generate alert messages.

* VPN Tunnel Status
Log entries categorized as VPN Tunnel Status generate alert messages.

Once you have configured the Log Settings window, click Apply. Once the SonicWALL is
updated, a message confirming the update is displayed at the bottom of the browser window.

Log>Automation

Click Log, and then Automation to begin configuring the SonicWALL to send log files using
e-mail and configuring syslog servers on your network.

lfaroies Giiese 3|5 S - I B D
s [ € 15z e m e |
Licks &]Radio Paradise €10 &]Free Hotmall @] Windows Media @]Windows @ RealPlayer

SONICWALL
System
Network Log > Automation Apply Cancel |[?]
Wireless i
E-Mail
Firewal
VPN Mall Gerver (name o IP address):
Users
Send Log to (E-Mall address):

Send Alerts to (E-Mail address):
gend Log [When Full =] every [Sun =] at [o Joo (24-Hour Format)

syslog Servers

Server Name. Server Port Configure

Syslog Event Redundancy Fiterseconds): |50
— o &
Status: The configuration has been updated. Logout Help
&1 Dene [ [ [® Trteret 7\

E-mail
1. Mail Server - to e-mail log or alert messages, type the name or IP address of your mail

server in the Mail Server field. If this field is left blank, log and alert messages are not
e-mailed.

2. Send Log To - type your full e-mail address in the Send log to field to receive the event
log via e-mail. Once sent, the log is cleared from the SonicWALL memory. If this field is
left blank, the log is not e-mailed.

3. Send Alerts To - type your full e-mail address (username@mydomain.com) in the Send
alerts to field to be immediately e-mailed when attacks or system errors occur. Type a
standard e-mail address or an e-mail paging service. If this field is left blank, e-mail alert
messages are not sent.
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4. Send Log /Every /At - The Send Log menu determines the frequency of log e-mail
messages: Daily, Weekly, or When Full. If the Weekly or Daily option is selected, then
select the day of the week the e-mail is sent in the Every menu. If the Weekly or the Daily
option is selected, type the time of day when the e-mail is sent in the At field.

Syslog Servers
In addition to the standard event log, the SonicWALL can send a detailed log to an external
Syslog server. The SonicWALL Syslog captures all log activity and includes every connection
source and destination IP address, IP service, and number of bytes transferred. The
SonicWALL Syslog support requires an external server running a Syslog daemon on UDP
Port 514.
Syslog Analyzers such as SonicWALL ViewPoint or WebTrends Firewall Suite can be used
to sort, analyze, and graph the Syslog data.
To add syslog servers to the SonicWALL, click Add. The Add Auxillary Syslog Server
window is displayed.

‘A Add Ausillary Syslog Server - Miciosoft Inte... EIE B
Mame ot IP Address

Fort 514

1. Type the Syslog server name or IP address in the Name or IP Address field. Messages
from the SonicWALL are then sent to the servers. Up to three Syslog Server IP addresses
can be added.

2. If your syslog is not using the default port of 514, type the port number in the Port
Number field.

3. Click OK.

If the SonicWALL is managed by SGMS, however, the Syslog Server fields cannot be
configured by the administrator of the SonicWALL.

Syslog Event Redundancy Rate (seconds) - The Syslog Event Redundancy Rate setting
prevents repetitive messages from being written to Syslog. If duplicate events occur during
the period specified in the Syslog Event Redundancy Rate field, they are not written to
Syslog as unique events. Instead, the additional events are counted, and then at the end of
the period, a message is written to the Syslog that includes the number of times the event
occurred.

The Syslog Event Redundancy Rate default value is 60 seconds and the maximum value
is 86,400 seconds (24 hours). Setting this value to 0 seconds sends all Syslog messages
without filtering.

Syslog Format - You can choose the format of the Syslog to be Default or WebTrends. If
you select WebTrends, however, you must have WebTrends software installed on your
system.
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Log>Reports

The SonicWALL can perform a rolling analysis of the event log to show the top 25 most
frequently accessed Web sites, the top 25 users of bandwidth by IP address, and the top 25
services consuming the most bandwidth. Click Log on the left side of the browser window,
and then click the Reports.

Liks £]Radio Paadse €] Custonize ks

SONICWALL>

System
Network

Start Data Callection Reset Data

view Data

Reporttoview: | Web Site Hits -] _Refresh Data

N report data is currently collected

Status:

&1 Done [ [® memet 7|

Data Collection
The Reports window includes the following functions and commands:

Start Data Collection

Click Start Data Collection to begin log analysis. When log analysis is enabled, the
button label changes to Stop Data Collection.

Reset Data

Click Reset Data to clear the report statistics and begin a new sample period. The
sample period is also reset when data collection is stopped or started, and when the
SonicWALL is restarted.

View Data

Select the desired report from the Report to view menu. The options are Web Site Hits,
Bandwidth Usage by IP Address, and Bandwidth Usage by Service. These reports
are explained below. Click Refresh Data to update the report. The length of time
analyzed by the report is displayed in the Current Sample Period.
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Web Site Hits

Selecting Web Site Hits from the Report to view menu displays a table showing the URLs
for the 25 most frequently accessed Web sites and the number of hits to a site during the
current sample period.

The Web Site Hits report ensures that the majority of Web access is to appropriate Web
sites. If leisure, sports, or other inappropriate sites appear in the Web Site Hits Report, you
can choose to block the sites.

Bandwidth Usage by IP Address
Selecting Bandwidth Usage by IP Address from the Report to view menu displays a table
showing the IP Address of the 25 top users of Internet bandwidth and the number of
megabytes transmitted during the current sample period.

Bandwidth Usage by Service
Selecting Bandwidth Usage by Service from the Report to view menu displays a table
showing the name of the 25 top Internet services, such as HTTP, FTP, RealAudio, etc., and
the number of megabytes received from the service during the current sample period.
The Bandwidth Usage by Service report shows whether the services being used are
appropriate for your organization. If services such as video or push broadcasts are
consuming a large portion of the available bandwidth, you can choose to block these
services.

Log>ViewPoint
SonicWALL ViewPoint

SonicWALL ViewPoint is a software solution that creates dynamic, Web-based reports of
network activity. ViewPoint generates both real-time and historical reports to provide a
complete view of all activity through your SonicWALL Internet Security Appliance. With
SonicWALL ViewPoint, you are able to monitor network access, enhance network security
and anticipate future bandwidth needs.

SonicWALL ViewPoint

» Displays bandwidth use by IP address and service.

« Identifies inappropriate Web use.

* Presents detailed reports of attacks.

e Collects and aggregates system and network errors.
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12 Configuring Wireless on the SOHO
TZW

The SOHO TZW uses a wireless protocol called IEEE 802.11b, commonly known as Wi-Fi,
and sends data via radio transmissions. Wi-Fi transmission speed is usually faster than
broadband connection speed, but it is slower than Ethernet.

The SonicWALL SOHO TZW combines three networking components to offer a fully secure
wireless firewall: an 802.11b Access Point, a secure wireless gateway, and a stateful firewall
with flexible NAT and VPN termination and initiation capabilities. With this combination, the
SOHO TZW offers the flexibility of wireless without compromising network security.
Typically, the SOHO TZW is the access point for your wireless LAN and serves as the central
access point for computers on your LAN. In addition, it shares a single broadband connection
with the computers on your network. Since the SOHO TZW also provides firewall protection,
intruders from the Internet cannot access the computers or files on your network. This is
especially important for an “always-on” connection such as a cable modem or T1 line that is
shared by computers on a network.

However, wireless LANs are vulnerable to “eavesdropping” by other wireless networks which
means you should establish a wireless security policy for your wireless LAN. Wired
Equivalent Privacy, WEP, should not be used as your only security policy.

On the SOHO TZW, wireless clients connect to the Access Point layer of the firewall. Instead
of bridging the connection directly to the wired network, wireless traffic is first passed to the
Secure Wireless Gateway layer where the client is required to be authenticated via User
Level Authentication. Access to Wireless Guest Services (WGS) and MAC Filter Lists are
managed by the SOHO TZW. It is also at this layer that the SOHO TZW has the capability of
enforcing WiFiSec, an IPSec-based VPN overlay for wireless networking. As wireless
network traffic successfully passes through these layers, it is then passed to the VPN-NAT-
Stateful firewall layer where WiFiSec termination, address translation, and access rules are
applied. If all of the security criteria is met, then wireless network traffic can then pass via one
of the following Distribution Systems (DS):

* LAN

«  WAN

¢ Wireless Client on the WLAN
e VPN tunnel
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Considerations for Using Wireless Connections

Mobility - if the majority of your network is laptop computers, wireless is more portable
than wired connections.

Convenience - wireless networks do not require cabling of individual computers or
opening computer cases to install network cards.

Speed - if network speed is important to you, you may want to consider using Ethernet
connections rather than wireless connections.

Range and Coverage - if your network environment contains numerous physical barriers
or interference factors, wireless networking may not be suitable for your network.
Security - wireless networks have inherent security issues due to the unrestricted nature
of the wireless transmissions. However, the SOHO TZW is a firewall and has NAT
capabilities which provides security, and you can use WiFiSec to secure data
transmissions.

Recommendations for Optimal Wireless Performance

Place the SOHO TZW near the center of your intended network. This can also reduce the
possibility of eavesdropping by neighboring wireless networks.

Minimize the number of walls or ceilings between the SOHO TZW and the receiving
points such as PCs or laptops.

Try to place the TZW in a direct line with other wireless components. Best performance
is achieved when wireless components are in direct line of sight with each other.
Building construction can make a difference on wireless performance. Avoid placing the
TZW near walls, fireplaces, or other large solid objects. Placing the TZW near metal ob-
jects such as computer cases, monitors, and appliances can affect performance of the
unit.

Metal framing, UV window film, concrete or masonry walls, and metallic paint can reduce
signal strength if the TZW is installed near these types of materials.

Installing the TZW in a high place can help avoid obstacles and improve performance for
upper stories of a building.

Neighboring wireless networks and devices can affect signal strength, speed, and range
of the SOHO TZW. Also, devices such as cordless phones, radios, microwave ovens,
and televisions may cause interference on the TZW.

Adjusting the SOHO TZW Antennas

The antennas on the SOHO TZW can be adjusted for the best radio reception. Begin with the
antennas pointing straight up, and then adjust as necessary. Note that certain areas, such as
the area directly below the SOHO TZW, get relatively poor reception. Pointing the antenna
directly at another wireless device does not improve reception. Do not place the antennas
next to metal doors or walls as this can cause interference.
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Wireless Guest Services (WGS)

With your SOHO TZW, you can provide wireless guest services to wireless-equipped users
who are not part of your corporate network, for example, a consultant or a sales person. You
can offer authenticated wireless users access to the Internet through your SOHO TZW while
preventing access to your corporate LAN, or allowing them access to specific resources on
the LAN and unencrypted access to the Internet.

When WGS is active, wireless clients can authenticate and associate with the Access Layer
of the SonicWALL. When a Web browser is launched, the wireless user is prompted to
provide a user name and password to gain access to WGS. The browser is redirected to the
HTTP (unencrypted) management address of the SOHO TZW, but the user name and
password is not transmitted. Instead, a secure hash is transmitted rendering the information
useless to anyone “eavesdropping” on the network. After authentication, users are tracked
and controlled by the client MAC address as well as Account and Session lifetimes.

In order to take advantage of Wireless Guest Services, you must provide a guest with a user
name and password which they use to authenticate themselves using HTTP and a Web
browser, creating a secure HTTP session.

Wireless Node Count Enforcement

Users on the WLAN are not counted towards the node enforcement on the SonicWALL. Only
users on the LAN are counted towards the node limit.

MAC Filter List

802.11b wireless networking protocol provides native MAC address filtering capabilities.
When MAC address filtering occurs at the 802.11 layer, wireless clients are prevented from
authenticating and associating with the wireless access point. Since data communications
cannot occur without authentication and association, access to the network cannot be
granted until the client has given the network administrator the MAC address of their wireless
network card.

The SOHO TZW uses WGS to overcome this limitation by moving MAC address filtering to
the Secure Wireless Gateway layer. This allows wireless users to authenticate and associate
with the Access Point layer of the SonicWALL, and be redirected to the WGS by the Secure
Wireless Gateway where the user authenticates and obtains WLAN to WAN access.

Easy WGS MAC Filtering is an extension of WGS that simplifies the administrative burden of
manually adding MAC addresses to the MAC Filter List. Users can add themselves to the
MAC Filter List by providing a user name and password assigned to them by the SonicWALL
administrator. WGS must be enabled on the SOHO TZW before Easy MAC Filter List can be
implemented.
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WiFiSec Enforcement

Enabling WiFiSec Enforcement on the SonicWALL enforces the use of IPSec-based VPN

for access from the WLAN to the WAN or LAN, and provides access from the WLAN to the

WAN independent of WGS. Access from one wireless client to another is configured on the

Wireless>Advanced page where you can disable or enable access between wireless

clients.

WiFiSec uses the easy provisioning capabilities of the SonicWALL Global VPN client making

it easy for experienced and inexperienced administrators to implement on the network. The

level of interaction between the Global VPN Client and the user depends on the WiFiSec

options selected by the administrator. WiFiSec IPSec terminates on the WLAN/LAN port, and

is configured using the Group VPN Security Policy including noneditable parameters

specifically for wireless access.

e Apply NAT & Firewall Rules - On

* Forward Packets to Remote VPNs - On

« Default LAN Gateway - <management IP Address> if left unspecified

VPN Terminated at the LAN/WLAN - to differentiate between VPN Security
Associations terminated at the WAN port.

SonicOS 2.0s Wireless Features and Enhancements

SonicOS 2.0s introduces a number of new features designed to enhance the functionality,
performance, and versatility of the SOHO TZW.

* Wireless Status Page Updates

e Secure Wireless Bridging

«  WEP-on-Demand

¢« Enhanced Wireless Guest Services
* Dynamic Address Translation

* Flexible Default Route

Wireless Status Page Updates

In addition to providing different status views for Access Point and Wireless Bridge modes,
two new functions have been added to the Wireless > Status page:

« Hyperlinked WLAN Settings - All configurable WLAN settings are now hyperlinked to
their respective pages for configuration. (Present in both Access Point and Wireless
Bridge modes). Enabled features are displayed in green, and disabled features are
displayed in red.

« Automated Station Blocking - Previously, the Station Status view allowed for stations
to be added to the MAC allow list, or disassociated from the SOHO TZW. The disassoci-
ated station, however, could easily re-associate unless other prohibitive actions were tak-
en. This functionality has been enhanced by adding the Block icon. Clicking this icon
disassociates the station and adds the station to the MAC block list.
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SOHO TZW Deployment Scenarios

Office Gateway - Provides secure access for wired and wireless users on your network.

2 SonicWALL - Office Gateway - Microsoft Internet Explorer provided by Sonic... [HIE E

Office Gateway

Wireless Guest
DHCP 172.16.31.4 Internet.-

WAN Port

“LAN Port
WiFiSec Client
DHCP 172.16.31.3

i — —
o - -

WiFiSec Client
DHCP 172.16.31.2 LAHN Desktop LAHN Desktop LAH Server
10.10.10.2 10.10.10.3 10.10.10.201

Secure Access Point - Add secure wireless access to an existing wireless network.

2 SonicWALL - Secure Access Point - Microsoft Internet Explorer provided by ... [HIE E

Secure Access Point

B Corporate LAN
WiFiSec Client
DHCP 172.16.31.2

WiFiSec Client
DHCP 172.16.31.3

WiFiSec Client
DHCP 172.16.31.4
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Guest Internet Gateway - Provide guests controlled wireless access to the Internet only.

) SonicWALL - Guest Internet Gateway - Microsoft Internet Explorer provided b__. M= E3

Guest Internet Gateway

Internet

Wireless Guest Wireless Guest Wireless Guest
DHCP 172.16.31.2 DHCP 172.16.31.3 DHCP 172.16.31.4

Custom Deployment - View all available options and optimize the configuration for your
individual needs.

Configuring the SOHO TZW as an Office Gateway
Log into the SOHO TZW using your administrator's name and password. Click Wizards.

Welcome to the SonicWALL Setup Wizard

1. To begin configuration, click Next. Click Cancel to close the wizard.
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Selecting the Deployment Scenario

SONIGHAT® T |l e

2. Select Office Gateway as the deployment scenario. Click Next.
Changing the Password

SONIGHAI® ok | vew> ==

3. Type a new password in the New Password field. The password should be a unique
combination of letters, or number, or symbols, or a combination of all three for the most

secure password. Avoid names, birthdays, or any obvious words. Retype the password
in the Confirm field. Click Next.
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Selecting Your Time Zone

SONIGHAI® ok | vew> ==

4. Select your Time Zone from the Time Zone menu. The SonicWALL uses an internal
clock to timestamp logs and other functions requiring time. Click Next.

Configuring the WAN Network Mode

SONIGHAI® ok | vew> ==

5. If a DCHP server is detected on the WAN, the SonicWALL defaults to NAT with DHCP
Client network mode. All WAN network settings are automatically detected and used for
the network mode. If a PPPoE server is detected on the WAN, type the user name and
password provided to you by your ISP in the User Name and Password fields. If your
ISP has provided you with a single public IP address and other network information, use
it to configure the SonicWALL WAN settings. Click Next.

Page 218 SonicWALL SonicOS 2.0s Administrator's Guide



Configuring WAN Settings

[10.0.93.17

SONIGHAI® ok | vew> ==

6. If you selected Assigned you a single, static IP address, or assigned you two more
IP addresses, you must have your IP address information from your ISP to fill in the
above fields.

Configuring LAN Settings

192.168.168.17]

255.255.255.0

SONIGHAI® ok | vew> ==

7. Type aprivate IP address in the SonicWALL LAN IP Address field. The default private
IP address is acceptable for most configurations. Type the subnet in the Subnet Mask
field. Click Next.
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Configuring WLAN 802.11b Settings

SONIGHAI® ok | vew> ==

8. The Service Set ID (SSID) identifies your wireless network. It can be up to 32
alphanumeric characters long and is case-sensitive. Select the desired channel for your
wireless port. Channel 11 is selected by default and is the most commonly used channel.
Click Next.

Configuring WiFiSec - VPN Client User Authentication

SONIGHAI® ok | vew> ==

9. WiFiSec and Group VPN are automatically enabled on the SonicWALL using the default
settings associated with each feature. To add a user with VPN Client privileges, type a
user name and password in the User Name and Password fields. When users access
the SonicWALL using the VPN client, they are prompted for a user name and password.
Click Next.
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Configuring Wireless Guest Services

SONIGHAI® ok | vew> ==

10. When Wireless Guest Services is selected, guests on your WLAN are permitted access
only to the WAN and are required to log in when accessing the Internet. Up to 10 users
by default can use the same guest account. Type in the account name and password in
the Account Name and Password fields. Configure the Account Lifetime and the
Session Timeout times.

SonicWALL Configuration Summary

SONICWALL> <Back Aoy Cancel

11. The Configuration Summary page displays all of the settings configured using the
Deployment Scenario Wizard. To change any of the settings, click Back until you see
the settings you want to change. To use this configuration on the SonicWALL, click

Apply.
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Storing SonicWALL Configuration

Please wait while the SonicWALL configuration is updated.

12. Wait for the settings to take effect on the SonicWALL.
Congratulations!

Congratulations!

13. When the settings are applied to the SonicWALL, the Congratulations page is
displayed. Click Restart to complete the configuration.
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Configuring the SOHO TZW as a Secure Access Point

Log into the SOHO TZW using your administrator's name and password. Click Wizards.

Welcome to the SonicWALL Setup Wizard

1. To begin configuration, click Next. Click Cancel to close the wizard.

Selecting the Deployment Scenario

-
SONGHAIT <mack | Net> Caneel

2. Select Secure Access Point as the deployment scenario. Click Next.
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Changing the Password

ange Password
You must char

SONIGHAI® ok | vew> ==

3. Type a new password in the New Password field. The password should be a unique
combination of letters, or number, or symbols, or a combination of all three for the most

secure password. Avoid names, birthdays, or any obvious words. Retype the password
in the Confirm field. Click Next.

Selecting Your Time Zone

Pacific Time (US & Canads) (GMT-6:00)

e, click Next

SONIGHAI® ok | vew> ==

4. Select your Time Zone from the Time Zone menu. The SonicWALL uses an internal
clock to timestamp logs and other functions requiring time. Click Next.
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Configuring the WAN Network Mode

SONIGHAI® ok | vew> ==

5. If a DCHP server is detected on the WAN, the SonicWALL defaults to NAT with DHCP
Client network mode. All WAN network settings are automatically detected and used for
the network mode. If a PPPoE server is detected on the WAN, type the user name and
password provided to you by your ISP in the User Name and Password fields. If your
ISP has provided you with a single public IP address and other network information, use
it to configure the SonicWALL WAN settings. Click Next.

Configuring WAN Settings

[10.0.93.17
255.255.255.0

[10.0.0254
[1050.128.52
LE0A10.50.128.53

If you selected Assigned you a single, static IP address, or assigned you two more IP
addresses, you must have your IP address information from your ISP to fill in the above
fields.
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Configuring the LAN Settings

s |
255.255.255.0

SONIGHAI® ok | vew> ==

6. Type a private IP address in the SonicWALL LAN IP Address field. The default private
IP address is acceptable for most configurations. Type the subnet in the Subnet Mask
field. Click Next.

Configuring WLAN 802.11b Settings

SONIGHAI® ok | vew> ==

7. The Service Set ID (SSID) identifies your wireless network. It can be up to 32
alphanumeric characters long and is case-sensitive. Select the desired channel for your
wireless port. Channel 11 is selected by default and is the most commonly used channel.
Click Next.
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Configuring WiFiSec - VPN Client User Authentication

SONIGHAI® ok | vew> ==

8. WiFiSec and Group VPN are automatically enabled on the SonicWALL using the default
settings associated with each feature. To add a user with VPN Client privileges, type a
user name and password in the User Name and Password fields. When users access
the SonicWALL using the VPN client, they are prompted for a user name and password.
Click Next.

Configuring Wireless Guest Services

SONIGHAI® ok | vew> ==

9. When Wireless Guest Services is selected, guests on your WLAN are permitted access
only to the WAN and are required to log in when accessing the Internet. Up to 10 users
by default can use the same guest account. Type in the account name and password in
the Account Name and Password fields. Configure the Account Lifetime and the
Session Timeout times.
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SonicWALL Configuration Summary

SONICWALL> <Back Aoy Cancel

10. The Configuration Summary page displays all of the settings configured using the
Deployment Scenario Wizard. To change any of the settings, click Back until you see
the settings you want to change. To apply the current settings to the SonicWALL, click

Apply.
Storing SonicWALL Configuration

Please wait while the SonicWALL configuration is updated.

11. Wait for the settings to take effect on the SonicWALL.
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Congratulations!

SONICWALL> <Back Aoy Cancel

When the settings are applied to the SonicWALL, the Congratulations page is displayed.
Click Restart to complete the configuration.

Configuring the SOHO TZW as a Guest Internet Gateway
Log into the SOHO TZW using your administrator's name and password. Click Wizards.

Welcome to the SonicWALL Setup Wizard

1. To begin configuration, click Next. Click Cancel to close the wizard.
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Selecting the Deployment Scenario

12w Deployment Scenarios

® Office Gateway -

® Secure Access Point -

O Guest Internet Gateway - Pr

SONGHAIT <mack | Net> Caneel

2. Select Guest Internet Gateway as the deployment scenario. Click Next.
Changing the Password

3. Type a new password in the New Password field. The password should be a unique
combination of letters, or number, or symbols, or a combination of all three for the most

secure password. Avoid names, birthdays, or any obvious words. Retype the password
in the Confirm field. Click Next.
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Selecting Your Time Zone

SONIGHAI® ok | vew> ==

4. Select your Time Zone from the Time Zone menu. The SonicWALL uses an internal
clock to timestamp logs and other functions requiring time. Click Next.

Configuring the WAN Network Mode

SONIGHAI® ok | vew> ==

5. If a DCHP server is detected on the WAN, the SonicWALL defaults to NAT with DHCP
Client network mode. All WAN network settings are automatically detected and used for
the network mode. If a PPPoE server is detected on the WAN, type the user name and
password provided to you by your ISP in the User Name and Password fields. If your
ISP has provided you with a single public IP address and other network information, use
it to configure the SonicWALL WAN settings. Click Next.
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Configuring WAN Settings

[10.0.93.17

). EREE—

SONIGHAI® ok | vew> ==

6. If you selected Assigned you a single, static IP address, or assigned you two more
IP addresses, you must have your IP address information from your ISP to fill in the
above fields.

Configuring the LAN Settings

192.168.168.17]

255.255.255.0

SONIGHAI® ok | vew> ==

7. Type aprivate IP address in the SonicWALL LAN IP Address field. The default private
IP address is acceptable for most configurations. Type the subnet in the Subnet Mask
field. Click Next.
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Configuring WLAN 802.11b Settings

[sonicwall

SONIGHAI® ok | vew> ==

8. The Service Set ID (SSID) identifies your wireless network. It can be up to 32
alphanumeric characters long and is case-sensitive. Select the desired channel for your
wireless port. Channel 11 is selected by default and is the most commonly used channel.
Click Next.

Configuring Wireless Guest Services

Hours =)

30 [Minutes =

Engineering|

SONIGHAI® ok | vew> ==

9. When Wireless Guest Services is selected, guests on your WLAN are permitted access
only to the WAN and are required to log in when accessing the Internet. Up to 10 users
by default can use the same guest account. Type in the account name and password in
the Account Name and Password fields. Configure the Account Lifetime and the
Session Timeout times.
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SonicWALL Configuration Summary

SONICWALL> <Back Aoy Cancel

10. The Configuration Summary page displays all of the settings configured using the
Deployment Scenario Wizard. To change any of the settings, click Back until you see
the settings you want to change. To apply the current settings to the SonicWALL, click

Apply.
Storing SonicWALL Configuration

Please wait while the SonicWALL configuration is updated.

11. Wait for the settings to take effect on the SonicWALL.
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Congratulations!

SONICWALL> <Back Aoy Cancel

When the settings are applied to the SonicWALL, the Congratulations page is displayed.
Click Restart to complete the configuration.

Configuring the SOHO TZW using a Custom Deployment
Log into the SOHO TZW using your administrator's name and password. Click Wizards.

Welcome to the SonicWALL Setup Wizard

1. To begin configuration, click Next. Click Cancel to close the wizard.
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Selecting the Deployment Scenario

12w Deployment Scenarios

9 office Gateway -

# Secure Access Point -

® Guest Intemet Gateway
only

# Custom Deployment - Vie

=Back Next = cancel

2. Select Custom Deployment as the deployment scenario. Click Next.
Changing the Password

Type a new password in the New Password field. The password should be a unique
combination of letters, or number, or symbols, or a combination of all three for the most

secure password. Avoid names, birthdays, or any obvious words. Retype the password
in the Confirm field. Click Next.
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Selecting Your Time Zone

SONIGHAI® ok | vew> ==

4. Select your Time Zone from the Time Zone menu. The SonicWALL uses an internal
clock to timestamp logs and other functions requiring time. Click Next.

Configuring the WAN Network Mode

SONIGHAI® ok | vew> ==

5. If a DCHP server is detected on the WAN, the SonicWALL defaults to NAT with DHCP
Client network mode. All WAN network settings are automatically detected and used for
the network mode. If a PPPoE server is detected on the WAN, type the user name and
password provided to you by your ISP in the User Name and Password fields. If your
ISP has provided you with a single public IP address and other network information, use
it to configure the SonicWALL WAN settings. Click Next.
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Configuring WAN Setting

Step 5: WAN Network Mode: NAT Enabled
Fillinth

[10.0.93.17

SONIGHAI® ok | vew> ==

6. If you selected Assigned you a single, static IP address, or assigned you two more
IP addresses, you must have your IP address information from your ISP to fill in the
above fields.

Configuring LAN Settings

255.255.255.0

SONIGHAI® ok | vew> ==

7. Type a private IP address in the SonicWALL LAN IP Address field. The default private
IP address is acceptable for most configurations. Type the subnet in the Subnet Mask
field. Click Next.
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Configuring WLAN 802.11b Settings

SONIGHAI® ok | vew> ==

8. The Service Set ID (SSID) identifies your wireless network. It can be up to 32
alphanumeric characters long and is case-sensitive. Select the desired channel for your
wireless port. Channel 11 is selected by default and is the most commonly used channel.
Click Next.

Configuring WiFiSec - VPN Client User Authentication

SONIGHAI® ok | vew> ==

9. WiFiSec and Group VPN are automatically enabled on the SonicWALL using the default
settings associated with each feature. To add a user with VPN Client privileges, type a
user name and password in the User Name and Password fields. When users access
the SonicWALL using the VPN client, they are prompted for a user name and password.
Click Next.
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Configuring Wireless Guest Services

SONIGHAI® ok | vew> ==

10. When Wireless Guest Services is selected, guests on your WLAN are permitted access
only to the WAN and are required to log in when accessing the Internet. Up to 10 users
by default can use the same guest account. Type in the account name and password in
the Account Name and Password fields. Configure the Account Lifetime and the
Session Timeout times.

SonicWALL Configuration Summary

SONICWALL> <Back Aoy Cancel

11. The Configuration Summary page displays all of the settings configured using the
Deployment Scenario Wizard. To change any of the settings, click Back until you see
the settings you want to change. To apply the current settings to the SonicWALL, click

Apply.
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Storing SonicWALL Configuratio

lease wait while the SonicWALL configur

12. Wait for the settings to take effect on the SonicWALL.
Congratulations!

Congratulations!

When the settings are applied to the SonicWALL, the Congratulations page is displayed.
Click Restart to complete the configuration.
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Using the Wireless Wizard

You can use the Wireless Wizard to quickly and easily set up your wireless network. Log into
the SOHO TZW, and click Wireless on the menu bar. Click Wireless Wizard to launch the
wizard and begin the configuration process. Or click Wizards, and select Wireless Wizard.

Welcome to the SonicWALL Wireless Configuration Wizard

SonicWALL. INC.

1. When the Wireless Wizard launches, the Welcome page is displayed. Click Next to
continue configuration.

WLAN Network

tE xplorer provided by SonieWALL, INC.

[172.16.31.1
255.255.255.0

SONICWALL <gack | wet> | cancel |

2. Select the Enable WLAN check box to activate the wireless feature of the SOHO TZW.
Use the default IP address for the WLAN or choose a different private IP address. The
default value works for most networks. Click Next to continue.
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A

Alert! You cannot use the same private IP address range as the LAN port of the SOHO TZW.
WLAN 802.11b Settings

3 SonicWALL - Wireless Configuration Wizard - Microsolt Internet Explorer provided by SonicWALL, INC.

AN 802.11b Settings

s onicwall

cranvet: IR

SONICWALL> <Back Next> Cancel

3. Type a unique identifier for the SOHO TZW in the SSID field. It can be up to 32
alphanumeric characters in length and is case-sensitive. The default value is sonicwall.

WLAN Security Settings

3 SonicWALL - Wireless Configuration Wizard - Microsolt Internet Explorer provided by SonicWALL, INC.

SONICWALL® <Back Net> Cancel

4. Choose the desired security setting for the SOHO3 TZW. WiFiSec is the most secure
and enforces IPSec over the wireless network. If you have an existing wireless network
and want to use the SOHO TZW, select WEP + Stealth Mode.
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5. Create a new user with VPN Client privileges by typing a user name and password in the
User Name and Password fields.

A

Alert! Selecting WiFiSec automatically enables the SonicWALL Group VPN feature and its
default settings. Verify your Group VPN settings after configuring your wireless connection.

Wireless Guest Services

|
O

6. The Enable Wireless Guest Services check box is selected by default. You can create
guest wireless accounts to grant access to the WAN only.

If you enable Wireless Guest Services, type a name for the account in the Account
Name field, and a password in the Account Password field.

The Account Lifetime is set to one hour by default, but you can configure Minutes,
Hours, or Days to determine how long the guest account is active.

Type the value in the Session Timeout field. Select Minutes, Hours, or Days.
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Any comments about the connection can be typed in the Comment field.

Wireless Configuration Summary

A SonicWALL - Wireless Configuration Wizard - Microsoft Internet Esplorer provided by SonicWALL, INC.

Step 6: Wireless Configuration Summary

sum

WULAN Interface - Enabled

Security Mode - WiFiSec VPN Security
nal

SONICWALL> <Back | ek | Coredl |

7. Review your wireless settings for accuracy. If you want to make changes, click Back until
the settings are displayed. Then click Next until you reach the Summary page.

Updating the SOHO TZW!

3 SonicWALL - Wireless Configuration Wizard - Microsolt Internet Explorer provided by SonicWALL, INC.

Storing SonicWALL Configuration...

Please wait while the SonicWALL configuration is updated,

8. The SOHO TZW is now updating the wireless configuration with your settings.
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Congratulations!

xplorer provided by SonicWALL, INC. i

Congratulations!

9. Congratulations! You have successfully completed configuration of your wireless

settings. Click Finish to exit the Wizard.

Configuring Additional Wireless Features
The SonicWALL SOHO TZW has the following features available:

WiFiSec Enforcement - an IPSec-based VPN overlay for wireless networking
WEP Encryption - configure Wired Equivalent Privacy (WEP) Encryption
Beaconing and SSID Controls - manage transmission of the wireless signal.
Wireless Client Communications - configure wireless client settings.
Advanced Radio Settings - fine-tune wireless broadcasting on the SOHO TZW

MAC Filtering - use MAC addresses for allowing access or blocking access to the SOHO
TZW.

In addition to providing different status views for Access Point and Wireless Bridge modes,
two new functions have been added to the Wireless > Status page:

Hyperlinked WLAN Settings - All configurable WLAN settings are now hyperlinked to
their respective pages for configuration. (Present in both Access Point and Wireless
Bridge modes). Enabled features are displayed in green, and disabled features are
displayed in red.
Automated Station Blocking - Previously, the Station Status view allowed for stations
to be added to the MAC allow list, or disassociated from the SOHO TZW. The disassoci-
ated station, however, could easily re-associate unless other prohibitive actions were
taken. This functionality has been enhanced by adding the Block icon. Clicking this icon
disassociates the station and adds the station to the MAC block list.To begin configuring
advanced features on the SOHO TZW, log into the management interface, and click
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Wireless. The Status page is displayed and contains information relating to the WLAN

connection.
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Access Point Status

WLAN Settings

Value

WLAN:

Enabled or Disabled

WiFiSec:

Enabled or Disabled

SSID:

Network Identification Information

MAC Address:

Serial Number of the SOHO TZW

WLAN IP Address:

IP address of the WLAN port

WLAN Subnet Mask:

Subnet information

Regulatory Domain

FCC - North America for domestic appliances ETSI - Europe for
international appliances

Channel

Channel Number selected for transmitting wireless signal

Radio Tx Rate

Network speed in Mbps

Radio Tx Power

the current power level of the radio signal transmission

Link Status:

Network speed in mbps, full or half duplex

WEP Encryption:

Enabled or Disabled
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WLAN Settings

Value

ACL:

Enabled or Disabled

Wireless Guest Services

Enabled or Disabled

Wireless Firmware:

Firmware versions on the radio card

Associated Stations:

Number of clients associated with the SOHO TZW

WLAN Statistics

802.11b Frame Statistics

Rx/TX

Unicast Frames

Number of frames received and transmitted

Multicast Frames

Total number of frames received and transmitted as broadcast or multicast. Typically a
lower number than Unicast frames.

Fragments

Total number of fragmented frames received and sent. This is a general indication of
activity at this wireless device.

Unicast Octets

Total number of bytes received and transmitted as part of unicast messages.

Multicast Octets

Total number of bytes received and transmitted as multicast messages.

Deferred Transmissions

Number of times a transmission was deferred to avoid collisions with messages from
other devices. Deferral is normal and a high value is typical.

Signal Retry Frames

Number of messages retransmitted a single time being acknowledged by the receiving
device. Retransmission is normal for 802.11b to quickly recover from lost messages.

Multiple Retry Frames

Number of messages retransmitted multiple times before acknowledgement by the
receiving device. A relatively high value can indicate interference or a heavy wireless data
load.

Retry Limit Exceeded

Number of messages undelivered after the maximum number of transmissions. Along
with Discards, it can indicate a wireless network under heavy interference or excessive
load of wireless data traffic.

Discards Number of messages untransmitted due to congestion. Normally, the messages are tem-
porarily stored in an internal buffer until transmitted. When the buffer is full, frames are
discarded until the buffer is cleared. When the number is high, it may indicate a wireless
network with a heavy load of traffic.

FCS Errors Number of received frames or frame parts containing an erroneous checksum requiring

deletion. Messages are recovered using ACK and retransmitted by the sending device.

Discards: No Buffer

Number of times an incoming message could not be received due to a shortage of
received buffers. A non-zero value identifies heavy data for your wireless network.

Discards: Wrong SA (Sta-
tion Address)

Number of times a message was not transmitted because a wrong MAC address was
used by the protocol stack. A non-zero value indicates an error situation in the communi-
cation between your driver and the protocol stack.

Discards: Bad WEP Key

Number of times a received message was discarded because it could not be decrypted.
This could indicate mismatched keys or one device does not support encryption or does
not have encryption enabled.

Message In

A measure of the amount of overlapped communications on your network.
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802.11b Frame Statistics Rx/TX

Message In Bad This number is expected to be zero. Non-zero values indicate a heavily loaded system.

Station Status

The Station Status table displays information about wireless connections associated with
the SOHO TZW.

Station Status

Station MAC Address Authenticated Associated Association Id  Tx Rate Timeout Power Mgmt Delete
1 00:20:E0:41:07.28 Authenticated Associated 2 5 Mhis 1995 Disabled ﬁ

e Station - the name of the connection used by the MAC address

¢ MAC Address - the wireless network card MAC address

e Authenticated - status of 802.11b authentication

» Associated - status of 802.11b association

* Association ID - assigned by the SonicWALL

e Tx Rate - in Mbps

* Timeout - number of seconds left on the session

« Power Mgmt - if power management is enabled on your wireless network card, the set-
ting is displayed here.

« Delete - delete the entry from the MAC Filter List.
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Wireless>Settings

On the Wireless>Settings page, you can enable or disable the WLAN port by selecting or
clearing the Enable WLAN checkbox.

¥ Enatle WLAN
¥ wiFiSec Enforcement
7 Require WIFISec for Site40-Site VPN Tunnel Traversal
WLANIP Address:  [172.16.31.1
WLAN SubnetMask  [255.255.255.0
ss:  [sonicwa ]
channel 11
Users
Security Services
Log
wWizards
Help
Logout
Status: Ready
& ||| @ et 7

WiFiSec Enforcement

Select WiFiSec Enforcement to use IPSec-based VPN for access from the WLAN to the
LAN, and also provide access from the WLAN to WAN independent of Wireless Guest
Services. If selected, wireless clients must download a copy of the Global VPN Client
software to install on their computer. You must also configure and enable the Group VPN
Security Association. When WiFiSec Enforcement is selected, a second check box,
Require WiFiSec for Site-to-Site VPN Tunnel Traversal is selected by default. When
Require WiFiSec for Site-to-Site VPN Tunnel Traversal is selected, any wireless traffic
destined for a remote network with a VPN tunnel is secured by WiFiSec. If WiFiSec
Enforcement is not selected, you can select or clear the Require WiFiSec for Site to Site
VPN Tunnel Traversal checkbox.

You can configure a different IP address for the WLAN by typing another private IP address
in the WLAN IP Address field. Type the subnet in the Subnet Mask field. Click Apply for the
changes to take effect on the SonicWALL.

The default value, sonicwall, for the SSID can be changed to any alphanumeric value with
a maximum of 32 characters.

FCC - North America is displayed as the Regulatory Domain. This field is determined by
the ROM code.

Select the channel for transmitting the wireless signal from the Channel menu.

Page 250 SonicWALL SonicOS 2.0s Administrator's Guide



Secure Wireless Bridging

Wireless Bridging is a feature that allows two or more physically separated networks to be
joined over a wireless connection. The SOHO TZW provides this capability by shifting the
radio mode at remote networks from Access Point mode to Wireless Bridge mode.
Operating in Wireless Bridge mode, the SOHO TZW connects to another SOHO TZW acting
as an access point, and allows communications between the connected networks via the
wireless bridge.

Main Site Remote Site A

waort
10.20.40.10
Gateway. 1020.20.254

w N
3ID: ry?WWLAN U
nnnnn 11

N2 10.10.10.254/24

LAN: 172.16.31.1 -
AN B6.1.1.2
-

Wireless Station
Internet Physical Address: 172.16.31.10/24
VPN Virtual Address: 10.10.10.5124

TZN2
SSID: myWLAN
(; LAN: 10.20.20.254/24
| WLAN: 172.16.31.2
WAN: nfc
SOHO TZW

Remote Site B

(e

& =

2w
TZW3 (Bridge Mode)  Serer Worksfption
et e catovar 104080254
LAN; 10.30[30.254124 ateway

LTI

— WiFiSec WLAN: 17216.313
= Secure Wireless Bridge WAN: nic

0

TZW4
SSID: atherWLAN
annel

] Channel: 6

L LAN: 10.30.30.253/24
WLAN: 172.16.32.1
WAN: nfc

SOHOTZW  DHCP requests fwd to
10.30.30.254

Wireless Station
Physical Address: 172.16.32.10/24
VPN Virtual Address: 10.30.30.5124

Secure Wireless Bridging employs a WiFiSec VPN policy, providing security to all
communications between the wireless networks. Previous bridging solutions offered no
encryption, or at best, WEP encryption.

Wireless Bridging (without WiFiSec)

To provide compatibility with other non-WiFiSec wireless access points, the SOHO TZW
supports a non-secure form of wireless bridging, but insecure wireless communications
should only be employed when data is non-sensitive. By default, WiFiSec Enforcement is
enabled on Wireless Settings for Wireless Bridge Mode. To connect to a non-WiFiSec
access point, this checkbox must be disabled. Since VPN tunnels are not established in non-
secure Wireless Bridging deployments, traffic routes must be clearly defined for both the
Access Point and the Bridge Mode sites:

e The default route on the Bridge Mode SOHO TZW must from the WLAN interface to the
WLAN interface of the connecting Access Point SOHO TZW.
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- Referring to the example above, the default route on SOHO TZW2 and SOHO TZW3 is
set via their WLAN interfaces to 172.16.31.1.
e  Static routes must be entered on the Access Point SOHO TZW to route back to the LAN
subnets of the Bridge Mode SOHO TZW.
- Referring to the example network, SOHO TZW1 must have static routes to 10.20.20.x/
24 via 172.16.31.2 and to 10.30.30.x/24 via 172.16.31.3

Configuring a Secure Wireless Bridge

When switching from Access Point mode to Wireless Bridge mode, all clients are
disconnected, and the navigation panel on the left changes to reflect the new mode of
operation.

aaaaaaaa Geds 3G - B D

ks €]Fres Hotmsl ] Windows Meda €]Windows @ ReaPlyer

Apply Cancel |[?]

irel
Radio Role: Wireless Bridge

Wireless Settings

[ Enable WLAN

¥ wiFigec Enforcement

WLAN IP Address: fi72z16311 |
WLAN Subnet Mask [sszsszssn |
s8I0 fawap |

High =

Fully Autormatic =
reshold (ytes): 2346 |
RTS Threshold oytesy: 2=

& Done [ [ iemet /

To configure a secure wireless bridge, follow these steps:

1. Click Wireless, then Advanced.

2. Inthe Wireless Radio Mode section, select Wireless Bridge from the Radio Role
menu. The SOHO TZW updates the interface.

3. Click Status. Any available access point is displayed at the bottom of the Status page.
Click Connect to establish a wireless bridge to another SOHO TZW.

4. Click Settings. Configure the WLAN settings for the wireless connection as follows:
a. Configure the SSID on all SOHO TZWs to the SSID of the Access Point.
b. Configure the WLAN for all SOHO TZWs must be on the same subnet.
c. LANIP address for all SOHO TZWs must be on different subnets.
For example, in the previous network diagram, the SOHO TZWs are configured as follows:
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SSID on all three SOHO TZWs are set to "myWLAN".

WLAN addressing for all the SOHO TZW's connected via Wireless Bridge must place the
WLAN interfaces on the same subnet: 172.16.31.1 for SOHO TZW1, 172.16.31.2 for
SOHO TZW2, and 172.16.31.3 for SOHO TZWS3.

SOHO TZW4 must have a different subnet on the WLAN, such as 172.16.32.X/24.

LAN addressing for all SOHO TZWs connected via Wireless Bridge must place the LAN
interfaces on different subnets: 10.10.10.x/24 for SOHO TZW1, 10.20.20.x/24 for SOHO
TZW2, and 10.30.30.x/24 for SOHO TZWS3.

LAN addressing for SOHO TZW4 must be the same as SOHO TZW3.

To facilitate Virtual Adapter addressing, the SOHO TZW4 can be set to forward DHCP
requests to SOHO TZW3.

When a SOHO TZW is in Wireless Bridge mode, the channel cannot be configured.
SOHO TZW2 and SOHO TZW3 operate on the channel of the connecting Access Point
SOHO TZW. For example, SOHO TZW1 is on channel 1.

A Bridge Mode SOHO TZW cannot simultaneously support wireless client connections.
Access Point services at Remote Site B are provided by a second SOHO TZW (TZW4).
The channel of operation is set 5 apart from the channel inherited by the SOHO TZW3.
For example, Access Point SOHO TZW1 is set to channel 1, then Bridge Mode SOHO
TZW3 inherits channel 1. Access Point SOHO TZW4 should be set to channel 6.

Network Settings for the Example Network

Device Mode SSID Channel LAN IP Address WLAN P
Address
SOHO TZW1 Access Point myWLAN 1 10.10.10.254/24 172.16.31.1/24
SOHO TZW2 Wireless Bridge myWLAN 1 (auto) 10.20.20.254/24 172.16.31.2/24
SOHO TZW3 Wireless Bridge myWLAN 1 (auto) 10.30.30.254/24 172.16.31.3/24
SOHO TZW4 Access Point otherWLAN | 6 10.30.30.253/24 172.16.31.1/24

Configuring VPN Policies for the Access Point and Wireless Bridge
Access Point

After Wireless Settings are defined, the WiFiSec connections (VPN Policies) must be
configured. The VPN Policies are defined as would any other site-to-site VPN policy, typically
with the following in mind:

The Access Point SOHO TZW must specify the destination networks of the remote sites.

The Access Point SOHO TZW must specify its LAN management IP address as the
Default LAN Gateway under the Advanced tab.

The Wireless Bridge Mode SOHO TZW must be configured to use the tunnel as the
default route for all internet traffic.
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Referring to our example network, the Access Point SOHO TZW has the following two VPN

Policies defined:

Security Policy

PSec Keying Mode: [IKE using Preshared Secret =]
Name: fosiea |
PSec Oateway Name orAddress:  [17216312
Shared Secret fpasswors |

ion Networks

© Use this VPN Tunnel as defaul raute for all Infermet trafic
 Destination netwrk obtains IP addresses using DHCP through this VPN Tunnel
 Gpecify destination networks below.

iNetwork Subnet Mask

10.20.20.0 255255 2550

. T

Security Policy

PSec Keying Mode: [IKE using Preshared Secret =]
Name: fosies |
PSec Oateway Name orAddress:  [17216312
Shared Secret fpasswors |

ion Networks

© Use this VPN Tunnel as defaul raute for all Infermet trafic
 Destination netwrk obtains IP addresses using DHCP through this VPN Tunnel
 Gpecify destination networks below.

iNetwork Subnet Mask

10.30.30.0 2552

. T

[ o I o [ beo |

T T T

Advanced Configuration for both VPN Policies
5. Click Advanced.
6. Select Enable Keep Alive and Try to bring up all possible tunnels.
7. Select Enable Windows Networking (NetBlOS) Broadcast.
8. Select Forward Packets to remote VPNs.
9. Enter the LAN IP address of the Access Point in the Default LAN Gateway field.
10. Select LAN for VPN Terminated at.

11. Click OK to close the window, and then click Apply for the settings to take effect on the
SonicWALL.

Advanced Settings

' Enable Keep Alive
¥ Tryto bring up all possible Tunnels.
™ Require authentication of local users
™ Require authentication of remote users
€ Remote users behind VPN gateway
© Remote VPN clients with XAUTH
¥ Enable Windows Networking (NetBI0S) Broadcast
™ Apply NAT and Firewall Rules

¥ Forward packets to remote VPNs

Default LAN Gateway:  [10.10.10.254

VPN Terminated at;

& LAN CWLAN © LANALAN

T T T
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Wireless Bridge VPN Policy
The Wireless Bridge VPN Policy is configured as follows:
1. Click VPN, then Configure.

2. Select IKE using Preshared Secret from the IPSec Keying Mode menu.
3. Enter a name for the SA in the Name field.
4

Type the IP address of the Access Point in the IPSec Gateway field. In our example
network, the IP address is 172.16.31.1.

5. Select Use this VPN Tunnel as default route for all Internet traffic from the
Destination Networks section.

Click OK to close the window, and then click Apply for the settings to take effect on the
SonicWALL.

1PSec Keying Made: B
Narne: ftaMainsite
IPSec Gateway Name or Address:  [172.16.31.1

Shared Secret

ion Networks

© Use this VPN Tunnel as defaul raute for all Infermet trafic
 Destin:

g DHCP through this VPN Tunnel

Wireless > WEP Encryption

WEP (Wired Equivalent Protocol) can be used to protect data as it is transmitted over the

wireless network, but it provides no protection past the SonicWALL. It is designed to provide

a minimal level of protection for transmitted data, and is not recommended for network

deployments requiring a high degree of security.

WiFiSec should be enabled in addition to WEP for added security on the wireless network.
WEP Encryption Settings

Open-system authentication is the only method required by 802.11b. In open-system

authentication, the SonicWALL allows the wireless client access without verifying its identity.

Shared-key authentication uses WEP and requires a shared key to be distributed to wireless
clients before authentication is allowed.

The SOHO TZW provides the option of using Open System, Shared Key, or both when WEP
is used to encrypt data.
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If Both Open System & Shared

Key is selected, the Default Key assignments are not

important as long as the identical keys are used each field. If Shared Key is selected, then

the key assignment is important.

To configure WEP on the SonicWALL, log into the SonicWALL and click Wireless, then WEP

Encryption.

Fle Edt View

e Back + = -

2 4} | Qeach [EFavories GMeda B | By 5 ol - = B 2

dies B v 12 165169 17

Authentication Type:

WEP Key Mode

Default Key:

Key Entry:

Key1
Key 2:
Key 3:

Key 4

Liks £]Rado Paradie €] Custonize ks @1Free Hotmal €] Windows Media €] Windows @ Reslayer

Wireless > WEP Encryption Apply Cancel |[?]

WEP Encryption Settings

WEP Encryption Keys

Both (Open Syster & Shared Key) =

None =

Key 1|2

€ Hexadecimal (0-9, AF)

—
—
—
—

[T @ e 7

1. Select the authentication type from the Authentication Type list. Both (Open System
& Shared Key) is selected by default.

2. Select 64-bit or 128-bit from the WEP Key Mode. 128-bit is considered more secure than
64-bit. This value is applied to all keys.

WEP Encryption Keys

3. Select the key number, 1,2,3, or 4, from the Default Key menu.
4. Select the key type to be either Alphanumeric or Hexadecimal.

WEP - 64-bit WEP - 128-bit
Alphanumeric - 5 characters (0-9, A-Z) Alphanumeric - 13 characters (0-9, A-Z)
Hexadecimal - 10 characters (0-9, A-F) Hexadecimal - 26 characters (0-9, A-F)

5. Type your keys into each field.

6. Click Apply.
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WEP-on-Demand

WEP-on-Demand is a SonicWALL exclusive technology designed to offer extensive support
to the ever-broadening multifunctional array of 802.11 wireless devices. Not all 802.11
devices are capable of WiFiSec, and instead offer WEP as the only form of supported
encryption. These devices include wireless print servers, wireless multimedia gateways, and
Portable Data Terminals. Unfortunately, WEP is designed in an all-or-nothing fashion. If you
want to use WEP with just a single device on your wireless network, all of your wireless
devices must use WEP. In other words, if WEP is on - it's on, if WEP is off - it's off.

WEP-on-Demand is most useful when combined with WiFiSec enforcement so that WiFiSec
clients benefit from the strongest wireless security available while non-WiFiSec clients that
are WEP-capable only also have some form of confidentiality for their communications.

WEP Encryption Settings

Authentication Type:

WEP Key Mode

WEP-on-Demand E

64 bit -

WEP Encryption Keys

Default Key:

Key Entry:

Key1
Key 2:
Key 3:

Key 4

Key 1 =

€ Hexadecimal (0-9, AF)

E—
—
R
R

WEP-on-Demand Clients

E
Add Delete All

Status: The configuration has been updated.

e [ i 7152 168166 1 o |
Links &]Radio Paradie €] Google ] Custor &
SONICWALL

Wireless > WEP Encryption Apply Cancel |[?]

] Done.

[T @ e 7

Configuring WEP-on-Demand
WEP-on-Demand (WoD) is activated from the Wireless > WEP Encryption page by

1. Selecting WEP-on-Demand from the Authentication Type menu.

2. Select 128-bit or 64-bit from the WEP Key Mode menu. 128-bit is considered more
secure than 64-bit. This value is applied to all keys.

£

Note: Most devices are capable of both 64- and 128-bit operation, but some older wireless
devices experience performance decreases if the encryption strength is increased.

3. After selecting the WEP Key Mode, the WEP Keys must be defined. Hexadecimal
notation is more commonly supported than Alphanumeric, but most devices support both.
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Determine the type your wireless device(s) support, and select a compatible setting. Up
to four keys can be defined.

WEP - 64-bit WEP - 128-bit
Alphanumeric - 5 characters (0-9, A-Z) Alphanumeric - 13 characters (0-9, A-Z)
Hexadecimal - 10 characters (0-9, A-F) Hexadecimal - 26 characters (0-9, A-F)

Adding WEP-on-Demand Clients

WEP-on-Demand Clients

MAC Address Comment Configure
004010 5FC18 sn W H
Add Delete Al

4. Click Add under the WEP-on-Demand Clients table.

MAC Address
Comment

5. Inthe Add WEP-on-Demand Entry window, enter the MAC address of the wireless
device in the MAC Address field.

6. Add any comments in the Comment field. You may want to enter the type of device in
this field.

7. Click OK.
The WEP-on-Demand Client is added to the table.
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Wireless>Advanced

To access Advanced configuration settings for the SOHO TZW, log into the SonicWALL, click
Wireless, and then Advanced.

ddess €1 152 63 63 7
Links &1RodoPaiadse &)

SONICWALL>

Network Wireless > Advanced Apply Cancel |[?]

Wireless

Beaconing & SSID Controls
™ Hide SSID in Beacon
™ Block Response to Unspecified 551D

Beacon Interval (milliseconds):  [100

Wireless Client Communications

Madmum Client Associations:  [32
Interelient Cornmunications: Disabled =
VPN Client Download URL bt foww. sanicwall.com/

Advanced Radio Settings

TR [y &

Proambl Lengh E|

Fragmentation Threshold (bytes): 2345

RTS Threshold (bytes): oz
Frewal i —

VPN

Timeout (seconds): [i0

Users

T Association Timeout (seconds):  [300

Log Broadcast Rate: 2 Mbfs
Wizards

T Restore Default Settings
Help

Logout

Status: Ready

&l [ (@ iemet /

Beaconing & SSID Controls

1.

Select Hide SSID in Beacon. If you select Hide SSID in Beacon, your wireless network
is invisible to anyone who does not know your SSID. This is a good way to prevent “drive
by hackers” from seeing your wireless connection.

Select Block Response to Unspecified SSID.

Type a value in milliseconds for the Beacon Interval. Decreasing the interval time makes
passive scanning more reliable and faster because Beacon frames announce the
network to the wireless connection more frequently.

Wireless Client Communications

1.

Type the number of clients to associate with the SOHO TZW in the Maximum Client
Associations field. The default value is 32 which means 32 users can access the WLAN
at the same time. However, an unlimited number of wireless clients can access the
WLAN because node licensing does not apply to the WLAN.

If you do not want wireless clients communicating to each other, select Disabled from
the Interclient Communications menu. If you want wireless clients communicating with
each other, select Enabled. Enabling and disabling Interclient communications changes
the associated network access rule on the Firewall>Access Rules page.
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3. Guests on the wireless network can download the SonicWALL Global VPN Client to
install on their computer or laptop. Type the URL location for the software in the VPN
Client Download URL http:// field. This field can contain up to 128 characters.

Advanced Radio Settings

Configurable Antenna Diversity

The SOHO TZW employs dual 5 dBi antennas running in diversity mode. The default
implementation of diversity mode means that one antenna acts as a transmitting, and both
antennas act as potential receive antenna. As radio signals arrive at both antennas on the
SOHO TzW, the strength and integrity of the signals are evaluated, and the best received
signal is used. The selection process between the two antennas is constant during operation
to always provide the best possible signal.

To allow for external (e.g. higher gain uni-directional) antennas to be used, antenna diversity
can now be disabled from the Wireless > Advanced > Advanced Radio Settings section.

SONICWALL>
S T Elackesponse (o Unspecine =

Beacon Interval (milliseconds):  [100

Wireless : . -
Wireless Client Communications

Madmum Client Associations:  [32
Interelient Cornmunications: Disabled =

WPN Client Download URL hitp##  [nelp.mysonicwall.corm/applicationsfpnclient/sohotzw

Advanced Radio Settings

¥ Enable Antenna Diversity

Transrrit Power: High
Preamble Length Short -
Fragmentation Threshold (bytes): ~ [2345
RTS8 Threshold (bytes) paz2
el om et g
VEN
Tere Timeout (seconds): 10
Security Services Association Timeout seconds):  [300
Log Broadoast Rate: 11 Mb/s

Wizards
Vel Restore Default Settings

Logout B

Status: The configuration has been updated.

&l [ [ iemet /

Clearing the Enable Antenna Diversity checkbox presents a pop-up message indicating
that only the antenna nearest the power-socket is active when antenna diversity is disabled.
The antenna nearest the serial connector must be disconnected when antenna diversity is
disabled. The optional antenna should then be connected to the RP-TNC type connector near
the power-socket. This antenna is not used exclusively for transmitting and receiving.
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Antenna Near
Power Socket

Disconnect

Select High from the Transmit Power menu to send the strongest signal on the WLAN. For
example, select High if the signal is going from building to building. Medium is recommended
for office to office within a building, and Low or Lowest is recommended for shorter distance
communications.

4.

Select Short or Long from the Preamble Length menu. Short is recommended for
efficiency and improved throughput on the wireless network.

The Fragmentation Threshold (bytes) is 2346 by default. Increasing the value means
that frames are delivered with less overhead but a lost or damaged frame must be
discarded and retransmitted.

The RTS Threshold (bytes) is 2432 by default. If network throughput is slow or a large
number of frame retransmissions is occurring, decrease the RTS threshold to enable
RTS clearing.

The default value for the DTIM Interval is 3. Increasing the DTIM Interval value allows
you to conserve power more effectively.

The Authentication process times out after 10 seconds by default. If your network is very
busy, you can increase the timeout by increasing the number of seconds in the
Authentication Timeout (seconds) field.

The Association Timeout (seconds) is 300 seconds by default. If your network is very
busy, you can increase the timeout by increasing the number of seconds in the
Authentication Timeout (seconds) field.

10. Broadcast Rate - network speed in Mbps.
Click Restore Default Settings to return the radio settings to the default settings.

Configuring Wireless on the SOHO TZW Page 261



Wireless>MAC Filter List

Wireless networking provides native MAC filtering capabilities which prevents wireless clients
from authenticating and associating with the SOHO TZW. If you enforce MAC filtering on the
WLAN, wireless clients must provide you with the MAC address of their wireless networking
card. Unless you enable Easy WGS MAC Filtering as a privilege when you configure a User
account in Users>Settings.

To set up your MAC Filter List, log into the SonicWALL, and click Wireless, then MAC Filter
List.

Liks £]Radio Paradie €] Custonize ks @1Free Hotmsil @] Windows Media €] Windows @ Reslayer

SONICWALL>

Wireless > MAC Filter List Apply Cancel |[?]

MAC Filter List

¥ Enable MAC Filter List

Note: Unspecified MAC addresses are blacked.

Add Delete All

[T @ e 7

1. Click Add to add a MAC address to the MAC Filter List.

) Add MAC Entry - Miciosoft Intemet Explorer pr... Bl E3

I
Action: Allow = f
MAC Address 00-00-00-00-00
Comment My Laptop

2. Select Allow from the Action menu to allow access to the WLAN. To deny access, select
Block.

3. Type the MAC address in the MAC Address field. The two character groups should be
separated by a hyphen.

4. Type a name or comment in the Comment field. The Comment field can be used to
identify the source of the MAC address.

5. Click OK to add the MAC address.
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MAC Address List Allow Block Comment Configure
00:60:B3:6766:F7 @ (o] Lantop w @

Add... Delete All

Once the MAC address is added to the MAC Address List, you can select Allow or Block
next to the entry. For example, if the user with the wireless card is not always in the office,
you can select Block to deny access during the times the user is offsite.

Click on the Notepad icon under Configure to edit the entry. Click on the Trashcan icon to
delete the entry. To delete all entries, click Delete All.

Wireless Intrusion Detection Services

Wireless Intrusion Detection Services (WIDS) greatly increase the security capabilities of the
SOHO TZW by enabling it to recognize and even take countermeasures against the most
common types of illicit wireless activity. WIDS consists of three types of services, namely,
Sequence Number Analysis, Association Flood Detection, and Rogue Access Point
Detection. WIDS logging and notification can be enabled under Log > Categories by
selecting the WIDS checkbox under Log Categories and Alerts.

Wireless Bridge IDS

When the Radio Role of the SOHO TZW is set to a Wireless Bridge mode, Rogue Access
Point Detection defaults to active mode (actively scanning for other Access Points using
probes on all channels).

SONICWALL>

Network Wireless > IDS Apply Cancel |[?]

Wireless

Wireless Intrusion Detection Settings
¥ Enable Sequence Number Analysis
¥ Enable Association Flood Detection
Association Flood Threshold: 5 Association attempts within [ seconds.
' Block station's MAC address in response to an association flood.
¥ Enable Rogue Access Point Detection
Authorized Access Points
MAC Address (BSSID) Comment Configure
s04010595029 odkeyown B

Add Delete All

Firewall

Discovered Access Points
VPN

s Note: The AP discovery was performed 1 Day 01:44:33 ago

Security Services MAC Address (BSSID) SSID Channel Manufacturer  Signal Strength Authorize

Log 00:08:B1:41:011E sonicwall 1" SonicwaLL 96 Excellent
Wizards

00:05:81:41:0458 davelab 3 SonicWALL a0- Excellent
Help

KKK

00:40:10:55:36:29 DVTSoapBoxt 1 SonicWALL 83- Excellent
Logout

Status: The configuration has been updated.

& Done [ [ iemet /
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Access Point IDS

When the Radio Role of the SOHO TZW is set to Access Point mode, all three types of
WIDS services are available, but Rogue Access Point detection, by default, acts in a passive
mode (passively listening to other Access Point Beacon frames only on the selected channel
of operation). Selecting Scan Now momentarily changes the Radio Role to allow the SOHO
TZW to perform an active scan, and may cause a brief loss of connectivity for associated
wireless clients. While in Access Point mode, the Scan Now function should only be used if
no clients are actively associated, or if the possibility of client interruption is acceptable.

Sequence Number Analysis

Sequence Number Analysis is an advanced method of wireless intrusion detection enabling
the SOHO TZW to recognize malicious wireless client activity designed to gain unauthorized
access by means of disassociation attacks and MAC address spoofing. A disassociation
attack is a method used to gain unauthorized access to a wireless network by sending an
authorized and associated wireless client a disassociation message, causing it to
momentarily drop from the network, and then assuming that client's identify via MAC
spoofing.

Enable Sequence Number Analysis is selected by default.

Association Flood Detection

Association Flood is a type of Wireless Denial of Service attack intended to interrupt wireless
services by depleting the resources of a wireless Access Point. An attacker can employ a
variety of tools to establish associations, and consequently association IDs, with an access
point until it reaches its association limit (generally set to 255). Once association saturation
occurs, the access point discards further association attempts until existing associations are
terminated.

Association Flood Detection allows thresholds to be set limiting the number of association
attempts a client makes in a given span of time before its activities are considered hostile.
Association attempts default to a value of 5 (minimum value is 1, maximum value is 100)
within and the time period defaults to a value of 5 seconds (minimum value is 1 second,
maximum value is 999 seconds). If association attempts exceed the set thresholds, an event
is logged according to log settings.

If the Block station's MAC address in response to an association flood option is selected
and MAC Filtering is enabled, then in addition to logging actions, the SOHO TZW takes the
countermeasure of dynamically adding the MAC address to the MAC filter list. Any future
Denial of Service attempts by the attacker are then blocked.

Enable Association Flood Detection is selected by default. The Association Flood
Threshold is setto 5 Association attempts within 5 seconds by default.
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Rogue Access Point Detection

Rogue Access Points have emerged as one of the most serious and insidious threats to
wireless security. In general terms, an access point is considered rogue when it has not been
authorized for use on a network. The convenience, affordability and availability of non-secure
access points, and the ease with which they can be added to a network creates a easy
environment for introducing rogue access points. Specifically, the real threat emerges in a
number of different ways, including unintentional and unwitting connections to the rogue
device, transmission of sensitive data over non-secure channels, and unwanted access to
LAN resources. So while this doesn't represent a deficiency in the security of a specific
wireless device, it is a weakness to the overall security of wireless networks.

The SOHO TZW can alleviate this weakness by recognizing rogue access points potentially
attempting to gain access to your network. It accomplishes this in two ways: active scanning
for access points on all 802.11b channels, and passive scanning (while in Access Point
mode) for beaconing access points on a single channel of operation.

Active scanning occurs when the SOHO TZW starts up, and at any time Scan Now is clicked
on the Wireless > IDS page. When the SOHO TZW is operating in a Bridge Mode, the Scan
Now feature does not cause any interruption to the bridged connectivity. When the SOHO
TZW is operating in Access Point Mode, however, a temporary interruption of wireless clients
occurs for no more than a few seconds. This interruption manifests itself as follows:

« Non-persistent, stateless protocols (such as HTTP) should not exhibit any ill-effects.
« Persistent connections (protocols such as FTP) are impaired or severed.

* WiFiSec connections should automatically re-establish and resume with no noticeable
interruption to the client.

Alert! If service disruption is a concern, it is recommended that the Scan Now feature not be used
while the SOHO TZW is in Access Point mode until such a time that no clients are active,
or the potential for disruption becomes acceptable.

Authorizing Access Points on Your Network

Access Points detected by the SOHO TZW are regarded as rogues until they are identified
to the SOHO TZW as authorized for operation. To authorize an access point, it can be
manually added to the Authorized Access Points list by clicking Add and specifying its
MAC address (BSSID) along with an optional comment. Alternatively, if an access point is
discovered by the SOHO TZW scanning feature, it can be added to the list by clicking the
Authorize icon.
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13 Wireless > Guest Services

There are many new enhancements to the SOHO TZW with the release of SonicOS 2.0s.
Wireless Guest Services are now located under the WGS button in the left navigation pane.
These include the following:

« Dynamic Address Translation

* Bypass Guest Authentication

* URL Allow List

e |P Address Deny List

e Wireless Guest Services login uniqueness
e Account lifetimes and auto-pruning

« Automated account generation

e Account detail printing

WGS > Status

The WGS > Status page displays the Active Wireless Guest Sessions. The table lists the
Account Name, MAC Address, IP Address, Time Remaining, and Comment. The last
column, Configure, allows you to make changes to the guest account when you click the
Configure icon next to the account. Wireless Guest Services allow you to create access
accounts for temporary use that allow wireless clients to connect from the WLAN to the WAN.
To configure Wireless Guest Services, log into the SonicWALL, and click WGS.

G Back ~ & - | QSearch [lFavoites GMeda (3| B\ S - B 2
s [B1 752 15 60 7
Links &]Radio Paradie €] Google €]

SONICWALL>

Network WGS > Settings Apply Cancel |[?]

Wireless

Wireless Guest Services

¥ Enable Wireless Guest Services
[ Bypass Guest Authentication
T~ Bypass Filters for Guest Accounts
[ Enable Dynamic Address Translation (DAT)
I Enable URL Allow Listfor Unauthenticated Users | (/01
I Enable IP Address Deny List for Authenticated Users |11

Maxdmum Concurrent Guests:  [10

AccountName Account Lifetime_Session Lifetime Enable  Auto Prune  Comment Configure
No Guest Accounts

Firewall

VPN

Users
Security Services

Log

wWizards
Help

Logout

Status: Ready

&1 Done [T (@ iemet /
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Wireless Guest Services

Select Enable Wireless Guest Services to allow configured guest accounts access to the
SOHO TZW.

Bypass Guest Authentication

Bypass Guest Authentication feature is designed to allow a SOHO TZW running WGS to
integrate into environments already using some form of user-level authentication. This
feature automates the WGS authentication process, allowing wireless users to reach WGS
resources without requiring authentication. This feature should only be used when
unrestricted WGS access is desired, or when another device upstream of the SOHO TZW is
enforcing authentication.

Dynamic Address Translation (DAT)

One of the SOHO TZW key features is Wireless Guest Services (WGS), which provides spur
of the moment “hotspot" access to wireless-capable guests and visitors. For easy
connectivity, WGS allows wireless users to authenticate and associate, obtain IP settings
from the SOHO TZW DHCP services, and authenticate using any web-browser. Without
DAT, if a WGS user is not a DHCP client, but instead has static IP settings incompatible with
the SOHO TZW WLAN network settings, network connectivity is prevented until the user’'s
settings change to compatible values.

Dynamic Address Translation (DAT) is a form of Network Address Translation (NAT) that
allows the SOHO TZW to support any IP addressing scheme for WGS users. For example,
the SOHO TZW WLAN interface is configured with its default address of 172.16.31.1, and
one WGS client has a static IP Address of 192.168.0.10 and a default gateway of
192.168.0.1, while another has a static IP address of 10.1.1.10 and a gateway of 10.1.1.1,
and DAT enables network communication for both of these clients.
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Wiorkstition Workstation
10.20.p0.10 Serger
Gateway: 10020.20.254
\l |Am4nk\’mnru
& ] L - HAM--0-20-0/24
WiFiSec Client hal T
Physical Address: 1721631 20/24 ."'-n-.'.
Virtual Adapter: 1020 20.100 TN TN

LAN: 10.20.20. 75m24

-
WLAN: 172.1631.1 T
WAN: 64.1.1 64 %" puomet

A

g——
—\ —
] ('
b
+} -
WGS User (Static) WGS User (DHCP Client) (
Physical Address: 204 246 148 30/24 Physical Address: 172 16.31.10/24 f‘

Gateway: 204 246 1481 Gateway: 172.16.31.1
WGS User (Static)

Physical Address: 10.1.1.10/24 WGS User (Static)

Gateway: 10.1.1.1 Physical Address 192 168.0.10/24
Gateway: 192.168.0.1

To disable a Guest Account, clear the Enable check box in the Guest Account entry line. To
edit an existing Guest Account, click on the Notepad icon under Configure. To delete a
Guest Account, click the Trashcan icon under Configure. To delete all Guest Accounts, click
Delete All.

Account Name Account Lifetime Session Timeout Enable Comment Configure

1-Joe User 00:59:58 30 Minutes | Contractar D 7]
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URL Allow List
Enable URL Allow List for Unauthenticated Users, when selected, allows for the creation
of a list of URLs (HTTP and HTTPS only) that WGS users can visit even before they
authenticate. This feature could be used, for example, to allow users to reach advertising
pages, disclaimer pages, search engines, etc. Entries should be made in URL format, and
can be in either Fully Qualified Domain Name (FQDN) or IP address syntax.
1. Select Enable URL Allow List for Unauthenticated Users.

2. Click Configure to display the URL Allow List Configuration window.

3 URL Allow List Configuration - Microsoft Internet Explorer provided by SonicwALL, INC._ [Pl E3

Settings

URL Allow List

Allowed URLs
Ltk 7 /et yahoo . com

” Add, m Edit m Delete mDeleteAH-

[Corcel e |

3. Click Add to display the Add URL dialogue box.

4. Enter the URL in http or https format or domain name. For instance,
http://www.yahoo.com or yahoo.com. Click OK, then OK again.

Tip!  Up to 32 entries consisting of 128 characters each can be added to the SOHO TZW.
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IP Deny List

When IP Address Deny List for authenticated users is selected, allows for the
specification of IP addresses/subnet masks to which WGS users are explicitly denied access.
Individual hosts can be entered by using a 32 bit subnet mask (255.255.255.255), networks
can be entered with appropriate subnet mask, or network ranges can be aggregated using
CIDR notation or supernetting (e.g. entering 192.168.0.0/255.255.240.0 to cover individual
class C networks 192.168.0.0/24 through 192.168.15.0/24).

1. Select Enable IP Address Deny List for Authenticated Users.
2. Click Configure.

2 IP Address Deny List Configuration - Microsoft Intemnet Explorer provided by SonicwaL .. [MIE B

Settings

IP Address Deny List

IP Network Subnet Mask
255 .255.255.0

m Add... l Edit... l Delete lDe\eteAH-

[Corcel e |

3. Click Add to display the Add IP Address Deny List Entry window.

4. Type the IP Address in the IP Network field. Type the subnet mask in the Subnet Mask
field.

5. Click OK. Then click OK again.
The IP address or network range is added to the list.

Tip! Up to 32 entries consisting of 128 characters each can be added to the SOHO TZW.
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Configuring Wireless Guests
To configure new wireless guest accounts, click Add. The Add Guest Account window is
displayed.

2 Add Guest Account - Microzoft Internet Explorer provid... [HIE E3

¥ Enahle Account
¥ Auto-Prune Account
W Enforce login unigueness

W activate account upaon first login

Account Mame: | Generate |
Account Password: | Generate |
Confirm Password: |

Account Lifetime: I?—Im

Session Lifetime: |1— Im

Idle Timeout: Im—m

Comment: |

0K | Cancel

By default, the following settings are selected:

Enable Account
When selected, the wireless guest account is automatically enabled. You can clear the
checkbox to disable the account until necessary.

Auto-Prune Account
By default, newly created accounts are set to Auto-Prune, automatically deleted when
expired. If Auto-Prune is cleared, the account remains in the list of WGS accounts with an

Expired status, allowing it to be easily reactivated.

WGS Login Uniqueness
By enforcing login uniqueness, the SOHO TZW allows only a single instance of a WGS
account to be used at any one time. By default, this feature is enabled when creating a new
WGS account. If you want to allow multiple users to login with a single account, this
enforcement is disabled by clearing the Enforce login uniqueness checkbox.

Activate Account Upon First Login
By default, the Activate Account Upon First Login is enabled on the SOHO TZW. The WGS
account remains inactive until the user logs in and activates the account.

Automated Account Generation
The task of generating a new WGS account is now easier with the introduction of an
automated account generation function with the ability to generate (or re-generate) account
name and account password information. Clicking Generate in the WGS>Settings page
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creates a fully populated WGS account dialog box. Alternatively, add an account by clicking
Add, and manually entering account name and password information. Or click the separate
Generate buttons for account name and account password within this window.

Account Lifetime

This setting defines how long an account remains on the SOHO TZW before the account
expires. If Auto-Prune is enabled, the account is deleted by the SonicWALL. If the Auto-
Prune checkbox is cleared, the account remains in the list of WGS accounts with an Expired

status, allowing easy reactivation.

Session Lifetime

Defines how long a WGS session remains active after it has been activated. By default,
activation occurs the first time a WGS user logs into an account. Alternatively, activation can
occur at the time the account is created by clearing the Activate account upon first login
checkbox. The Session Lifetime cannot exceed the value set in the Account Lifetime.

Idle Timeout

Defines the maximum period of time when no traffic is passed on an activated WGS session.
Exceeding the period defined by this setting expires the session, but the account itself
remains active as long as the Account Lifetime hasn't expired. The Idle Timeout cannot
exceed the value set in the Session Lifetime.

Comment

Any text can be entered as a comment in the Comment field.

Account Detail Printing

Following the generation of an account, it is possible to click the Print icon on the WGS >
Settings page to send the pertinent account details to the active printer on the administrative
workstation for easy distribution to WGS users. Clicking the Print icon launches the following
window, followed by the administrative workstation's system print dialog.

Account Name:
Passward:
Comment
Created:

Account Expiration;
Session Expiration
Idle Timeout:
Enahled:

Auto Prune

Login unigueness:

A Guest Account Detail - Microsoft Internet E... SIS E3

Guest Account Detail

guest

phemajis

Auto-generated

THUAUG 07 10:17:32 2003
THUAUG 14 10:17:32 2003
Unused

10 Minutes

Yes

Enabled

Enfarced
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Flexible Default Route

Previously, network traffic from the LAN and WLAN was directed to the WAN interface. With
the release of SonicOS 2.0s, the Default Route can be the WAN, LAN, or WLAN allowing
flexible configuration of the SOHO TZW, primarily wireless bridging without WiFiSec and
Secure Access Point with Virtual Adapter support.

Secure Access Point with Virtual Adapter Support

Secure Access Point deployment previously required the corporate LAN to be connected to
the SOHO TZW WAN port, because the default route could only be specified on the SOHO
TZW WAN interface. However, the SOHO TZW could not support Wireless Guest Services
and SonicWALL Global VPN Clients simultaneously preventing corporate LAN clients from
communicating with WLAN clients, inhibiting crucial functions such as wireless print servers,
Microsoft Outlook mail notification, or any other function requiring LAN initiated
communications to WLAN clients.

Secure Access Point

Corporate LAN

Any LAN clients attempting to resolve an IP address of a Global VPN Virtual Adapter address

receives a response from the SOHO TZW LAN.
=

Wireless Client A
Physical IP: 17216 31 20
Physical MAC: 00-20-10-88-99-A4

— Virtual Adapter IP: 10.1.1 5
Virtual Adapter MAC: D0-60-73-88-99-AA
LAN Segment
== .

Workstation 2N

LAN: 1011100124 LAN: 101125324
LAN MAC" D0-40-10-54 BB-CC

ARP Table WLAN 172.16.31.1

1011253 = 00.40-10-AA BE-CC WAN i

10115 =0040.10-AA BB-CC =

10116 =00-40-10-AABB-CC WLAN DHCP scope [
17216312-17216.31 30  f—
LAN DHCP scope Wireless Client &
10111-101130

Physical IP: 17216 3121

Physical MAC: 00-04-AA-BB-11-22
Virtual Adapter IP: 10.1.1.6

Virtual Adapter MAC: 00-60-73-BB-11-22
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This allows any client on the LAN to communicate directly with WLAN client via the secure
WiFiSec link, enabling configurations like the one below.

=)

wireless Client
IP:172.16.31.20
Wirtual Adapter: 10.1.1.5

e

Warks]ation
10.1.4.100

1011

L—

LAN|SEgment

TIW

LAN: 10.1.1.253/24
WWLAM: 172.16.31.1
WWAN: nfc

Default Route: 10.1.1 254

|l Sy A
Internet
Router
LAN: 64.1.1.1
Pra 330
LAN: 10.1.1.254

WWAN: 64.1.1.254
Default Route: 64.1.1.1

The above example shows a network configuration with the addition of a SOHO TZW (as a
Secure Access Point). The SOHO TZW points to the upstream SonicWALL PRO 330 at
10.1.1.254. Security Services, such as Content Filtering Service and Anti-Virus, are hosted
centrally on the PRO 330. In the example above, PRO 330 does not require a route to the
172.16.31.X as long as the Virtual Adapter is used by all clients.

To configure routing on the SOHO TZW to support the above example, click Network and

then Routing.

L

ks 1Rado Paade @0k 210

Guede |- SE-HE

/119216816817,

SONICWALL>

Network Network > Routing
Default Route

Destination Network
0000

Static Routes

Destination Network
No Entries

Wireless Routing Table

Add Dalzia Al

Subnet Mask

0000

Subnet Mask

ks €]Fres Hotmsl ] Windows Meda €]Windows @ ReaPlyer

B
Gateway Interface Configure
10003254 e
Gateway Interface Configure

e Destination Network Subnet Mask Gateway Address Destination Link
Frewall 0000 0000 1000.254 AN
Ve 10000 255.265.00 0000 wan
Users 1000254 266.265.256.255 00.00 N
Security Services || | 1009317 266.265.256.255 0000 LaNWLAN
T 1821681680 266.265.295.0 0000 LN L
e 19216816817 266.265.256.255 0000 LN
oot 255.265.255.255 255.265.255.255 0000 L i
Status: Ready
& [ @ et /
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1. Under Default Route, click Configure. The Edit Default Route window is displayed.

2. Enterthe IP address in the Default Gateway field, and then select LAN, WAN, or WLAN
from the Interface menu.

Click OK. The default gateway is now configured.

Secure Access Point with Wireless Guest Services

If simultaneous Wireless Guest Services support is a requirement, then access to the
172.16.31.x network is necessary. The following diagram portrays such a configuration, and
also allows for an introduction to one of the WGS enhancements of SonicOS 2.0, explicit
WGS allow and deny lists.

=

Worksfetion
10410

T

Workagation
192 168 65100

192168, 468,200

i u-..rm*ﬂ—--—-‘kwmﬁ— Internet

Raouter

Router

LAN: 192.168.165 252
LAR; 1011252 ‘| Pro 330
2 Iy — LAN: 182.168.168.254
Route 172.16.31 x/24 via 192.168.168.165
g fozment Route: 10.1.1 124 vis 192166168 252

. Jr—
\“' s o -
%n [m192155158155f24 Fr E

WLAN 1721631 1
WGS User WAN; nic Wirsless Cliert
1P 1721631 30 Default Route: 192.168.168.254 IP: 172.16.31.20
virtual Adspter: 192 156.168.5

The example above describes a moderately complex network configuration where the SOHO
TZW offers both WiFiSec and WGS access via a default route on LAN. As the blue (WiFiSec)
and green (WGS) traffic lines indicate, the TZW allows WGS access only to the Internet, while
allowing WiFiSec access to the Internet, the LAN, and to a remote network connected via a
LAN router. The Pro 330 in above example requires static routes to the 10.1.1.x (adjacent)
network via 192.168.168.252, and to the 172.16.31.x (for WGS) network via
192.168.168.168.

Prior to SonicOS 1.5.0.0, Wireless Guest Services were only available in default route on
WAN configurations. This scheme provided an automatic differentiation of destinations for
WGS traffic. In other words, WGS traffic bound for the WAN was permitted, but WGS traffic
attempting to reach the LAN (local traffic), to cross the LAN (to reach an adjacent network
connected via a router) or to cross a VPN tunnel was dropped.

When the TZW is configured to provide both Secure Access Point and WGS services via a
default route on LAN, all traffic exits the LAN interface, eliminating any means of
automatically classifying "WGS permissible” traffic. To address this ambiguity, any traffic
sourced from a WGS client attempting to reach the default gateway (in our above example,
192.168.168.254) is allowed, but any traffic attempting to traverse a VPN, or reach a LAN
resource (for example, 192.168.168.100) is dropped. Finally, to safeguard adjacent networks
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attached via a router, a WGS IP Address Deny List has been added to the WGS > Settings
page.
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14 SonicWALL Options and Upgrades

SonicWALL, Inc. offers a variety of options and upgrades to enhance the functionality of your
SonicWALL Internet security appliance. SonicWALL options and upgrades include the
following:

e SonicWALL VPN Client

e SonicWALL Network Anti-Virus Subscription

e Content Filter List Subscription

¢ Vulnerability Scanning Service

* ViewPoint Reporting

e SonicWALL Global Management

SonicWALL VPN Client

The SonicWALL VPN Client allows remote users to securely access resources on your
private LAN from a broadband or dial-up Internet connection. It establishes a private,
encrypted VPN tunnel to the SonicWALL, allowing users to contact your network servers from
any location. The SonicWALL VPN Client is perfect for business travelers and remote users
who require access to private resources on your network.

For more information on the SonicWALL VPN Client, visit
http://www.sonicwall.com/vpn/index.html

SonicWALL Network Anti-Virus

SonicWALL Network Anti-Virus offers a new approach to virus protection by delivering
managed anti-virus protection over the Internet. By combining leading-edge anti-virus
technology from McAfee.com with SonicWALL Internet Security Appliances, Complete Anti-
Virus ensures that all the computers on your network have a secure defense against viruses.
SonicWALL Network Anti-Virus provides constant, uninterrupted protection by monitoring
computers for outdated virus software and automatically triggering the installation of new
virus software. In addition, the SonicWALL restricts access to the Internet if virus software is
not detected on the client, enforcing virus protection. This strategy ensures that current virus
software is installed and active on every computer on the network, preventing a rogue user
from disabling virus protection and exposing the entire organization to an outbreak.
SonicWALL Network Anti-Virus provides centrally managed and enforced virus installation,
transparent software updates, and comprehensive Web-based reports. SonicWALL Network
Anti-Virus is a subscription-based solution that can be purchased in 5-, 10-, 50-, and 100-
license annual subscriptions.

For more information on the SonicWALL Network Anti-Virus, visit
http://www.sonicwall.com/anti-virus/index.html
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Content Filter List Subscription

Inappropriate online content can create an uncomfortable work environment, lead to
harassment lawsuits, or expose children to pornography or racially intolerant sites. The
SonicWALL Content Filter List subscription allows your organization to create and enforce
Internet access policies tailored to the requirements of the organization.

An annual subscription to the Content Filter List (provided by CyberPatrol) allows you to
block or monitor access to undesirable Internet sites, such as pornography or violence.
Automatic weekly updates of the customizable Content Filter List ensure proper
enforcement of access restrictions to new and relocated sites.

For more information on the SonicWALL Content Filtering, visit
http://www.sonicwall.com/content-filter/index.html

Vulnerability Scanning Service

SonicWALL Vulnerability Scanning Service is an automated, subscription that provides
network administrators a "hacker's eye view" of a company's network perimeter, including
public servers, routers and gateways, and integrates with SonicWALL's industry-leading
Internet security appliances.

SonicWALL Vulnerability Scanning Service examines a network perimeter for security
weaknesses on an ongoing basis. It reports all vulnerabilities detected and provides
administrators with in-depth, expert guidance to quickly close up any security holes in a
network. This subscription based service offers vulnerability assessment scans that can
scheduled on a regular basis or run on demand when policies change or new equipment is
deployed.

For more information on the SonicWALL Vulnerability Scanning Service, visit
http://www.sonicwall.com/products/vss/

SonicWALL ViewPoint Reporting

SonicWALL ViewPoint, a Web-based graphical reporting tool, enables administrators to
understand and manage their network. ViewPoint compliments and extends SonicWALL's
complete security platform by delivering comprehensive, high-level historical reports and
real-time monitoring.

SonicWALL ViewPoint includes everything you need to get up and running in one easy-to-
install product, including a Web server, syslog server, database and reporting software.
ViewPoint uses a Web-based interface and easily installs on any Windows NT or Windows
2000 computer on the network.

For more information on the SonicWALL ViewPoint, visit
http://www.sonicwall.com/products/viewpoint/
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SonicWALL Global Management System

SonicWALL Global Management System (GMS) is a scalable, cost-effective solution that
extends the SonicWALL's ease of administration, giving you the tools to manage the security
policies of remote, distributed networks.

SonicWALL GMS lets you administer SonicWALLSs at your corporate headquarters, branch
offices and telecommuters from a central location. SonicWALL GMS reduces staffing
requirements, speeds up deployment, and lowers delivery costs by centralizing the
management and monitoring of security policies. SonicWALL GMS uses a hierarchical
structure to simplify the management of SonicWALLSs with similar security profiles. This gives
you the flexibility to manage the security policies of remote SonicWALLs on an individual,
group or global level.

For more information on the SonicWALL Global Management System, visit
<http://lwww.sonicwall.com/products/sgms/index.html>.

Contact Your Reseller or SonicWALL

Contact your local reseller to purchase SonicWALL upgrades. A SonicWALL sales
representative can help locate a SonicWALL-authorized reseller near you.
Web:http://www.sonicwall.com E-mail:sales@sonicwall.com

Phone:(888) 557-6642 or (408) 745-9600 Fax: (408) 745-9300
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15 Appendices
Appendix A - SonicWALL Support Solutions

SonicWALL'’s powerful security solutions give unprecedented protection from the risks of
Internet attacks. SonicWALL's comprehensive support services protect your network security
investment and offer the support you need - when you need it.

Knowledge Base

All SonicWALL customers have immediate, 24X7 access to our state-of-the-art electronic
support tools. Power searching technologies on our Web site allow customers to locate
information quickly and easily from our robust collection of technical information - including
manuals, product specifications, operating instructions, FAQs, Web pages, and known
solutions to common customer questions and challenges.

Internet Security Expertise

Technical Support is only as good as the people providing it to you. SonicWALL support
professionals are Certified Internet Security Administrators with years of experience in
networking and Internet security. They are also supported by the best in class tools and
processes that ensure a quick and accurate solution to your problem.

SonicWALL Support Offers

Warranty Support - North America and International
SonicWALL products are recognized as extremely reliable as well as easy to configure,
install, and manage. SonicWALL Warranty Support enhances these features with

« 1 year, factory replacement for defective hardware

» 90 days of advisory support for installation and configuration assistance during local
business hours

* 90 days of software and firmware updates
» Access to SonicWALL's electronic support and Knowledge Base system.

SonicWALL Support 8X5

Designed for customers who need advanced technical support and the additional benefits of
ongoing software and firmware updates, SonicWALL Support 8X5 is an annual service that
includes

 Factory replacement for defective hardware

» Telephone or electronic technical support during local business hours

» Access to SonicWALL'’s electronic support and Knowledge Base systems

 All software and firmware updates and upgrades
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SonicWALL Support 24X7

For customers with mission-critical network requirements who cannot afford downtime,
SonicWALL Support 24X7 is an annual subscription service that offers

» Advanced-exchanged replacement of defective hardware

» Telephone or electronic support, 24 hours, seven days a week

» Enhanced escalation for high priority problems

» Access to SonicWALL's electronic support and Knowledge Base systems
All of SonicWALL Support Services offer a variety of support services to meet your unique
needs including fast, responsive service, instant access to electronic support tools, and high
quality technical support.

SonicWALL Support Services Features and Benefits

Telephone or Web-based Technical Support. SonicWALL'’s technical support experts help
solve your problems or answer your questions quickly, reducing your risk of Internet attack.
Knowledge Base. Instant access to solutions and documentation provides answers to
questions and solves problems electronically.

Firmware/Software Upgrades. Automatic firmware and software upgrades give instant
access to new features and capabilities, allowing you to extend your Internet security
investment. Annual Support Agreement. Low, fixed prices for support services allow you to
budget accurately and protect you from unexpected technical support expenses.

SonicWALL SonicWALL Super
Warranty Support 8X5 SOniCWALL
Support
Telephone/Web- 90 days 1l-year 1-year
based technical sup- | 8:00 a.m. - 5:00 8:00 a.m. - 5:00 24 hours by 7 days
port p.m., local time, p.m., local time, a week

Monday - Friday

Monday - Friday

Hardware Replace-

1 year, return to

1 year, return to

1 year, advanced

ment factory factory exchange
Software/Firmware 90 days 1-year l-year
Updates

Enhanced Escalation Yes
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Warranty Support - North America

Included with all SonicWALL products, SonicWALL warranty support includes return-to-
factory hardware replacement for one year. Warranty Support also includes technical support
and software/firmware updates for 90 days. Coverage is provided during normal business
hours.

Coverage Hours

Support is provided during standard business hours, 24 hours per day local time, seven days
per week, including locally-recognized SonicWALL holidays.

Telephone and Web-based Support

SonicWALL provides technical assistance during standard coverage hours by telephone or
through Web-based support tools for 90 days after the date of purchase. A SonicWALL
technical specialist works with you to remotely diagnose and identify firmware and hardware
not performing to documented specifications. Web-based support includes interactive
communication with a SonicWALL technical specialist. SonicWALL also provides general
assistance regarding usage and documentation on a limited basis.
Hardware Service
Warranty Support includes the repair or replacement of failing hardware returned to the
SonicWALL factory for a period of year following the date of purchase.
Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. SonicWALL
ships a replacement appliance to you based upon the RMA information. Upon receipt of the
failed appliance, SonicWALL ships a fully functional replacement appliance to you. The
replacement appliance is equivalent to a new appliance.
SonicWALL does not accept failed appliances without a valid RMA number.
Software/Firmware Support

SonicWALL logs, tracks, prioritizes, and resolves software, firmware and/or documentation
bug reports and enhancement requests for software support for a period of 90 days after the
date of purchase.

Software/Firmware Updates

All software and firmware maintenance releases and updates are included for 90 days after
the date of purchase. SonicWALL notifies administrators via electronic mail of new updates.
The updates are delivered exclusively via the Web.

Support Tools

Warranty Support provides access to SonicWALL's Web-based support tools, including
FAQs, documentation, and Knowledge Base systems.

Availability

This warranty is available only in the United States and Canada.
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Warranty Support - International

Included with all SonicWALL products, SonicWALL warranty support includes return-to-
factory hardware replacement for one year. Warranty Support also includes technical support
and software/firmware updates for 90 days. Coverage is provided during normal business
hours.

Coverage Hours
Support is provided during standard business hours, 24 hours per day local time, seven days
per week, including locally-recognized SonicWALL holidays.

Hardware Service

Warranty Support includes the repair or replacement of failing hardware returned to the
SonicWALL factory for a period of year following the date of purchase.

Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. Upon receipt of
the failed appliance, SonicWALL ships a fully functional appliance. The replacement
appliance is equivalent to a new appliance.

SonicWALL does not accept failed appliances without a valid RMA number.

Software/Firmware Updates

All software and firmware maintenance releases and updates are included for 90 days after
the date of purchase. SonicWALL notifies administrators via electronic mail of new updates.
The updates are delivered exclusively via the Web.

Support Tools

Warranty Support provides access to SonicWALL's Web-based support tools, including
FAQs, documentation, and Knowledge Base systems.

Availability

This warranty applied to products sold in Europe, the Middle East, Africa, Asia, Central and
South America.
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SonicWALL Support 24X7

Available for all SonicWALL products, SonicWALL Support 24X7 includes software/
firmware technical support, and factory replacement of defective hardware. Coverage is
provided 24 hours a day, seven days a week.

Coverage Hours

Support is provided during standard business hours, 24 hours per day local time, seven days
per week, including locally-recognized SonicWALL holidays.

Telephone and Web-based Support
SonicWALL provides technical assistance during standard coverage hours by telephone or
through Web-based support tools. A SonicWALL technical specialist works with you to
remotely diagnose and identify firmware and hardware not performing to documented
specifications. Web-based support includes interactive communication with a SonicWALL
technical specialist. SonicWALL also provides general assistance regarding usage and
documentation on a limited basis.

Hardware Service
SonicWALL Support 24X7 includes the repair or replacement of failing hardware returned
to the SonicWALL factory.
Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. SonicWALL
ships a replacement appliance to you based upon the RMA information. You are responsible
for returning the failed appliance to SonicWALL with 30 days or be charged for the full
replacement cost.
SonicWALL does not accept failed appliances without a valid RMA number.

Software/Firmware Support
SonicWALL logs, tracks, prioritizes, and resolves software, firmware and/or documentation
bug reports and enhancement requests for software support under this agreement.
SonicWALL Support 24X7 includes priority escalation based on problem severity.
Support for software, firmware, and documentation is limited to the most current version and
the immediate prior revision.

Software/Firmware Updates
All software and firmware maintenance releases and updates are included with this
agreement. SonicWALL notifies administrators via electronic mail of new updates. The
updates are delivered exclusively via the Web.

Support Tools
SonicWALL Support 24X7 provides access to SonicWALL's Web-based support tools,
including FAQs, documentation, and Knowledge Base systems.

Availability

SonicWALL Support 24X7 is an annual service available for sale at the time of product
purchase or anytime before warranty expiration.
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SonicWALL Support 8X5

Available for all products, SonicWALL Support 8X5 includes software/firmware technical
support and factory hardware replacement. Coverage is provided during standard business
hours.

Coverage Hours

Support is provided during standard business hours, 8:00 a.m. - 5:00 p.m. local time, Monday
through Friday, excluding locally-recognized SonicWALL holidays.

Telephone and Web-based Support

SonicWALL provides technical assistance during standard coverage hours by telephone or
through Web-based support tools. A SonicWALL technical specialist works with you to
remotely diagnose and identify firmware and hardware not performing to documented
specifications. Web-based support includes interactive communication with a SonicWALL
technical specialist. SonicWALL also provides general assistance regarding usage and
documentation on a limited basis.

Hardware Service
SonicWALL Support 8X5 includes the repair or replacement of failing hardware returned to
the SonicWALL factory.
Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. Upon receipt of
the failed appliance, SonicWALL ships a fully functional replacement appliance to you. The
replacement appliance is equivalent to a new appliance.
SonicWALL does not accept failed appliances without a valid RMA number.

Software/Firmware Support
SonicWALL logs, tracks, prioritizes, and resolves software, firmware and/or documentation
bug reports and enhancement requests for software support under this agreement.
SonicWALL Support 8X5 includes priority escalation based on problem severity.
Support for software, firmware, and documentation is limited to the most current version and
the immediate prior revision.

Software/Firmware Updates

All software and firmware maintenance releases and updates are included with this
agreement. SonicWALL notifies administrators via electronic mail of new updates. The
updates are delivered exclusively via the Web.
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Support Tools

SonicWALL Support 8X5 provides access to SonicWALL's Web-based support tools,
including FAQs, documentation, and Knowledge Base systems.

Availability

SonicWALL Support 8X5 is an annual service available for sale at the time of product
purchase or anytime before warranty expiration.

Appendices Page 289



Appendix B - Introduction to Networking

This appendix provides a non-technical overview of the network protocols supported by the
SonicWALL and includes a discussion of Internet Protocol (IP) addressing.

It can be helpful to review a book on TCP/IP for an overview of protocols such as TCP
(Transmission Control Protocol), UDP (User Datagram Protocol), and ICMP (Internet Control
Message Protocol). The following book is recommended for beginner and intermediate
network administrators:

Teach Yourself TCP/IP in 14 Days Second Edition

Timothy Parker, Ph.D

SAMS Publishing

ISBN # 0-672-30885-1

Network Hardware Components

» Computers - IBM- compatible, MAC, notebooks, and PDAs

» Resources - printers, fax machines, tape backup units, and file storage devices

» Cables - crossover, ethernet

» Connectors - bridges, routers

» Network Interface Card (NIC) - a card installed inside a computer that physically con-

nects a computer to a network and controls the flow of data from the network to the com-
puter. The NIC has a port where the network cable is connected.

Network Types

* LAN stands for Local Area Network. Local area refers to a network in one location, Lo-
cal Area Networks connect computers and devices close to each other such as on one
floor of a building, one building, or a campus. LANs can connect as few as two computers
or as many as 100 computers.

* WAN (Wide Area Network) connects LANSs together. The networks that make up a WAN
can be located throughout a country or even around the world. If a single company owns
a WAN, it is often referred to as an enterprise network. The Internet is currently the larg-
est WAN.

Firewalls

A firewall is a software or hardware system that prevents unauthorized outside access, theft,
deletion, or modification of information stored on a local network. Typically, unauthorized
access would be via an organization’s Internet connection.

Gateways

A gateway can be a computer that acts as a connector between a private internal network
and another network such as the Internet. A gateway used as a firewall can transmit
information from an internal network to the Internet. Also, gateways can examine incoming
information and determine if the information is allowed access to the network.
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Network Protocols

The method that used to regulate a workstation’s access to a computer network to prevent
data collisions. The SonicWALL uses the TCP/IP protocol.

TCP/IP - Internet Protocol, or "IP", provides connectionless data transfer over a TCP/IP
network. Since IP alone does not provide end-to-end data reliability as well as some other
services, other protocols such as TCP (Transmission Control Protocol) can be added to
provide these services. In TCP/IP, TCP works with IP to ensure the integrity of the data
traveling over the network. TCP/IP is the protocol of the Internet.

FTP - File Transfer Protocol (FTP) is used to transfer documents between different types
of computers on a TCP/IP network.

HTTP - HyperText Transfer Protocol (HTTP) is a widely used protocol to transfer infor-
mation over the Internet. Typically, it is used to transfer information from Web servers to
Web browsers.

UDP - User Datagram Protocol (UDP) transfers information using virtual ports between
two applications on a TCP/IP network. Slightly faster than TCP, it is not as reliable.

DNS - Domain Name System (DNS) is a protocol that matches Internet computer names
to their corresponding IP addresses. By using DNS, a user can type in a computer name,
such as www.sonicwall.com, instead of an IP address, such as 192.168.168.168, to ac-
cess a computer.

DHCP - Dynamic Host Configuration Protocol (DHCP) allows communication between
network devices and a server that administers IP numbers. A DHCP server leases IP
addresses and other TCP/IP information to DHCP client that requests them. Typically, a
DHCP client leases an IP address for a period of time from a DHCP server which allows
a larger number of clients to use a set pool of IP addresses.

WINS - Windows Internet Naming System (WINS), used on Microsoft® TCP/IP Networks,
matches Microsoft® network computer names to IP addresses. Using this protocol allows
computers on the Microsoft® network to communicate with other networks and computers
that use the TCP/IP suite.

HTTPS - Secure HyperText Transfer Protocol (HTTPS) is a protocol to transfer informa-
tion securely over the Internet. HTTPS encrypts and decrypts information exchanged be-
tween a Web server and a Web browser using Secure Socket Layer (SSL).

SMTP - Simple Mail Transfer Protocol (SMTP) is used to send and receive e-mail
messages. Typically, SMTP is used only to send e-mail while another protocol, POP3, is
used to receive e-mail messages.

POP3 - Post Office Protocol 3 (POP3) is used to receive e-mail messages and storing
messages on a server, referred to as a POP server.

ICMP - Internet Control Messages Protocol (ICMP) reports errors and controls messages
on a TCP/IP network. PING uses ICMP protocol to test if a network device is available.
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IP Addressing

To become part of an IP network, a network device must have an IP address. An IP address
is a unique number that differentiates one device from another on the network to avoid
confusion during communication. To help illustrate IP addresses, the following sections
compare an IP address to the telephone numbering system, a system that is used every day.
Like a phone number with its long distance “1” and area code, an IP address contains a set
of four numbers. While we separate phone number components with dashes, for example 1-
408-555-1212, IP address number components are separated by decimal points or dots
(called dotted decimal notation), for example 123.45.67.89. Because computers use a binary
number system, each number in the set must be less than 255.
There are three components of IP addressing:

* |P address

* Subnet mask
» Default gateway

IP Address

Just as each household or business requires a unique phone number, a networked device
(such as a computer, printer, file server, or router) must have a unique IP address. Unlike
phone numbers, an IP address requires the entire number when communicating with other
devices.
There are three classes of IP addresses: A, B, and C. Like a main business phone number
that one can call, and then be transferred through interchange numbers to an individual’s
extension number, the different classes of IP addresses provide for varying levels of
“interchanges” or subnetworks, and “extensions” or device numbers. The classes are based
on estimated network size:

» Class A — used for very large networks with hundreds of subnetworks and thousands of

devices. Class A networks use IP addresses between 0.0.0.0 and 127.255.255.255.

» Class B — used for medium to large networks with 10-100 subnetworks and hundreds
of devices. Class B networks use IP addresses between 128.0.0.0 and 191.255.255.255.

* Class C — used for small to medium networks, usually with only a few subnetworks and
less than 250 devices. Class C networks use IP addresses between 192.0.0.0 and
223.255.255.255.

Just as one would go to the phone company for a phone number, there are controlling bodies
for IP addresses. The overall controlling body for IP addresses worldwide is InterNIC.
Businesses or individuals can request one or many IP addresses from InterNIC. It's a good
idea to estimate the network’s future growth when requesting the class and number of IP
addresses requested.
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Subnet Mask

The IP addressing system allows subnetworks or “interchanges” to be created and device
numbers or “extensions” to be established within these subnetworks. These numbers are
created using a mathematical device called a subnet mask. A subnet mask, like the IP
address, is a set of four numbers in dotted decimal notation. Subnet masks typically take
three forms:

« 255.0.0.0

e 255.255.0.0

e 255.255.255.0

The number 255 “masks” out the corresponding number of the IP address, resulting in IP
address numbers that are valid for the network. For example, an IP address of 123.45.67.89
and a subnet mask of 255.255.255.0 results in a sub network number of 123.45.67.0 and a
device number of 89. The IP address numbers that are actually valid to use are those
assigned by InterNIC. Otherwise, anyone could set up IP addresses that are duplicates of
those at another company.

The subnet mask used for the network typically corresponds to the class of IP address
assigned. If the IP address is Class A, it uses a subnet mask of 255.0.0.0. Class B addresses
use a subnet mask of 255.255.0.0, and Class C IP addresses use a subnet mask of
255.255.255.0.

Default Gateway

A default gateway is like a long distance operator. Users can dial the operator to get
assistance connecting to the end party. In complex networks with many subnetworks,
gateways keep traffic from traveling between different subnetworks unless addressed to
travel there. While this helps to keep overall network traffic more manageable, it also
introduces another level of complexity.

To communicate with a device on another network, one must go through a gateway that
connects the two networks. Therefore, users must know the default gateway IP address. If
there is no gateway in the network, use an IP address of 0.0.0.0 in fields that apply to a default
gateway.

Network Address Translation (NAT)

NAT hides internal IP addresses by converting all internal host IP addresses to the IP address
of the firewall as packets are routed through the firewall. The firewall then retransmits the data
payload of the internal host from its own address using a translation table to keep track of
which sockets on the exterior interface equate to which sockets on the interior interface. To
the Internet, all of the traffic on the network appears to come from the same computer.
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Nodes

A node is a device, such as a PC or a printer, on a network with an IP address. The feature
chart shows how many node licenses for PCs or printers are included with a SonicWALL
Internet Security appliance. The TELE3 has a non-upgradeable 5-node license, but the
SOHO is upgradeable up to have 10, 50, or an unlimited number of node licenses. The PRO
100, PRO 200, and PRO 300 have an unlimited number of node licenses.

The TELE3, SOHO-10, and SOHO-50 allow a maximum of 5, 10, or 50 LAN IP addresses,
respectively, to exist on the LAN (Local Area Network). The licenses for the nodes are
counted cumulatively, not simultaneously. When the SonicWALL is turned on and configured,
the SonicWALL begins to count IP addresses against the license, and continues to count new
LAN IP addresses accessing the Internet until the appliance is rebooted.

When a computer or other device connects to the LAN port of the SonicWALL, it is detected
via broadcast and stores the computer or other device IP address in memory. If 5, 10, or 50
IP addresses have been stored in the SonicWALL, the SonicWALL does not permit any
additional machines to access the Internet. Therefore, the SonicWALL restricts the number
of IP addresses on the LAN, not the number of simultaneous connections to the Internet.

If you have fewer than the maximum number of computers or other devices on your LAN, but
it appears that the IP license limit is exceeded, download a Tech Support Report and review
the devices with IP addresses. Rogue devices such as printers are filling up the SonicWALL
IP address limit. Tech Support Reports are explained in the System chapter of this manual.
Additionally, computers with two (2) Network Interface Cards (NIC) can take up two IP
addresses. You must reconfigure your network to avoid these problems by turning off IP
forwarding on Windows® NT or Windows2000® servers using two NICs.

If devices on the LAN receive IP addresses from a DHCP server, see the DHCP chapter of
this manual.
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Appendix C - IP Port Numbers

The port numbers are divided into three ranges: Well Known Ports, Registered Ports, and
Dynamic and/or Private Ports.

Well Known Ports range from 0 through 1023.

Registered Ports range from 1024 through 49151.

Dynamic and/or Private Ports range from 49152 through 65535.

Well Known Port Numbers

Well Known Ports are controlled and assigned by the Internet Assigned Numbers Authority
(IANA) <http://lwww.iana.org> and on most systems can only be used by system processes,
or by programs executed by privileged users. Many popular services, such as Web, FTP,
SMTP/POP3 e-mail, DNS, etc. operate in this port range.

The assigned ports use a small portion of the possible port numbers. For many years the
assigned ports were in the range 0-255. Recently, the range for assigned ports managed by
the IANA has been expanded to the range 0-1023.

Registered Port Numbers

Registered Ports are not controlled by the IANA and on most systems can be used by
ordinary user processes or programs executed by ordinary users.

While the IANA can not control uses of these ports it does list uses of these ports as a
convenience.

The Registered Ports are in the range 1024-65535.
Visit <http://www.ietf.org/rfc/rfc1700.txt> for a list of IP port numbers.
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Appendix D - Configuring TCP/IP Settings

The following steps describe how to configure the Management Station TCP/IP settings in
order to initially contact the SonicWALL. It is assumed that the Management Station can
access the Internet through an existing connection.

The SonicWALL is pre-configured with the IP address “192.168.168.168". During the initial
configuration, it is necessary to temporarily change the IP address of the Management
Station to one in the same subnet as the SonicWALL. For initial configuration, set the IP
address of the Management Station to "192.168.168.200".

Make a note of the Management Station's current TCP/IP settings. If the Management Station
accesses the Internet through an existing broadband connection, then the TCP/IP settings
can be helpful when configuring the IP settings of the SonicWALL.

Windows 98
1.From the Start list, highlight Settings and then select
Conliguston | genization| #zzsss ool | Control Panel.Double-click the Network icon in the
Th n Control Panel window.
- Clienkfor Miiosolt Netwaiks
B 7y P00 Harmgoet Ao 2.Double-click TCP/IP in the TCP/IP Properties
e window.
Add_ I Ramove: | Propsities |
Primary Mebsork Logare
[Chont for Mictosolt etworks =l
FEile and Print Sharing... |

- Desciption -
TCRAP iz the peotocal pou wse to connest bo fhe Intesnat and
wade-area nefworks.

TCP/IF Froperties

Bindngs | Advanced | MeBIDS |
DNS Configuation | Gateway | WINS Configuration P Addiess

A1 2ddizss can be sulomalicall assigned Lo this computer 3.Select Specify an IP Address.

IF paur rebwark daes not subomatically assign P addressss, ak

e e e e 4.Type "192.168.168.200" in the IP Address field.
5.Type "255.255.255.0" in the Subnet Mask field.

" Dbtain an P addiess automaticall

[ St | | 6.Click DNS Configuration.
Fasss 192168, 160200 7.Type the DNS IP address in the Preferred DNS
Subet Mask: Server

field. If you have more than one address, type the
second one in the Alternate DNS server field.

8.Click OK, and then click OK again.
9.Restart the computer for changes to take effect.

I
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Windows NT

Metwork HE
Idenifizabon | Sevices  Pretacals | Adspters | Bindngs |
Melwaik Piotoeols:

Add.. Eemava | Efnoemes.l

-Dieseiiplion:

Tranzport Control Protocolnbamet Pictocal. The defaul wida
area network protoced that provides commuricalion scioss
diverse niletconnected nelworks.

Ok Cancal I

Microzoft TCPAF Propeities

1P Addbess | DS | WINS Adress || DHER Risiay || Ruting |

An |P adckess can be automabcaly assigned b this netwark. card
by & DHEP sarver, I your reslwork doss not have & DHEP ssiver,
ath your network administiaton fon an addiess, 2nd than type & in
the space below.

Adeples
[ 1mke0A] FAO/100+ Management Adapter |

© Obtain an P addiess from  DHCP server
& Specily an P addiess

I 192 168 . 168, 200
Subnet Mask: I 255255, 45. 0
Diafauh Gateway: I 192168 168, 1

1P Adckess:

’TI Cancel I Apalky |

1.From the Start list, highlight Settings and then
select Control Panel.

2.Double-click the Network icon in the Control Panel
window.

3.Double-click TCP/IP in the TCP/IP Properties
window.

4.Select Specify an IP Address.

5.Type "192.168.168.200" in the IP Address field.
6.Type "255.255.255.0" in the Subnet Mask field.
7.Click DNS at the top of the window.

8.Type the DNS IP address in the Preferred DNS
Server field.

If you have more than one address, enter the second
one in the Alternate DNS server field.

9.Click OK, and then click OK again.
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Windows 2000

SV Status [z]=]
General |
- Connestion
Status Connected
Duration 1 day 18:54:11
Speed: 100.0 Mbps
- At —
Sent — 3= —  Received
L
Packets: 85525 | 105,503
Disable

Close

5V Properties
General | Sharing |

Connect using:

I 3Com 3C320 Integrated Fast Ethernet Controller (3C305C-

Components checked are used by this connestion

B Client for Microsoft Netwarks

2V File and Printer Sharing for Microsoft Networks
¥ 3Com ECAITDI DMI T

T Intetnet Protacol [TCPAR)

Install... Uninstall Properties

Description

Transmission Control Pratocaliniemet Frotacal, The default
wide area netwark protacol that provides commurication
aeross diverse interconnected networks

0K Cancel

Internet Protocol (TCP/IP] Properties

General |

You can get IP setlings assigned autamatically if your network supparts
this capabilty. Otherwise, you nead ta sk your network administrator for
the appropriate IF settings.

" Dbtain an IP address automaticalls

(% Use the following IP addrsss

IF addiess 192162 . 162 . 200
Subnet mask; 285.2585.295. 0

Default gateway:

——

2 istain DHE server addess automatical
— Use the following DNS server addresses

Preferred DNS server

Altemats DNS server

—

10 .50 128 &2

Advancad

Cancel

1.In Windows 2000, click Start, then Settings.

2.Click Network and Dial-up Connections.
Double-click the network connection name to open
the Status window.

3.Click Status to open the Properties window.

4.Double-click Internet Protocol (TCP/IP) to open
the TCP/IP properties window.

5.Select Use the following IP address and enter
192.168.168.200 in the IP address field.

6.Type 255.255.255.0 in the Subnet mask field.

7.Type the DNS IP address in the Preferred DNS
Server field. If you have more than one address,
enter the second one in the Alternate DNS server
field.

8.Click OK, then OK again.
9.Click Close to finish the network configuration.
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Windows XP

1.0pen the Local Area Connection Properties
I Local Area Connection Properties W|nd0W
Genersl | Authentication | Advanced
Connect using
[ 99 it PRO/100- Managoment gt | 2.Double-click Internet Protocol (TCP/IP) to
e open the Internet Protocol (TCP/IP) Properties
;_ Client for Mizrosoft Networks window.
BFile and Printer Sharing for Microsoft Networks
8005 Packet Schedulsr
. Internet Protocol [TCPAP)
Description

Transmissian Conirol ProtocolIntemet Protocol. The default
wide area netwark protocol that provides commurication
aviass diverse inferconnecied networks.

[[] Show icon in notification atea when connected

Internet Protocol (TCP/IP) Properties

@

General .
‘r‘uu:algelIPseltingsassigmdewfyuumelwurksuppults 3se|eCt Use the fOHOWIng IP address and type
e F g o8 028y ot it 1 192.168.168.200 in the IP address field.

(O Dbisinan P adpess automatoaly 4.Type 255.255.255.0 in the Subnet Mask field.
(® Use the following IP address:

1P e (12188158 200 | 5.Type the DNS IP address in the Preferred DNS
Subetied [ .2 0] Server field. If you have more than one address,
ST e 1 | type the second one in the Alternate DNS server

Dbtain DNS server address automatica fIE|d
(® Use the following DNS server addresses: b

Prefened DNS ssrver 0.0 .0 66|

6.Click OK for the settings to take effect on the
‘ computer.

Alternate DNS sarver
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Macintosh OS 10
From a Macintosh computer, do the following:
1. Fromthe Apple list, choose Control Panel, and then choose TCP/IP to open the TCP/IP
Control Panel.

2. From the Configure list, choose Manually.

3. Type "192.168.168.200" in the IP address field.

4. Type the Subnet Mask address in the Subnet Mask field.

5. Click OK.

Follow the SonicWALL Installation Wizard instructions to perform the initial setup of the
SonicWALL.
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Appendix E - Basic VPN Terms and Concepts

VPN Tunnel

A VPN Tunnel is a term that describes a connection between two or more private nodes
or LANs over a public network, typically the Internet. Encryption is often used to maintain
the confidentiality of private data when traveling over the Internet.

Encryption

Encryption is a mathematical operation that transforms data from "clear text" (something
that a human or a program can interpret) to "cipher text" (something that cannot be
interpreted). Usually the mathematical operation requires that an alphanumeric "key" be
supplied along with the clear text. The key and clear text are processed by the encryption
operation, which leads to data scrambling that makes encryption secure. Decryption is
the opposite of encryption: it is a mathematical operation that transforms cipher text to
clear text.

Key

A key is an alphanumeric string used by the encryption operation to transform clear text
into cipher text. A key is comprised of hexadecimal characters (0, 1, 2, 3, 4,5, 6, 7, 8, 9,
a, b, c, d, e, f). Avalid key would be 1234567890abcdef. Keys used in VPN
communications can range in length, but typically consist of 16 or 32 characters. The
longer the key, the more difficult it is to break the encryption.

Asymmetric vs. Symmetric Cryptography

Asymmetric and symmetric cryptography refer to the keys used to authenticate, or
encrypt and decrypt the data.

Asymmetric cryptography, or public key cryptography, uses two keys for verification.
Organizations, such as RSA Data Security and Verisign, support asymmetric

cryptography.

With symmetric cryptography, the same key is used to authenticate on both ends of the
VPN. Symmetric cryptography, or secret key cryptography, is usually faster than
asymmetric cryptography. Therefore symmetric algorithms are often used when large
quantities of data have to be exchanged. SonicWALL VPN uses Symmetric
Cryptography. As a result, the key on both ends of the VPN tunnel must match exactly.

Security Association (SA)

A Security Association (SA) is a group of security settings related to a specific VPN
tunnel. A Security Association groups together all of the settings necessary to create a
VPN tunnel. Different SAs can be created to connect branch offices, allow secure remote
management, and pass unsupported traffic. All Security Associations require a specified
Encryption Method, IPSec Gateway Address and Destination Network Address. IKE
includes a Shared Secret. Manual Keying includes two SPIs and an Encryption and
Authentication Key.
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Internet Key Exchange (IKE)

IKE is a negotiation and key exchange protocol specified by the Internet Engineering
Task Force (IETF). An IKE SA automatically negotiates Phase 1 Encryption/
Authentication Keys. With IKE, an initial exchange authenticates the VPN session and
automatically negotiates keys that is used to pass IP traffic. The initial exchange occurs
on UDP port 500, so when an IKE SA is created, the SonicWALL automatically opens
port 500 to allow the IKE key exchange.

Manual Key

The Manual Key SA allows you to specify the Encryption and Authentication keys as well
as Incoming and Outgoing Security Parameter Indices (SPI). SonicWALL VPN supports
Manual Key VPN Security Associations.

Shared Secret

A Shared Secret is a predefined field that the two endpoints of a VPN tunnel use to set
up an IKE SA. This field can be any combination of alphanumeric characters with a
minimum length of 4 characters and a maximum of 128 characters. Precautions should
be taken when delivering/exchanging this shared secret to assure that a third party
cannot compromise the security of a VPN tunnel.

Advanced Encryption Standard (AES)

AES is an encryption algorithm for securing sensitive but unclassified materials by U.S.
Government agencies. It may eventually become the standard encryption method for
commercial transactions in the private sector.

As a potential replacement for DES and possible 3DES, AES is a symmetric algorithm
which means it uses the same key for encryption and decryption and block encryption
128-bits in size. The algorithm supports key sizes of 128, 192, and 256 bits as a
minimum.

» Encapsulating Security Payload (ESP)
ESP provides confidentiality and integrity of data by encrypting the data and
encapsulating it into IP packets. Encryption can be in the form of ARCFour (similar to the
popular RC4 encryption method), DES, etc.

The use of ESP increases the processing requirements in SonicWALL VPN and also
increases the communications latency. The increased latency is due to the encryption
and decryption required for each IP packet containing an Encapsulating Security
Payload.

ESP typically involves encryption of the packet payload using standard encryption
mechanisms, such as RC4, ARCFour, DES, or 3DES. The SonicWALL supports 56-bit
ARCFour and 56-bit DES and 168-bit 3DES.

» Authentication Header (AH)

The Authentication Header provides strong integrity and authentication by adding
authentication information to IP packets. This authentication information is calculated
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using header and payload data in the IP packet which provides an additional level of
security.

Using AH increases the processing requirements of VPN and also increases the
communications latency. The increased latency is primarily due to the calculation of the
authentication data by the sender, and the calculation and comparison of the
authentication data by the receiver for each IP packet containing an Authentication
Header.

Data Encryption Standard (DES)

When DES is used for data communications, both sender and receiver must know the
same secret key, which can be used to encrypt and decrypt the message, or to generate
and verify a message authentication code. SonicWALL DES encryption algorithm uses a
56 bit key.

The SonicWALL VPN DES Key must be exactly 16-characters long and is comprised of
hexadecimal characters. Valid hexadecimal characters are "0" to "9", and "a" to "f"
inclusive (0, 1, 2, 3,4,5,6,7,8,9,a, b, c, d, e, f). For example, a valid key would be
1234567890abcdef.

ARCFour

ARCFour is used for communications with secure Web sites using the SSL protocol.
Many banks use a 40 bit key ARCFour for online banking, while others use a 128 bit key.
SonicWALL VPN uses a 56 bit key for ARCFour.

ARCFour is faster than DES for several reasons. First, it is a newer encryption
mechanism than DES. As a result, it benefits from advances in encryption technology.
Second, unlike DES, it is designed to encrypt data streams, rather than static storage.

The SonicWALL VPN ARCFour key must be exactly 16 characters long and is comprised
of hexadecimal characters. Valid hexadecimal characters are "0" to "9", and "a" to "f"
inclusive (0, 1, 2, 3,4,5,6,7,8,9,a,b,c,d, e, f). For example, a valid key would be
1234567890abcdef.

Strong Encryption (Triple DES)

Strong Encryption, or Triple DES (3DES), is a variation on DES that uses a 168-bit key.
As aresult, 3DES is dramatically more secure than DES, and is considered to be virtually
unbreakable by security experts. It also requires a great deal more processing power,
resulting in increased latency and decreased throughput.

The SonicWALL 3DES Key must be exactly 24 characters long and is comprised of
hexadecimal characters. Valid hexadecimal characters are "0" to "9", and "a" to "f"
inclusive (0, 1, 2,3,4,5,6,7,8,9, a, b, c, d, e, f). Forexample, a valid key would be
1234567890abcdef12345678.

Security Parameter Index (SPI)

The SPI is used to establish a VPN tunnel. The SPI is transmitted from the remote VPN
gateway to the local VPN gateway. The local VPN gateway then uses the network,
encryption and keys associated with the SPI to establish the tunnel.
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The SPI must be unique, is from one to eight characters long, and is comprised of
hexadecimal characters. Valid hexadecimal characters are "0" to "9", and "a" to "f"

inclusive (0,1, 2,3,4,5,6,7,8,9,4a, b, c, d, e, f). For example, valid SPIs would be 999
or 1234abcd.
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Appendix F- Erasing the Firmware

There can be instances when it is necessary to reset the SonicWALL to its factory clean state
if the following events happen to the appliance:

» Administrator password is forgotten

» The firmware has become corrupt, and you cannot contact the Management Interface

» The test light comes on and stays on for more than a few minutes.

» During the troubleshooting process, you must start from a “known” state.
Once the firmware is erased, new firmware must be loaded, and the SonicWALL must be
reconfigured.
The following procedure erases all settings and reverts the unit to the factory default state. It
is necessary to follow the initial configuration procedures detailed in this manual's QuickStart
section to reconfigure the SonicWALL. If you need the firmware, download it from <http://
firmware.sonicwall.com> or load it from the CD included with the appliance. You can also
download firmware by logging into <http://www.mysonicwall.com> as a registered user.

Locating the Reset button on your SonicWALL

SonicWALL SonicWALL uses the small recessed button on the back of the unit for this
procedure.

Erasing the Firmware for all Models
1. Turn off the SonicWALL and disconnect all cables to the network.

2. Locate the recessed Reset Switch on the back panel of the SonicWALL.

3. Press and hold the Reset Switch and then apply power to the SonicWALL. Once the Test
LED starts to flash, let go of the Reset Switch.

The Test LED flashes for approximately 90 seconds while the firmware is erased. After

completing the diagnostic sequence, the Test LED stays lit, indicating that the firmware has

been erased. It is normal for the Test LED to stay lit after erasing the firmware. It does not go

off until the firmware is installed and loaded into memory by the automatic restart.

4. Log back into the SonicWALL at the default IP address, "http://192.168.168.168". Make
sure that the Management Station's IP address is in the same subnet as the SonicWALL-
-for example, "192.168.168.200".

5. The SonicWALL Management Interface displays a message stating that the firmware has
been erased. Click the Browse button to locate the SonicWALL firmware file on the
Management Station hard drive. Or upload the firmware file that is located on the
SonicWALL Companion CD.

6. Reconfigure the SonicWALL as described in Chapter 2.
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Appendix G - Configuring RADIUS and ACE Servers

Individual users must have their privileges defined on the RADIUS server used for
authenticating the users. Global user privileges can be configured on the RADIUS tab of the
SonicWALL management interface, but SonicWALL-specific privileges must be configured
on the RADIUS server.

Different vendors also have different methods of configuring the privileges on their servers.
In some cases, it can be complex, but most allow for the configuration of group profiles or
policies which means you can configure the attributes once per group.

This Appendix describes the configuration of user privileges on various vendors of RADIUS
servers, and also notes the particular RADIUS servers which support CHAP (Challenge
Handshake Authentication Protocol) mode. CHAP support is required if HTTPS is not
available for logging into the SonicWALL.

Steel Belted RADIUS (Funk Software)

Steel Belted RADIUS server version 3.0 from Funk Software supports pre-configuration of

vendor-specific attributes in a vendor-specific dictionary file. SonicWALL.dct is the new

dictionary file for the SonicWALL.

To configure the Steel Belted RADIUS server to include the SonicWALL.dct file, use the

following instructions:

1. Locate the directory that Steel Belted RADIUS is installed, C:\RADIUS by default, and
copy the SonicWALL.dct file into C:\RADIUS\Service folder.

2. Editthe vendor.ini file located in the Service folder using Notepad. Add the following lines
so that they are in alphabetical order with the other vendor products in the file:

vendor-product = SonicWALL Firewall
dictionary = SonicWALL
ignore-ports =no
port-number-usage = per-port-type
help-id = 2000

3. Editthe dictiona.dcm file using Notepad, and add the entry @sonicwall.dct to it, keeping
the entry in alphabetical order with the existing entries.

4. Restart the Windows service called Steel Belted RADIUS Service.
5. Run the Steel Belted RADIUS Administrator.

6. Click RAS Clients, and select SonicWALL Firewall from the Make/Model list. Click
Save.

If there is no entry for SonicWALL Firewall, be sure that steps 2 and 3 were performed
correctly.
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Configuring User Privileges

To configure user privileges, follow these steps:
1. With Steel Belted RADIUS Administrator open, click Users and select the User to
configure. Or select a profile to be configured from the Profile Name menu.

2. Click Ins and select SonicWALL-User-Privilege from the Available Attributes list.

3. Select the privilege to be set, and click Add. Repeat until all of the privileges are added
for the user.

Steel Belted RADIUS does support CHAP, so authentication takes place even if HTTPS is
not available when logging into the SonicWALL management interface. Select Allow PAP or
CHAP when setting user passwords.

ACE Server (RSA)

The ACE Server, version 4.1, from RSA, configures RADIUS attributes into the profiles. It
does not support pre-configuration of vendor-specific attributes on the server. It also only
allows one vendor-specific attribute to be set per profile, and only support vendor-specific
attributes containing ASCII text. User privileges are added manually using the following
instructions:

1. Open the ACE Server Database Administrator program.

2. Select Edit Profiles from the menu, and select the profile to be configured with user
privileges. Click OK.

3. From the Available Attributes menu, select Vendor-Specific, and then click Add
Attribute... .

4. Set the value to 8741 2 “privileges-list” where privileges list is a comma-separated list
of 2-letter privileges, as follows:

RA - Remote Access

BF - Bypass Filters

VC - Access from VPN Client
VA - Access to VPNs

LM - Limited Management

For example, to configure a profile with Access to VPN privileges and allow Access from VPN
Client, the value is set as follows:
8741 2 “VA, VvC”

The ACE Server from RSA does not support CHAP with RADIUS, therefore it is necessary to
configure the SonicWALL to use HTTPS when logging into the SonicWALL management
interface.
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ACS Server (Cisco)

The ACS server, version 2.6, from Cisco does not support the configuration of vendor-specific
privileges. Therefore, if a ACS Server is deployed, user privileges cannot be configured on
the server.

The ACS server can still be used for authentication if the RADIUS users are configured
globally on the SonicWALL to have the same privileges. Also, the ACS server supports
CHAP, so it can be used if HTTPS is not available when logging into the SonicWALL
management interface.

Internet Authentication Service (Windows NT/2000
Server)

The RADIUS server used on Microsoft Windows NT and Windows 2000 servers is known as
the Internet Authentication Service (IAS). The RADIUS attributes are configured using
policies, and does not support pre-configuration of vendor-specific attributes. The RADIUS
attributes are entered manually into the service by using the following instructions:

1. Open IAS, and select Remote Access Policies.

2. Select the policy to be configured for user privileges, and right click. Select Properties
from the list.
3. Click Edit Profile, and then click Advanced. Click Add.

4. Select Vendor-Specific from the list, and click Add. The Multivalued Attribute
Information box appears.

5. Click Add. The Vendor-Specific Attribute Information box appears.
6. Click Enter Vendor Code, and enter 8741 as the vendor code.

7. Click Yes, It conforms, and then click Configure Attribute. The Configure VSA (RFC
compliant) window appears.

8. Enter 1 as the Vendor-assigned attribute number.
9. Select Decimal as the Attribute format.

10. Enter one of the following values as the Attribute value. Each value defines a privilege
for users within the policy.

1 - Remote Access

2 - Bypass Filters

3 - Access from VPN Client
4 - Access to VPNs

11. Click OK, and then OK again to return to the Multivalued Attribute Information window.

Repeat Steps 5 through 11 for each privilege configured for a policy.
For further information, refer to “To configure vendor-specific attributes for a remote access
policy” in the IAS help file.
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With IAS, the user database is located on the domain controller. Therefore, IAS only supports
CHAP with RADIUS if the domain controller is configured to store passwords using reversible
encryption for all users. If the domain controller is not configured in this manner, it is
necessary to use HTTPS to log into the SonicWALL management interface.

RADIUS Attributes Dictionary

The following is the RADIUS dictionary in the format used with Funk Software’s Steel Belted
RADIUS server.

AR R R AR R AR R R R R R R R AR R AR AR R R R AR R AR AR
# SonicWALL . doct - This is the Radius dictionary File [for the SonicWALL

¥ Firewall Products.

¥ Hotes:

3 HEHH = Hot Reguired to Honor the Hint {applies to request attributes).
3 Thi= language {the expansion of HEHH) i= taken directly from the
¥ RADIUS spec.

&

&

#updated: 11-30-01 TIan Puleston
AREpdREAELEp AR AR A AR AEE AR AR EERR SR A RER R AR SRR AR LR SRR RRE LSRR RRRE AR SRR R SRS

#
# Start with the Standard RADIUS specification attributes
¥

@radius. dct

Hacro SU-VSA{ type, syntax) 26 [widB8741l typel=XtypeX lenl=+2 data=kKsyntax¥]
ATTRIBUTE SonicWALL-User—-FPrivilege SU-¥S4{1l, integer) R

TALUE SonicWALL-User—-FPrivilege Renote-Access 1
TALUE SonicWALL-User—-FPrivilege Bypa==-Filters 2
TALUE SonicWALL-User—-FPrivilege VPH-Client—Acces= 3
TALUE SonicWALL-User—Frivilege Access-To-VEH 4
TALUE SonicWALL-User—Frivilege Limited-Hanagement [
ATTRIBUTE SonicWALL-User-Frivileges SU-VSA{2, =tring) R

®

# This i= a text string giving a comma—separated list of one or more privileges
# {each corresponds to a value of the SonicWALL-User-Privilege attribute above):
i "R, BF,VC,VH,ILH"

BEERRR LR AR SRR AR AR AR AR LA AR LR R AR RS R R RRE
# End of SonicWALL dot — This iz the Radius dictionarvy file for SonicWALL

k' Firewall products.

REERRRERE LR AR AR AR AR AR AR LRSS RS
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